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DISA Collateral Networks
(Supporting Agency)

CND-JTF

SECDEF
UNIFIED COMMANDS

CND-JTF C2 Relationships

Service Components
COMAFFOR
COMARFOR

COMNAVFOR
COMMARFOR

Intelligence Community
(NSA, DIA, NRO)

Other DoD Agencies
(DSWA, DECA, etc.)

GOSC

Always
Direct Support
Coordinating

Authority

INFOCON BRAVO
TACON



Needed AFFOR Capabilities

• Notify CND-JTF of attacks
• Conduct preliminary attack 

assessments
• Recommend attack 

countermeasures
• Restore/Maintain networks 

after attacks
• Provide network status
• Correlate incidents
• Provide status of ongong 

investigations

• Perform Vulnerability 
Analysis and Assistance 
Program

• Maintain IAVA compliance
• Analyze threats to Service 

networks
• Coordinate vulnerability 

assessments
• Conduct 24 x 7 ops
• Execute C2 IAW CONOP

Per Draft CND-JTF CONOP

Critical Capabilities



AFFOR Relationships
COMAFFOR

AFIWC/CC

Correlate Incidents
Analyze Threats
Maintain IAVA 

Compliance
Coordinate Vulnerability

Assessments

Provide Network
Status

Analyze Threats
Correlate Incidents
Recommend

Countermeasures
Implement

Countermeasures
Restore Networks

Provide Intrusion
Detection Info

Provide Attack 
Assessments

Recommend 
Countermeasures

Implement
Countermeasures

AFOSI
Provide Investigation 
Status (CI/LE Support)

AFNOC
NOSCs
NCCs

JTF-CND
LE/CI

AFCERT
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