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4-year period. In 2003, approximately 39 percent of NSL requests were
generated in the course of investigations of U.S. persons. However, the
number of NSL requests generated from investigations of U.S. persons
almost doubled from 6,519 in 2003 to 11,517 in 2006, which represented
57 percent of all NSL requests in that year. During the same period, the
number of NSL requests generated from investigations of non-U.S. persons
declined from 10,232 in 2003 to 8,605 in 2006.

The Executive Assistant Director of the FBI's National Security
Branch (NSB) provided several reasons for the increase in NSLs involving
U.S. persons over the 4-year period. He stated that as the FBI has moved
forward from the investigations of the September 11 attacks, it has focused
on investigations of possible sleeper cells in the United States and
conducted follow-up investigations of terrorist activities in the United
Kingdom and elsewhere to determine if there is a U.S. nexus to those
events. He also pointed to the FBI's interactions with state and local law
enforcement agents, the work of the FBI's Field Intelligence Groups, and the
investigations conducted by Joint Terrorism Task Forces, all of which have
generated leads involving U.S. persons that result in the initiation of
national security investigations and the issuance of NSLs.

Chart 4.6 depicts the number of NSL requests generated from
investigations of U.S. persons and non-U.S. persons from 2003 through
2006.97

97 Chart 4.6 does not contain the same totals as Chart 4.5 because the FBI is not
required to report the U.S. person status of targets of subscriber NSLs. Specifically,
117,111 NSL requests seeking subscriber information for telephone numbers and Internet
e-mail accounts in 2003 through 2006 did not identify the subject’s status as a U.S. person
or non-U.S. person. Similarly, while the FBI captured data on the status of persons who
were the targets of consumer full credit reports issued in 2003 through 2005, the
Department was not required to include this data in its reports. Beginning in 2006, the
Patriot Reauthorization Act required the Department to report to Congress the status of
targets of its NSL requests for consumer full credit reports. Thus, we do not include in
Chart 4.6 the [JJJJl] NSL requests that the OGC database identified as having been issued
in 2003 through 2005 and the [l NSL requests reported to Congress in 2006 for
consumer full credit reports pursuant to 15 U.S.C. § 1681v.
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The Attorney General
Washington, D.C.

February 29, 2008

The Honorable Glenn A. Fine
Inspector General

United States Department of Justice
950 Pennsylvania Avenue, NW
Washington, DC 20530

Dear Mr. Fine:

Thank you for your report entitled “A Review of the FBI’s Use of National Security
Letters: Corrective Actions and Use in 2006.”

When you issued your report last year identifying concerns about the Federal Bureau of
Investigation’s use of national security letters during the years 2003-2005, Attorney General
Gonzales and Director Mueller directed that significant resources be dedicated to improving
oversight of this important national security tool. I appreciate your positive assessment of the
Department’s and the Bureau’s efforts in this area, including your conclusion that the Department
has made “significant progress” in implementing the recommendations outlined in your report.

In particular, I am pleased that your report highlights the Bureau’s important work in establishing
an Office of Integrity and Compliance and the significant efforts of the National Security
Division to create an Oversight Section within the Office of Intelligence, as well as their work to
jointly complete 15 national security reviews in FBI field offices and headquarters components in
2007. Your report also correctly emphasizes the need for sustained focus on the Bureau’s use of
national security letters, and the institutional changes the Department has put in place will help
ensure that we continue to devote sufficient resources to the oversight of our national security
investigations.

I appreciate your continued recognition that national security letters are an important
investigative tool, and that they have contributed to many counterterrorism and
counterintelligence investigations. As the substantial efforts of the past year should make clear,
the Department is committed to using this critical tool responsibly and in a manner consistent
with the law.

Again, my thanks to you and to your staff for your efforts in preparing this report.

- Michael B. Mukasey
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DIRECTOR OF NATIONAL INTELLIGENCE
WASHINGTON, DC 20511

MAR 0 7 2008

The Honorable Glenn A. Fine
Inspector General

United States Department of Justice
950 Pennsylvania Avenue, N.W.
Washington, D.C, 20530

Dear Mr. Fine:

(U) Thank you for providing us a copy of your draft report dated February 14, 2008
titled, “A Review of the Federal Bureau of Investigation’s Use of National Security Letters:
Assessment of Corrective Actions and Examination of NSL Usage in 2006.” We have reviewed
your report and appreciate the opportunity to provide comment.

(U) As your report makes clear, National Security Letters are an invaluable tool the
Federal Bureau of Investigation (FBI) uses to obtain information in national security
investigations. We thank you for the extensive review your office has conducted, and look
forward to receiving the forthcoming additional recommendations. We believe your report
demonstrates the many improvements the FBI and Department of Justice have made to ensure
compliance with National Security Letter laws, and applicable guidelines and procedures. While
it is critical that our intelligence professionals have the authorities they need to detect and
prevent threats to the national security, it is equally imperative that these authorities be executed
with due care to the protection of civil liberties and with effective compliance and oversight
mechanisms in place.

Sincerely,

Me (on-olf

JM. McConnell
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U.S. Department of Justice

National Security Division

Washington, D.C. 20530

February 29, 2008

The Honorable Glenn A. Fine
Inspector General

United States Department of Justice
950 Pennsylvania Avenue, NW
Washington, DC 20530

Dear Mr. Fine:

Thank you for the opportunity to provide the views of the National Security Division on
your report entitled “A Review of the FBI’s Use of National Security Letters: Corrective Actions
and Use in 2006.”

As you know, following the issuance of your initial report identifying concerns about the
Federal Bureau of Investigation’s (FBI) use of national security letters (NSLs) in 2003—2005,
Attorney General Gonzales and Director Mueller directed the implementation of a series of
corrective actions, including implementation of all of the recommendations in your initial report.
In addition, the Attorney General directed the National Security Division (NSD) and the
Department’s Privacy and Civil Liberties Office to work with the FBI to implement these
corrective actions. These efforts were aimed at ensuring that the FBI uses NSLs in an
appropriate manner in compliance with all applicable laws and policy requirements.

This direction and the actions taken pursuant to it, as well as the continuing efforts of the
Department, demonstrate the commitment of senior Department leadership to addressing the
serious issues identified in your earlier report. As your report notes, the Department has made
significant progress and continues to devote significant energy, time, and resources to this effort.

For example, as your report states, the FBI has issued comprehensive guidance
concerning the proper use of NSLs and has conducted training in field offices across the country.
The FBI has also taken steps to improve the accuracy of its reporting of NSL statistics to
Congress by developing a new NSL tracking database that is now available across the FBL
Further, with respect to the use of so-called “exigent letters,” the FBI issued a Bureau-wide
directive prohibiting the use of the type of letters described in your reports. In addition, in March
2007, the FBI Director ordered a one-time review of ten percent of all national security cases in
the 56 FBI field offices and headquarters. This review was a substantial undertaking, requiring
the deployment of over 100 inspectors and the review of thousands of investigative files. F inally,
as you discuss in your report, the Attorney General requested the Department of Justice’s Chief
Privacy and Civil Liberties Officer and the Office of the DNI to convene a working group to
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examine how NSL-derived information is used and retained by the FBI. The working group has
made important progress in this area aimed at the protection of privacy and civil liberties, and the
Attorney General has directed the group to continue its efforts. As part of this process, the
working group will take into account the recommendations made in your new report.

I also want to highlight the progress of the Department’s significant new national security
oversight and compliance effort that was publicly announced in July 2007. This effort
encompasses substantial changes within the Department of Justice to improve the Department’s
controls over its national security activities. The effort includes the implementation of a
dedicated Oversight Section within NSD and the establishment of an Office of Integrity and
Compliance within the FBI. The oversight and compliance programs run by these offices are at
the forefront of the Department’s ongoing effort to ensure that national security investigations are
conducted in a manner consistent with our laws, regulations, and policies, including those
designed to protect the privacy and civil liberties of our citizens.

For the first time, DOJ attorneys have been given the clear mandate to examine all
aspects of the FBI’s national security program for compliance with law, regulations, and policies.
As part of this effort, the NSD is conducting regular National Security Investigation reviews at
FBI field offices and headquarters units, working with the helpful input of the FBI. These
reviews, which were developed in consultation with representatives of the Office of the Inspector
General, represent a substantial new level and type of oversight of national security
investigations by career Justice Department lawyers with years of intelligence experience. The
reviews are not limited to areas where shortcomings have already been identified; instead, they
are intended to enhance compliance across the national security investigative spectrum. NSD
completed 15 such reviews in 2007 and plans to conduct a similar number on an annual basis. In
addition, the Attorney General directed NSD to review all violations that the FBI refers to the
Intelligence Oversight Board (IOB) in order to identify recurring problems and to assess the
FBI’s response to such violations. NSD is reporting regularly to the Attorney General on its
review in this area.

The innovations and corrective actions described above reflect a new level of oversight
and an appreciation of the need for strong measures to improve compliance in our national
security investigations. We appreciate the very fine work that went into this NSL review, and we
look forward to working with you as we implement all of the recommendations in your report.
As your reports have noted, NSLs are an indispensible investigative tool and have contributed
significantly to many counterterrorism and counterintelligence investigations. We are committed
to using this critical tool in an appropriate manner that protects the privacy and civil liberties of
all Americans.

Sincerely,

Kenneth L. Wainstein
Assistant Attorney General
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U.S. Departme™ f Justice

Federal Bureau of Investigation

Office of the Director Washington, D.C. 20535

February 28, 2008

Honorable Glenn A. Fine

Inspector General

United States Department of Justice
Suite 4706

950 Pennsylvania Avenue, N.W.
Washington, DC 20530

Re: U.S. Department of Justice, Office of Inspector General
“A Review of the Federal Bureau of Investigation’s Use of National
Security Letters: Corrective Actions and Use in 2006”

Dear Mr. Fine:

The FBI appreciates this opportunity to respond to the findings and
recommendations made in the Office of the Inspector General’s (“OIG’s”) review of corrective
actions taken by the FBI in response to an OIG report published last year regarding the FBI’s
usage of National Security Letters (“NSLs”)(“NSL 1”) and your review of the FBI’s usage of
NSLs in 2006 (“NSL 2” or “Report”) as required by the USA PATRIOT Improvement and
Reauthorization Act of 2005 (“Patriot Reauthorization Act”). This letter conveys our response,
and I request that it be appended to the Report.

The Report begins with the first external review that has been conducted of the
extensive actions taken by the FBI following the publication of NSL 1 in March 2007 and notes
that FBI executive leadership has made correcting the problems identified in NSL 1 a “top
priority” (Report at 15). We appreciate the Report’s finding that by devoting “significant time,
energy and resources,” we have made “significant progress” in correcting the deficiencies
discussed in NSL 1 (/d. at 6). As detailed in the Report, these actions include policy changes,
increased mandatory training and the creation of a new NSL automated workflow system that
will help ensure compliance with laws, guidelines and policies and will improve the accuracy of
our Congressional reporting regarding NSL usage. In addition to the actions recommended in
NSL 1, we have conducted extensive internal reviews to ascertain fully the scope and nature of
our compliance problems and to guide corrective action. Moreover, we have — in what may be
unique within a federal government agency -- created a new Office of Integrity and Compliance
(“OIC”), which is modeled after private sector compliance programs. Further, in conjunction
with the Department of Justice (“DOQJ”)’s National Security Division (“NSD”), we have
instituted a program of systematic reviews of FBI national security investigations as a way both
to ensure compliance with statutory schemes like those that govern NSLs and to serve as a
warning system if there are other areas in which our compliance efforts can be strengthened.
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Honorable Glenn A. Fine

Although we have made substantial progress, we concur that we must -- and will -- sustain our
commitment to ensuring compliance with the laws and policies governing usage of NSLs.

In addition to providing a review of corrective actions taken in response to NSL 1,
the Report also responds to the Congressional mandate that the OIG examine the use of NSLs in
2006. We appreciate the Report recognizing “that the FBI’s use of NSLs in 2006 [discussed in
the Report] occurred before” NSL 1 and before extensive FBI corrective actions were
implemented (Report at 8). Therefore, it is “not surprising[]” that NSL 2 contains findings
similar to NSL 1 (/d.). NSLs remain an indispensable investigative tool that significantly
advance the progress of national security investigations, as the Report details in Chapter 5, and,
in almost all cases, potential errors or policy violations involving NSLs relate to information that
the FBI was lawfully entitled to obtain (Report at 137).

The Report also reviewed compliance with the non-disclosure and confidentiality
provisions of the Patriot Reauthorization Act and found that, thanks to prompt and recurring
guidance, the “vast majority” of sampled NSLs (97 percent) complied with the Act in imposing
non-disclosure and confidentiality obligations on NSL recipients (Report at 10).

As noted above, the FBI took very substantial corrective actions in the wake of
NSL 1, including policy changes, increased mandatory training and the deployment of an
automated workflow system for NSLs that is designed to facilitate compliance with statutes,
guidelines and policies and to improve the accuracy of the FBI’s Congressional reporting. Our
most significant actions are discussed below:

¢ Mandated that all information received in response to an NSL be reviewed prior to
uploading the information into FBI databases. Because all reviews of the FBI’s NSL
usage (i.e., those conducted by FBI and OIG) have found frequent examples of
overproduction of materials by NSL recipients, this policy change alone should result
in substantially fewer potential intelligence oversight board violations connected to
the use of NSLs.

* Prohibited the issuance of exigent letters, and issued clear policy, with audit trails, for
acquiring communications records in truly exigent circumstances.
Prohibited the issuance of NSLs solely from control files.
Mandated legal review of all NSLs either by attorneys in the Office of General
Counsel (OGC) or by Chief Division Counsel and clearly delineated the scope of that
review to include the predication for the NSL and the predication for the underlying
investigation.

¢ Established an Office of Integrity and Compliance to facilitate the efforts of executive
management to identify and mitigate significant areas of risk. The OIC has been
functioning for approximately one year and has demonstrated its value in focusing the
attention of executive management on aspects of the FBI’s operations and business
processes that pose compliance risks.

¢ In conjunction with DOJ, implemented a program for regular reviews of national
security investigations in FBI field offices and headquarters units, including but not
limited to compliance with NSL statutes, policies and procedures. Those reviews,
like the activities of the OIC, have proved valuable in uncovering policies and
procedures that pose compliance challenges.

.2.
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Following NSL 1, all NSL policies and required procedures were combined into a
single document that provides clear and comprehensive guidance to FBI employees who issue
and approve NSLs during national security investigations. Prior to its issuance, a draft of the
new “one-stop” policy document was briefed to Congressional staff and privacy groups and
many of their comments were incorporated into the final version of the policy. We also
instituted mandatory in-person NSL training and have developed further training that is available
on the FBI’s Virtual Academy.

We also developed and fully deployed enhanced information technology tools to
automate the NSL workflow, including accumulating the data necessary for Congressional
reporting. The system (called the NSL Subsystem) is programmed with drop down menus and
other user-friendly features to make the NSL process less time intensive for agents and analysts
while simultaneously increasing the accuracy of the process and decreasing the sort of human
errors noted by the OIG (e.g., failing to cite the appropriate statute in the Electronic
Communication (“EC”) requesting an NSL; inconsistency between the data requested in the EC
and that requested in the NSL). No NSL can now issue unless vital information is included such
as: the subject of the NSL, the predication for the NSL, the type of NSL, the recipient, and the
specific targets of the NSL. In other words, the automated system captures all the information
required for Congressional reporting before generating the NSL. In addition to improving the
accuracy of Congressional reporting, the system ensures that each NSL receives the required
legal review and each level of required supervisory review. Providing one database for
automated generation of NSLs also reduces the time consuming manual process for generating
the required documentation and ensures consistency between the documents reviewed and the
NSL actually issued. After a pilot project, the NSL Subsystem became operational in all FBI
field offices and Headquarters on January 1, 2008.

Finally, as suggested by the OIG in NSL 1, we issued comprehensive guidance to
assist our employees in effectuating the requirement that the FBI use, if possible, the “least
intrusive alternative” when conducting investigations. We believe this guidance will be valuable
in pointing employees to the sorts of considerations they should balance when deciding between
investigative alternatives that have differing levels of intrusiveness.

FBI’s Response to Specific Recommendations

Overview: the FBI agrees with all of the OIG’s recommendations in the Report and will
implement each recommendation as discussed below.

Recommendation #1: Create blank mandatory fields in the software supporting the NSL data
system for entering the U.S. person/non-U.S. person status of the target of NSLs and for entering
the number of NSL requests in order to prevent inaccuracies that may otherwise result from the
current default settings.

The FBI agrees with this recommendation: To improve the accuracy of NSL
Congressional reporting, the FBI will modify the NSL Subsystem to require the user to select
one of the U.S. person status options before an NSL may be approved.

-3
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Honorable Glenn A. Fine

Recommendation #2: Implement measures to verify the accuracy of data entry into the new
NSL data system by including periodic reviews of a sample of NSLs in the database to ensure
that the training provided on data entry to the support staff of the FBI OGC National Security
Law Branch, other Headquarters divisions, and field personnel is successfully applied in practice
and has reduced or eliminated data entry errors. These periodic reviews should also draw upon
resources available from the FBI Inspection Division and the FBI’s new Office of Integrity and
Compliance (OIC).

The FBI agrees with this recommendation: The FBI agrees that there should
be periodic spot checks to ensure that information is being properly reported and to make system
improvements where issues are identified. The FBI will utilize the resources of the Inspection
Division to conduct such periodic reviews and the resources of OIC to assist in managing the
policy and training changes indicated by the results of such reviews. In addition, it is important
to note that the data from which Congressional reports will be prepared will come solely from
data contained within the NSL Subsystem. Thus, NSL data will no longer be culled from ECs
and transferred manually to a standalone database (a process that generated many data entry
errors) but instead will be recorded automatically upon the creation of the NSL. As a result, the
data entry role of the support staff of the National Security Law Branch is greatly diminished,
and the process under the new system is designed to minimize the likelihood of data entry errors.

Recommendation #3: Implement measures to verify that data requested in NSLs is checked
against serialized source documents to verify that the data extracted from the source document
and used in the NSL (such as the telephone number or e-mail address) is accurately recorded on
the NSL and the approval EC.

The FBI agrees with this recommendation: Data such as a telephone numbers
or email addresses that are the basis for NSLs should be verified against authoritative documents.
Such an authoritative document will frequently, although not always, be a serialized document.
The FBI will continue to train and advise its employees regarding their duty to accurately
prepare NSLs and to verify critical data against authoritative documents to avoid clerical errors.

Recommendation #4: Regularly monitor the preparation of NSL-related documents and the
handling of NSL-derived information with periodic reviews and inspections. This includes
requiring that during quarterly file reviews, squad supervisors should conduct, at a minimum,
spot checks of NSL related documents in investigative files to ensure adherence to NSL
authorities, Attorney General Guidelines, and internal policies governing use of NSL authorities.

The FBI agrees with this recommendation: The FBI requires an examination of
NSL-related documents and return information during quarterly file reviews. Moreover, the
National Security Reviews conducted by DOJ-NSD and FBI-Office of General Counsel (“OGC”)
will help ensure adherence to laws, policies and procedures with respect to all investigative tools
in the national security area.

Recommendation #5: Assign NSLB attorneys to participate in pertinent meetings of operational
and operational support units in the Counterterrorism and Counterintelligence Divisions.
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The FBI agrees with this recommendation: NSLB will continue the well-
established practice of requiring attorneys to attend meetings of operational and operational
support units.

Recommendation #6: Consider increasing the staffing level of OIC so that it can develop the
sufficient skills, knowledge, and independence to lead or directly carry out critical elements of
the OIC’s work.

The FBI agrees with this recommendation: The mission of the OIC is to
develop, implement, and oversee a program that ensures that there are processes and procedures
in place that facilitate FBI compliance with both the letter and the spirit of all applicable laws,
regulations, rules and policies. The OIC will cultivate an environment committed to these
principles, serve as a focal point for the compliance program, and assist FBI management at all
levels in maintaining a culture where ethics and compliance are emphasized as paramount
considerations in decisions throughout the FBI.

OIC staff engages the leadership of the FBI in integrating the Integrity and
Compliance Program into all FBI operations, programs, and activities and promoting a culture of
ethical compliance throughout the FBI. The Office is responsible for establishing policy and
methodology for compliance standards, risk assessment, workflow, monitoring and auditing, as
well as establishing baseline standards for measuring the effectiveness of risk mitigation
measures. OIC's responsibilities also include working with the Inspection Division to develop
appropriate inspection protocols and procedures, tasking the Inspection Division with conducting
targeted audits as needed, and analyzing the results and recommending such actions as may be
necessary or appropriate to mitigate identified risks. OIC is also tasked with developing
effective and open channels for receiving reports, including anonymous reports, of potential
compliance risks; receiving, reviewing and analyzing data from a variety of sources to identify
compliance trends, problems, and best practices; delivering training on the Integrity and
Compliance Program; and supporting and facilitating the work of the Integrity and Compliance
Council and the Integrity and Compliance Executive Management Committees. OIC also
coordinates and manages the FBI Standards of Conduct and Ethics Program to include effecting
liaison with the Office of Government Ethics and the DOJ Ethics Office, the review of financial
disclosure reports, the initiation and maintenance of ethics education and training programs, and
the provision of ethics advice and counsel to individual officers and employees.

The OIC is making steady progress in each of these areas of responsibility, and
the office workload is increasing as the program matures. The OIC expects two additional
personnel to report in the near future -- one attorney and one Special Agent -- which will bring
the office up to its currently-authorized personnel complement. The FBI will continue to
evaluate OIC's personnel needs as the program evolves.

Recommendation #7: Reinforce the distinction between the FBI’s two NSL authorities pursuant
to the Fair Credit Reporting Act (FCRA) throughout all levels of the FBI’s National Security
Branch at FBI Headquarters, in new agent training, in advanced training provided to agents and
supervisors assigned to counterterrorism and counterintelligence programs, and in training
provided to Assistant Special Agents in Charge and Special Agents in Charge.
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The FBI agrees with this recommendation: The FBI will continue to train
employees involved in the issuance of NSLs on the distinction between FRCAv and FCRAu
NSLs. In addition, the new NSL subsystem will not allow a 1681v NSL to be issued from a
counterintelligence investigation further ensuring that agents do not use FCRA NSLs contrary to
the authorizing statute.

Recommendation #8: Add procedures to include reviews of FCRA NSLs in counterintelligence
investigations to the FBI Inspection Division’s periodic reviews and the National Security
Division’s national security reviews.

The FBI agrees with this recommendation: The Inspection Division is currently
undergoing a redesign of its inspection process and will incorporate a review of NSLs, to include
FCRA NSLs, in the new inspection protocol for NSB programs.

Recommendation #9: Clarify in its continuing discussions with major credit agencies that the
credit agencies should not provide consumer full credit reports in response to FCRAu NSLs and
should ensure that they provide only requested information in response to all FCRA NSLs.

The FBI agrees with this recommendation: The FBI continues to have
conversations with credit bureaus regarding responses to FCRA NSLs. The credit bureaus have
been asked to carefully review NSL requests and to provide only limited credit information in
response to a FCRA 1681u NSL request. The appropriate Chief Division Counsels will continue
to communicate with the credit bureaus regarding overproduction in response to NSLs. It is
important to note that our ability to work collegially with the credit bureaus on an attorney-to-
attorney basis has, in recent years, resulted in fewer overproductions by the credit bureaus.

Recommendation #10: Ensure that guidance and training continue to identify the circumstances
under which FCRA NSL matters must be reported to the FBI OGC as possible intelligence
violations. :

The FBI agrees with this recommendation: Current FBI training and policies
identify matters that must be reported to OGC as potential Intelligence Oversight Board (I0OB)
matters. Following receipt of a report identifying a potential IOB matter, OGC reviews the
conduct described in the report to determine whether the IOB must be notified of the reported
error. The FBI will continue to provide such training and will update guidance relating to IOB
matters as appropriate.

Recommendation #11: Issue additional guidance addressing the filing and retention of NSL-
derived information that will improve the ability to locate NSL-derived information. The
guidance should require all NSL-derived information be appropriately documented, stored, easily
identified, and readily available for internal and external audit.

The FBI agrees with this recommendation: FBI will coordinate any guidance
on filing and retention of NSL information with the NSL working group as it continues to
consider whether NSL-derived data should be tagged or labeled or otherwise subject to new rules
to limit retention or dissemination of NSL-derived data. In addition, the FBI now requires all
NSLs, NSL approving ECs, and records produced in response to an NSL to be maintained in a
“National Security Letter” subfile of the investigative file.

-6-
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Recommendation #12: Include in its 90-day case file reviews and the National Security
Division’s national security reviews an analysis of the FBI’s compliance with requirements
governing the filing and retention of NSL-derived information.

The FBI agrees with this recommendation: The FBI now requires supervisors
to, inter alia, examine compliance with requirements governing filing and retention of NSL-
derived information during regular quarterly file reviews. In addition, an analysis of compliance
with FBI requirements governing the filing and retention of NSL-derived information will occur
in connection with the National Security Reviews.

Recommendation #13: Periodically reissue guidance and training materials reminding case
agents and supervisors assigned to national security investigations that they must carefully
examine the circumstances surrounding the issuance of each NSL to determine whether there is
adequate justification for imposing non-disclosure and confidentiality requirements on the NSL
recipient.

The FBI agrees with this recommendation: The FBI will continue to issue
guidance and training materials as appropriate in order to remind employees involved in the
issuance of NSLs that the non-disclosure provision of an NSL is not automatic and that a non-
disclosure determination must be made for each NSL. In addition, the NSL Subsystem has a
banner reminding the user that the determination to impose a non-disclosure obligation must be
made on a case-by-case basis for each NSL.

Recommendation #14: Periodically reinforce training and guidance provided to case agents and
supervisors assigned to national security investigations the FBI OGC directive to timely report to
the FBI OGC possible intelligence violations arising from the use of NSL authorities.

The FBI agrees with this recommendation: Current FBI training and policies
identify matters that must be reported to OGC as potential IOB matters. Following receipt of a
report identifying a potential IOB matter, OGC reviews the conduct described in the report to
determine whether the reported error requires notification to the IOB. The FBI will continue to
provide training and update guidance relating to IOB matters as appropriate.

Recommendation #15: Require case agents and supervisors assigned to national security
investigations to specify in any reports to FBI OGC the precise remedial measures employed to
handle any unauthorized information they obtain in response to NSLs and to address whether the
inappropriately provided information was used or uploaded into FBI databases.

The FBI agrees with this recommendation: The FBI currently requires remedial
measures to be included in the electronic communication that reports to FBI OGC possible
intelligence violations. In future training and guidance, the FBI will continue to emphasize the
requirement that such remedial measures be included with the reporting EC.

Recommendation #16: Periodically provide case agents and supervisors assigned to national
security investigations with examples of common errors in the use of NSLs, such as the
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examples used in the November 30, 2006, FBI OGC guidance memorandum regarding possible
NSL-related intelligence violations.

The FBI agrees with this recommendation: The FBI will continue the practice
of incorporating anecdotal information regarding common errors in the use of NSLs in its NSL
and intelligence oversight board training. The FBI will update examples of common errors in
training as new issues arise. In addition, the FBI is hopeful that the NSL Subsystem will greatly
diminish the number of errors in the use and issuance of NSLs, many of which came from
inadvertent errors, routing mistakes and typographical errors.

Recommendation #17: Direct the NSL Working Group, with the FBI’s and the NSD’s
participation, to re-examine measures for (a) addressing the privacy interests associated with
NSL-derived information, including the benefits and feasibility of labeling or tagging NSL-
derived information, and (b) minimizing the retention and dissemination of such information.

The Department of Justice and FBI agree with this recommendation: The
Attorney General has directed the working group to continue its work.

Sincerely yours,

L Lt

Robert S. Mueller, I11
Director



U.S. Department of Justice

Office of the Deputy Attorney General

Chief Privacy and Civil Liberties Officer Washington, D.C. 20530
March 7, 2008

The Honorable Glenn A. Fine
Inspector General

United States Department of Justice
950 Pennsylvania Avenue, NW
Washington, DC 20530

Dear Mr. Fine:

Thank you for the opportunity to comment on behalf of the National Security Letter (NSL)
Working Group, on your report entitled “A Review of the FBI’s Use of National Security
Letters: Corrective Actions and Use in 2006.” We welcome the recommendation in your report
and are pleased that you consider the NSL Working Group an appropriate vehicle to continue to
examine and develop further safeguards for privacy and civil liberties.

The NSL Working Group worked with dedication and commitment over the past year to
strengthen safeguards for individuals’ privacy and civil liberties in connection with the FBI’s use
of NSLs. We believe that your recommendation, combined with the work that the group has
already done and will do going forward, will help achieve the goal we all share — to make certain
that the FBI is carrying out its vital national security mission under the rule of law and in a
manner that protects the privacy and civil liberties of Americans.

As you note in your report, the NSL Working Group analyzed additional protective measures
including new minimization procedures for the FBI. To do this, the group examined an array of
issues concerning the use, storage, and dissemination of NSL-derived information to include
consideration of tagging and labeling, potential retention periods for each category of NSL-
derived data, and the privacy concerns associated with the type of information collected.
Additionally, the group met with FBI operational, policy, and technology personnel to better
understand the operational and technical feasibility of different options. The group has also
received feedback from outside privacy advocates. As we move ahead and take on your
recommendation, we look forward to sharing with your office greater detail about the NSL
Working Group’s activities and progress.

Again, we appreciate your recommendation and commit that the NSL Working Group will
continue to address these important issues and keep your office informed. We look forward to
continuing this important effort to ensure that the FBI’s policies and procedures regarding the
use of NSLs safeguard privacy and civil liberties in a manner that is consistent with the FBI’s
critical mission to protect the Nation from threats to our national security.

/

Sincerely,

eth P. Mortensen
Acting Chief Privacy and Civil Liberties Officer
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