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PREFACE

This assessment wag requested of RAND by the Security Division
(SD) of the Federal Bureau of Investigation (FBI). Its point of
departure was the Robert Hanssen spy case and the subsedquent blue-ribbon
panel that investigated that case. Hanssen was an FBI Superviéory
Special Agent who spied for the Soviet Union and Russia for tweﬁtf»cwa
years; his case wag, in the Language'of the panel’s report, “‘possibly
the worst intelligence disaster in U.$. history.’’ The panel was
chaired by former FBI {and CIA) Director, Judge William Wébster, and its
report, A Review of FBI Secﬁrity Programs, Commission for Review of FBI
Security Programs, Washington, Magch 2002, is available on the web at

http://www.usdoj .gov/05publications/websterreport.pdf (Hereinafter

referred to as the ‘‘Webster Commission’’ or ‘‘Webster report.’’)

The RAND assessment was a three-month effort, It comprised a
review of the Webster Commission report and its classified appendices,
along with relevant plans and othexr materials from the SD. The RAND
team conducted several score of interviews with FBI officials,
throughout the organization, and it visited several of the PBI's Field
Offices. Theé assessment’s purpose was not to attempt to redo the

Webster Commission. Therée was neither need nor time to do that task.

Rather, RAND was asked to look again at the Webster Cémmission's
recommendations in light of September 11 and the war against‘ierroriam
{the Webster Commission largely completed its work before September 11,
though it was published afterward). And it was asked, more'generally,
to assess the progress of building a security program at the FBI that
would sharply reduce the r;sk of another catastrophic failure of the
sort represented by Hanggen: The £inal part of that task - judgﬁng the
adequacy of timelines aﬁd‘resources for the security program - ¢ould be
accomplished only in part. Gi&en the nuwber of decisions bearing on -

that program that are vet to be made, with plans yet ﬁo be developed,
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this assessment concludes with general observations about time and

resource isgues.

This project was done within RAND Public Safety and Justice, which
- conductsg gesearch iuéo a wide variety of aspects of crime, violence, and
public zafety, including illegal immigration and border control; fire}
safety, evacuation, and rescue; food processing and saféty; domestiq
counter-terrorism, terrorism prepéredness. and threat and vylnerability
management; and emergency first-response capability. Much of the
research is conducted tthugh three centers - the Criminal bustice '

Center, the Drug Policy Research Center and the Public Safety Center.
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SUMMARY

The FBI security program has made notable progress in the last two
years in moving forward with the agenda set out by the Webster
Commigsion. While respondiﬁg to September 11 has dominated everything
the Bureau has done, the security program is belng implemented with
dedication and enthusiasm. Most importantly, there appearé to be a
senior leadership commitment to make security a key concern of FBI
operations and support programs. In addition, the newly created Security
Division (SD) team is stepping in the right direction to implement
comprehensive reforms that place security within the fabric of FBIL

culture.

The purpose of this independent ‘assessment is not to redo the
Webster Commission - a task for which there was neither need nor time.
Rather RAND was éhérged with asking how thg evénts of Septeméer 11 and
the revamping of the PBI mission in light of those events have changed
the task of security, and to provide an independent assessment of the

progress the FBI has made in reinforcing its security.

‘Most of what has been accomplished can be attributed to the
gecurity strudture provided by senior leadership as a consequence of
creating a Security Division. That creation brought a cadre of éecurity-
minded officials drawn, in many cases, from agencies and offices withiq
the intelligence community and dedicated to a '‘never again’’' set of
goals. They brought riéor and a process for meeting intermal and
axternal'security tasks. The new structure centered security policy at
an appropriate senior levél, helping with impiementation and providing

the Director with a senior advisor on security matters.

Por all the progress, though, it is still early in the security
policy process, and the obstacles ahead are formidable. As we notzs in
several places in this report, and as the FBI Security Program plan

(8PP} clearly acknowledges, many policy decisionsg of major importance

¢




remain to be made. Thus, it ig too early to make judgments about the '
“‘adequacy of future reséurce commitments to security; they can be judged \
when major policy decisions and more concrete implementing plans arxe in

place.

In that vein, the recent prcgram/project'management initiatives
seem on the right track. Engaging MITRE, a top flight systems
consultant, and creating a team to look at project and program
management should provide more reach ané coherence while taking some of
the pressure off already over-burdened senior managers. Any efforts to
increase buy-in by section and unit chiefs is welcome, as are any
sfforts to sort contemplated actions into projects and to begin to.make
priorities amoné those projects. The next steps - to look at what is )
missing, and to evaluate budgets in light of priorities - should provide

the wherewithal for a probing assessment of resources and timelines.

For instance, the SPP specifies five years as the goal for ‘‘the
FBI trar’:sit’:ioni;;g into an organizatien in which security is considered a ’
core function and is recognized f&r its value-added to operations and ‘
personal safety. (p. 189)’’ On its face, five years seems like a
reaéonable gchedule to accomplish all that has to be accomplished,
assuming the resources are available. Bué, again, a wmore useful
assessment cannot be made without knowing more of the specific policies

and plans called for in the SPP but not yet in place.. .

The metrics set out in the SPP {pages 39-40) would be a useful
starting place for a resource adequacy assessment if there were resocurce
egtimates stacked up against them. Now, they are about getting-Sp
Qrganized’and staffed, and thus are aimed at a high-Ievel audience. They
are only for FY 2003 so they would obvigésly have to be extended across
the entire Ffive-year plan, which also seems about the right horizon for
regource planning. The metrics only call for '20 percent'’ of the
“‘security risk analysis capability in the final Security Division
structure’’ to be operational in that year, which raises the question of

whether it’ wmight not be possible to do better.
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One thing that does seem missing is any plan for a serious ‘'Red
Taam’’ effort to.try to break through exist{ng gecurity. This should be
a part of the plan, separately organized and'fundedf Related ;o tpis,
the fourth of the “pri&rity performance gaps’'‘ noted on page 15 was
“Securiéy programs are not adequately addressed to determine the
effectiveness of targeted programs.’’ This point is downplayed it the
rest of the report, mentioned only in passing several other places. We
would recommend that a major specific part of the SPP be a plan for

policy effectiveness assessment, and the resources to do it.

_ The most important set- of decision in process and yet to be made
concerns Trilogy, the Bureau‘s very expensive new information system.
The gecurity gtructﬁre of Trilogy will affect how the Bureau approaches
its work processes - how both criminal case and national securitx-
derived information are shared. ° The longer decisions bearing on:
security policy are put off, the more likely it is that Trilogy will not

adequately embody required security qualities.

SD has moved quickly, with contractor help, to oversee the critical
decisions about Trilogy. Yet while these decisions critically affect
security, the interests at stake, in Trilogy and other &atters, run well
beyond security to include, especially, the intéerests of agents in the
field who axe trying to get the job done. They thus require attention
at the highest levels of the FBI, including the senior leadership in

each of the FBI Field Offices and wajor supporting organizations.

Reinforcing security at the Bureau amounts -to a major change in
organizational culture, one that is occurring at the same time as the
Bureau 15 reshaping its mission. The change is visible; Field Offices
that a year ago let security reinvestigations lag as low priority
business now call in advance to get next month's roster of those who are
up‘for reinveatigation. We also found added emphasié in getting secuxity
input early when offices are contemplating moving or doing construction.

There is a greater awareness that security, like other enablers such as




safety, should be intrinsic to all operations and support, part of FBI

best practices and agent tradecraft.

. Howevex, security cannot be imposed from outside the Bureau. To be
effective, it must come from within and be pushed by internal groups
with operational credibility. Security issues need proponenés within the
training and operational culture of the FBI. While there is a security

presence during initial agent training, it is modest, and while

v ! £ I
- opportunities to discuss security .issues with mid-career personnel are

increasing, they remain few. Without more opportunities for educating
agents and support persomnnel, the process for balancing security with

operational necessity will ldck the operational pushback that is needed.
Future FBI security efforts need to focus on:

-Pfofessionalizing the Bureau's securiéy operations - as well as
the larger information technology (IT) structure in which they are
embedded. Professionalizing security is very much a part of the current
program. Given the relatively low priofity of securihy, work in the area

has not been a profession. It is, for most at headquarters especially,

- a collateral duty, not a primary one. The duties of security officqrs

have been mostly administrative, revolving around personnel securigy
paperwork. Security officers have not genérally been asked to be, and
are not, proactive. The intention to create a cadre of zecurity
professionals, including special agents but also non-agents, surely is
the right one. The questions here are resources and the role of agents
in an agent-dominated culture. ‘ *
-Institutionalizing ‘‘need-to-know” - that is, the §rinciple that
particular sensitive and classified information will not be available to
those whose work does not require them to see it, aven if they have the
appropriate clearances. For reasons deeply rootad in the Bureau culture
and in law enforcement, ‘‘need td know'’ was not really applied, and in
many ways was not really thought through.A Rébert Hanssen continued to

have access to information when he no longer had a valid need to know.
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Likewise, local law enforcement personnel detailed to a Bureau—hostgd
Joint Terrorism Task Force probably do not have a need-to-know when it
comes to criminal corruption cases. The issues here are how to
institutionalize need-to-know while impeding as little as possible the
free internal flow of information that has been the hallmark of the

Bureau’s law enforcement culture.

‘ -Making threat assessments more systematic. At present, threat
asgessments seem to be maée in a mostly ad hoc manner. How should the
threat be conceived, when non-state actors - ranging from organized
prime, through rich swindlers, to terrorists - are now more threataning?
In the investigations drea, for ingtance, there seems the most concein
about new hires, especially translators, born abroad and now in mid-
Life. That seems fair endugh, but whence does it deriQe? Some
mechanism for more systematic threat assessment seems necessary, both to
gulde the security program generally and with respect to specifie
gystems. A

-Recasting squad and support group work. processes within the new

- gecurity environment. Current work -processes hinge on opening a case in

rasponse to a ¢rime. A case provides the context for gathering
‘information, assigning. investigation tasks, and even assigning need-to-
know. Yebt, as the Bureau'’'s mission shifts from law enforcement toward
prevention, from reaction toward pro-action, the case model may not
support all FBI missions. Terrorist groups, for instance, might only'
commit a crime at &he end of a long chain of activity, so working
proactively against them means looking at predictive criminal behaviors
within an information-intensive environment. The security foundation

required will be different from that for case-driven law enforcement.

-Harmonizing new technolegy Lo work smarter with technical security
concerns about information and parsonnel. Careless cell phone practice,
for example, not only puts at risk operational information but may also
allow a technologically aware adversary to track a user’'s position.

While today this may be mostly a risk overssas, the risk of compromiging
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a domestic operation is present. At one level, this means that security
must balance risk with deliberate process. At another level, it4means
that the technical security input must have credibility with core work
groups lest those groups ignore or work around security directives. This
may also require the Bureau security effort to invest in research to
best leveragé technology within an operaticnal context, and it will‘
dictate a renewed commitment to technical éecurity education and

training at the entry and ia-service levels,

‘Reviéing the operating manuals {Manual of Investigative Operations
and Guidelines, MIQG and, Manual of Administrative Operations and
procedures, MAGP). This would seem minor but has more than wirnox
implications. Because hajof.parcs of the manuals are so oﬁt of date,

. when the Field Offices (FOs) are inspected, they get penalized for
security violations. that no longer matteér much, while more serious
concerns go unnoticed. The poor focus trivializes what should be an
important process. It also penalizes the security officers while

letting supervisory special agents off the hook.

There are no absolute guarantees in the security business. Aand
-rightly so, for security is not the business for the FBI or most otherxr
drganiéations. Instead, the overarching security goal, in the language
of FBI security managers, is to reduce the time ffom ‘*defection to
detection’’ and to dé a0 with as little cost to the effic?ency of

ongoing operations as possible.}

1 This adage, a catchy one, is widely used as shorthand. To be sure, it
is not a complete description of the goal, which would also include, fox
instance, limiting a posgible traitor’s access to sensitive inforwation during
the period between defection and positive detection. '
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I. REINFORCING SECURITY AT THE FBI

PURPOSE OF THE ASSESEMENT

The purpose of this independent assessment is not to redo the
Webster Commission - a task for which there was neithef need nor time.
Rather RAND was charged with asking how the events of September 11 and
the revamping of the FBI migsion in light of those events have changed
the task of security, and to provide an independent assessment of the
progress the FBI has made in reinforcing its security. Specifically,
RAND waé asked to:

-Asgess whether the Webster Commission recommendations, if properly
implemented, could lead to a robust FBI security program that adequately

protects against another “‘monumental failure’’ of the Hanssen kind.

{ *Ask whether additional recommendations are warranted and whether
gome of the original Commission recommendations may no longer be
necessary.

i
‘Consider the critical factors that must be considered during

implementation if the resulting security program is to be -successful.

-Assess the current FBI security action plan and make
recommendations im order that the transformation of FBI security be
. auccessful. 4This assessment and récommendations will include whether
the program lifescycle resource requirements and tiﬁeline are adegquate

and feasible,

This report contains responses to the first three tasks, and it
conveys some observations about the fourth; without more data,
especially on baselines, it was not possible to provide a full

assessment of the adequacy of time and resources. The report relies on
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interviews and conversations with Bureau and Webster Commission
officials, review of available documents and comparisons with other
somewhatiinstitutions similar in some respects, ingide and outside the
intelligence community, such as the Drug Rnforcement Administration, the
Customs Service or the National Security Agency. The first three tasks
are hroéd, 30 this assessment responds to them first by recapitula;ing
the key findings of the Webster Commission and looking at the context of
security at the FBI. It then works through the components of gecurity
in parallel to the organization of the FBI’s Security Division (8D)
itself - information assurance (IA), personnel security, and physical
and technical security. The IA section is more detailed than the
others, given bcth‘its importance and the special chaileages involved in
it. In each case, we begin with a basic judgment, then note areasg of’
improvement and make suggestions for refining the program in light of

our assessment and the changes in the world since September 11.

WEBSTER COMMISSION RECCOMMENDATIONS

‘As a roadmap, the Webster Commission recommendations sought to
establish a workplace culture at the FBI that “reéognizes gecurity
lapses as significant, rgstricts.access to particular items of
clasgified information to those who need them to perform their jobs, and
makes disloyal employees more quickly visible. If these goals are met,
the FBI will strike a sound balance between security and opérational
efficiency. The Commission surveyed"‘best practices’’ in the
Intelligence Community in framing its recommendation. It focused on
‘*the structure of the Bureau's security programs and the policies and
procedures designed to§ensure the integrity of its persopnel,

information systems, and documents.

The Commigsion’s core finding was that ‘‘*although the FBI has begun
to take steps to improve security, senior mabagement has not fully

embraced the changes necessary ©o bring Bureau security programs‘up £




par with the rest of the Intelligence Community. In general, FBI

security programs fall short of the Community norm.’’

Itg principal recommendation was the creation of an ‘‘an
independent Office of Security, led by a senior executiﬁe reporting to
the Director, responsible for developing and implemeﬁting~all Bureau
security programs.'’ It recommended consolidating FBI “securitx
functions, which, in sharp contrast to other agencies, are fragmented,
with security responsibilities spread across eight Headquarters

divisions and fifty-six field offices.”

The Commisgsion also recommended that the new Office [now Division]

of Security:

. “develop'programs to address information system security..[for}..the
FBI lags far behind-other Intelligence Community agencies in
developing information security countertmeasures. For instance an
information-system auditing program would surely have flagged
Hanssen'’'s frequent use of FBI compubter systems to deterxrmine whether
he was the subject of a counterintelligence investigatibn.”

* ' [make] significant changes in the background-investigations

" potential Bureau personnel undérgo before receiving initial security
clearances and in the periodic reinvestigations on-board personnel

undergo for security concerns.*’

» “‘[make] all personnel .. subject to financial discléosure obligations
and .. those with access to certain particularly sensitive information
and programs should take counterintelligence scope polygraph -

examinations during their reinvestigations.”

T 't [develop] carser tracks .. for Security Officers to professionalize

these positions and make them attractive.’’




» ‘‘develop effective, mandatory security education and awvareness

programs for all personnel, !

» address deficiencies that mean that ‘‘the Bureau does not have a
viable program for reporting security incidents to Headquarters.
Currently, several components play uncoordinated roles in detecting,
investigating and assessing security violations..The Bureau is unable
to identify or profile components and personnel who engage in

multiple security violations, even when they constitute a pattern.’f

* ‘“‘embed security policy development into its management structure to-

ensure that security programs are recognized and respectea and that
security is,noc inappropriately sacrificed to operational

objectives..Some of the weakest links in security have ;esulted from -
unwritten pqlicies and from of security policies without input from

security program ménagers.“

THE CONTEXT OF SECURITY AT THE FBI

Reinforcing security at the FBI aﬁounts to changing its
organizational culture. That culture is powerful; it is a source of
capacity to act in the public interest. But changing it, like changing
any powerful organizational culture, is difficult and slow. The FBI
culture prized - and‘prizes -~ action; it favored agents on the street
over technology, taking, as one gpecial agent put it, a ‘‘dirt road
alternative to the information highway a decade or more ago.'’ It was
and, to a considerable but chahging extent still is, a culture oi‘law
enforcement. That put a premium on ghéring information, not ¢loseting
ic. The '‘can de'’ spirit of the organization makes the gap between
headquarters and the fisld more striking than for virtually any
government orxganization. Most agents want to be on the street catching

criminals, not at headguarters pushing paper. The result is that rield




Offices have great autconomy, as is sugéested by the VWebster Commission’s
comment that the New York Field Office frequently refused to upload

documents to the Automated Case Support (ACS) system.

The FBI's cultpre is also one in which security,'other than
physicaltsecurity, was not a. top prioritf. and while the distinctions
have softened over time, still the gap between special ageﬁts and-
‘‘gupport’’ is yawning. Activities not primarily performed by agents
have been given lesg priority and resources. Technical security was not
fully appréciated oxr Qupported. Pexs&nnel security was seen as an ’
adﬁinistrative function. The combination of emphasis on law enforcement
and the role of agents argued against compartmenting information. Need
to know was not really applied in the same sense tﬁat it is meant to be
applied elsewhere in the government. Even when there existed reasons to
do so, the IT systems in place meant that there was not always the means

to do so.-

Indeed, reinforcing security is a change in culture within a change
in culture, for the shift toward counterterrorism is changing the FBI's
mission and with it, its culture. In the long run, that change in
misgion makes the approach of the Webster Commission, which essentially
applied an intelligence agency template for sécurity to the FBI, all the
more appropriate. Yet, in the short run, the Bureau is being tugged {n
;wo directions, characterized by_insidars as ‘‘Webster’’ and e-11.0t
While the first argues for being much more careful with and
compartmenting information, the latter creates enormous pressure to det
on with the job and to share information widgly inkdoing so. Even so,
there are very good reasons in law enforcement to restrict access to
certain types of information. There needs to be a comprehensive and
deliberate approach to information management that enables the work and

wixrk processes of the FET.

In many respects, counterterrorism (CT) bridges the two classic
Bureau missions, criminal law enforcement and counterintelligence,

reflected in the work of the Criminal Investigative pivision (CID) and




the Counterintelligence Division (CD). <CID informants, for instance,
are themselves criminals who are likely to commit unauthorized crimes.
Thus, the premium in handling them is to get their tips, then move them
quickly out of the chain of evidence by running dn FBI operation. By
contrast, while CD assets may commit ¢rimes, many of them are '‘white
collar spies,’’ who may provide valuable intelligence through a
considerable period of working for the Bureau. Dersons of interest to
the Counterterrorism Division (CTD) . might be either. Thef might provide
valuable intelligence even as they commit unauthorized crimes, like

running guns or laundering woney.

Thus, the intelligence agency security template will need to be
adapted to an organization that will retain a powerful law enforcement
past and continuing mission, and that will be moving toward more
emphasis on a counterterrorism migsion that .crosses intelligence and law
enforcement. The new mission is more proactive than the old, more
centered on public safety by locking ahead to consedquences and planning

accordingly.




II. INFORMATION SYSTEMS SECURITY

The steps taken over the last few years to increase information
systems security within:the FBI represent a clear ilmprovement. As the
FBI's information security program is still being built up, further
improvement is to be expected. This messaée ig also gecting into tﬁe

" field at the leadership level, but needs more attention with individual
agents and squads. Curréntly, five hours are spent on security during
initial training - up from two before Hanssen. While opportunities to
make seéurity presentations to the whole range of Bureau officials are
increasing and while some Field Office security officers will conduct
orientation sessions for newly assigned agents, most exposure to
gecurity is-centered on national security programs and seems tangential
to most agents.

The>security templates imported from the intelligence community
will necessarily have to be adapted to the exigencies of the law
enforcement community. That said, the most critical decisions
;affecfing information security are ones that SD éan hardly make alone.
Thex require the FBI's top leaders to balance the twin goals of securing
information while permitting the kind of information sharing required to

meet urgent national goals.

INITIAL CONSIDERATIONS

Information security has three primary facets - the ability to
prevent unauthorized disclosure, information assurance {(confidence ﬁhat
information has not been. tampered §ith}, and uohipdered access to
information services. All three must be part of a fully integrated
information systems security plan. The problems associated with Robert

Hanssen were those of unauthorized disclosure.




Minimizing unauthorized disclosure entails:

Bxp%icit formal restrictions (sometimes called ‘‘mandatory access
control’’ by computer security professionals, ihat)is, being prevented
from seeing material one is specifically unauthorized to see);

0 Implicit informal restrictions (referxed to as ‘’discretionary
access control, ‘’ that is, noé seeing sensitive material.that is not’
required to carry out official duties); and

Assured implementation of these policies through the correct

engineering of information systens.

Hanssen, with a few exceptions, mdde use only of material that he,
technically, had proper access. to; there ware few or no violations of
mandatory accéss control policies. That he could do so stemmed from the
fact that he held a position of great trust., But it was made worse by
features of the automatic case support {ACS) and other systems that
granted him more access té information than, in retrospect, was wise.
Some documénts ware deliberately made morevéccessible than they should
have been. Others were not as restricted or not as well concealed as
they might have been if users had been more aware of ACS’'s capabilities.
At a minimum, therefore, sharply reducing the risks of another Hanssen
requires attention to the rules of access. Nevertheless, the need to
worry about the technical security of information systems cannot be_
ignored just because Robert Hanssen did not subvert them. As agents
becowme more computer-savvy (and as so-called * script Xiddie” tools
proliferate), the odds that some future -mole may wreak mischief through
cowputer hacking grow. Still, the policies that govern who gets to see

what bear primary attention.

Since'the'?BI cannot guarantee that there will not|, from time to
time, arise psople who try to access and distribute unauthorized
materials, information security asystems should seek to make it
difficult, if not impossible, to evade information systems controls and

detect as soon as possible attempts to evade such controls.




The achievement of information security requirgs both people and
machines. The best tools in the world are nearly worthless in the hands
of those who cannot or wiil not use them intelligently. Running software
that can unearth potentially anomalous activity can only go so far;
people must be able to interpret correctly what they see and take the
necessary actions based on those interpreta&iéns. Management and staff

compliance are important determipants of the success of any security

"program in an organization.

The Webster report makes it clear that the ACS, in Qeneral, and
ACS’s flaws in particular, facilitated Rébert Hanssen's ability to paas
gsensitive iﬁformation to his patrons. Indeed, in his last period of
espionage, he relied ‘‘almost exclusively'’ on ACS for his material, |,
downloading several thousand documents. As a result of specific.
weaknesses of ACS (both in its design and in how it was, in practice,

used} he:

~could access roughly 500 documents that ‘‘should have been more

.restricted than they were, a failure that could have stemmed from

ignorance of the restriction capabilities or misunderstanding of how

they work‘’’

-could access ‘‘the entire Washington Field Office (WFO) technical

program’’

“~could search ‘‘for documents containing his name spelled several
different ways, his home addreas, names of agents in FBI espionage
squads, code names of ‘espionage investigations, Russian/Soviet CI

ragtricted cases, and the word, espionage,’’ and

-**found the synopses in the Attribute fields for restricted

documents ‘very revealing’.’’

- The Webster report also found that ‘‘frequently a document is sent

to a substantive case file, which may be restricted, and to an
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administrative file, which often is not classified information from
WFO’s annual asset reports can be found in unrestricted administrative
case files. These reports pchide congiderable details about foreign '
intelligence assets, including their idantities’and activitieas.’’ To put
it mildly, there is considerable mistrust of ACS. Several agents believe
**that it is possible to ascertain user passwords by employing ACS
system tools,’' and thgt the system’s features héve, “‘regulted in a,
number of horror st&ries about exposure of confidential files on ACS.‘’
And so, ‘‘personnel charged with investigating espionage allegations
generally do not upload case file information into ACS .. [and] do not
even solicit help with lea&s on ACS because on one cécas;on, when a lead
was sent to a Field Office, new agents who covered the lead - unaware of
the unit’s avoidance of ACS [and how ACS file restrictions operéte} -

uploaded information without restricting it.’’

AREAS OF ONGOING IMPROVEMENT

The FBI's information systems (I8) security program can point to

many initial indicators of improvement. For instance:

The FBI has begun to pay more attention to Is'security {as well as
security across the board). Surely, there was plenty of room for
improvement. For the most part, there is a firm understanding

chroughout the FBI that it could happen heré - again.

The certification and accreditation {CE&A) procegs has come to be
‘both serious and taken geriocusly. It is fair to note the growing
expectation that major projects that do not pass the C&A hurdle will not
be ‘“‘accepted’’ by the FBI. Nevertheless, there rémaiﬁg a problem in
ensuring that legacy contracts can be administersd in such a way as to
permit such requirements to be enforced, and that the ever-present claim
of ‘“‘operational necessity’’ is not used excessively to provide waivers

B

for gystems with flawed security.




Computer monitoring has been improvéd. There is an understanding
that retﬁros;:active examinations of the Hanssen .access logs reveal how
anomalous his patterns oftaccess were and that they should have been
detected as such. Many people in the FBI had to review their sources,
methods, and cases to ascertain whether or not they had been ccmpromiséd
as a result. It is fair to say that the impbrtance of monitoring has
been Qtrengthened, and the projected stand-up of an Enterprise Security
Operations Center (ES0C) in August 2003 (gee below) offers real hope for

improvement.

Serious attention is being given to further IS improvements through
comprehensive system security engineering. This includes improved
intrusion detection systems (with full profiling}, role-based‘access
control with reduced sign-on, and token-based public key infrastructure.
(PKI) .

Housekeeping is improved: people really do get kicked off the
roster when they should. For better or worse, people withou§ direct
investigative or support needs for ACS are generally not allowed access,

even to modules filled with nothing but training data.

The Virtual Case File (VCF), the successor to ACS as the usexr’s
sténdard window into, the applications on the investigative mainframe ,(
(Iﬁ) appears to be getting fixes that would prevent many of the
behaviors associated with Hangsen. For instance, under VCF uéerg will no
longer be able to look up their own names or the names of celebrities.
VCF will also not have the features that resulted in access limitations
being gtripped from files in several poorly understood circumstances.
This improvement, howevér, raises the question of whether it is better
to forbid certain types of behavior, or to permit and then monitor it as
potential indicators of mors serious abuse. If the latter, do
investigators reprimand offenders on the theory that most mildly deviant
behavior should be stopped before it becomes a real problem?
Alternatively, should they place offendera under intensive but sacret

gserutiny on the theory that such behavior is symptomatic of more serious




problems? A well—afticulated threat model would help in thinking

through such isszues.

SUGGESTIONS

Although information sacu:ity‘entails both correct policies and
their correct implementa?ionAin software and hardware, the weight of our
suggestions falls on thinking through the policies. Ve believe .that the
¥BI, notably its Security Division, ié on the right track in terms of
its programs, although only time will tell how much these programs will
improve security. However, establishing the policies themselves tends to
be a responsmbzlity of upper management because it reflects fundamental

issues that define the FBI as an information processing organization.

Improve the Quality of Monitoring Tools

N “

Monitoring networks is universally acknowledged to be an essential
component of informaticﬁ‘sgcurity. Indeed, fmonitoring is often
intensified so that systems can be made more open without compromising
security aé a result. Such monitoring has two functions. One is to
deterﬁine, often through the analysis of packets, whether illicit
activity is going on in the network (for instance, are port scans in
progress?) . The second is to detérmine, through the analysis of
information flows, whether users authorized to transfer information in
the abstract {(for inéténce, download filés) are not.authorized to do so
in the particular (for instance,.download files that they have no
business reading). Good monitoring of whether people are accessing only
files they should must involve those who have an incentive for
controlling access - for instance, the squads charged with working a

specific case or category of cases. 2

21t is important to note that good monitoring ¢an often serve as a -
training tool, as well. Being able to show a squad how an agent successfully
uged database searches to discern crucial investigacxve data, or to illustrate -
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The FBI is planning to set up an BSOC starting in FY 2003; the
office head_was appointed in August 2002; Tools have been examined to
help the monitoring process. One of them, ‘'‘Silent Runner,’- can help
monitor network patterns against activity profiles that can be developed
baséd on user roles and ancillary personal informatiom. Although these
are all encouraging developments, it is clearly too early to evaluate
how well the ESOC will be able to monitor and respond to pattexns in
packet flows or other computer activities.

What needs to be improved is the FBI’'s ability to monitor activity
that accords with the rules of the network but is nevertheleds
troubling. As noted, many of the records that would have established "
that Hanssen was a probleh were out there to be analyzed but never were‘
{or at least not until the damage had taken place). The ability to
monitor file access has become easier with the Case Dopument Access

Report (CDAR), and will continue to evolve as VCP is introduced.

As its primary improvement, CDAR strengthens each agent’s abiligy
to monitor who 'is looking at his or her casé files. Indeed, there are
new features in CDAR (and, subsequently, planned for VCF) that inform
agents whenever anyone who is not specifically'authorized to do so
examines a document in a file. Exactly how agents shoﬁldlréspond to

unauthorized accesses when VCF is deployed is a pending policy matter.

In CDAR, agents working the most sensitive cases are currently
required to resolve questionable accesses to their case files every 90
days (although, unhelpfully, agent access to access records éffectively
ends once records are 56 days old). Many accesses are entirely innoccent:
someone is interested in a topic, pulls up a 25-character synopsis of a
document, cannot decide whether the document is relesvant, and therefore
pulls up the entire document to make sure. Normally, a few seconds’.

review suffices to indicate that a document does or does not fit the

how an agent could improve the effectiveness of their database use, can yield
great secondary benefics.




bill.3 This must happen often. Paying attention to each of these
incidents wﬁuld require agents to spénd’a great deal of time pursuing
explanations for behavior that is not only innocent and commonplace, but
is also necessary. Agents are busy people. If they feel annoyed by all
this hectoring, they may default to automatically approving every
access, which defeats the pufpose entirely.

Although CDAR is a useful tool for agents to screen accesses to
‘their case files, it is ill suited for robust analysis of user
activities. Iks records are available only to the gpecific case agent;
they are inaccessible to local security personnel or to agents'
sﬁpervisors, much less anyone higher up the'chaén. CDAR only indicates
cage access activities, and does not feally offer a query capability.

To do so requires a different, comprehengive audit analysis tool. Even
though patterns of unauthorized accessg may only be apparent when
multiple cases.are,examined, it is impossible using CDAR to make queries
phat might, for example, irddicate w@ich agent has pulled the most
documents from other agents’ cases. Nor is it possible to monitor a
pattern of activity that is more than eight weeké_old witﬂout going bgck
and pulling tapes (an& present policy ia that only the Office of
Professional Responsibility and SD investigators can vequest this). By
contrast, good monitoring practice should make it easy to follows hints

and hunches by cxeating queries on the spot,
We therefore make three strong suggestions:
Develop, under Security Division auspices, 4 more robust set of

tools to keep tabs on any file access activity that may be construed as

anomalous {(without necessarily having to start with a name request). Fox

3 Ironically, the move from IBM 3270 terminal emulation to web-based
browsing will blur the distinction Detwsen a guick pass and a long examinatio
of a document. One can tell how many seconds a document has been viewed via 3270
emulation. In a web-based envirenment one can only tell how long it was between
when two documents were called up, but the first one does not necessarily
disappear when the second is pulled. It would not be hard forx a mole to game
such a system.




instance, ‘‘who has locked at the most counterterrorism files last
month?’’ ESOC will need such capabilities, and there should be serioué

thinking about how to get them in place before it begins operation.

In an era when 80 to 120-gigabyte hard drives are standard
egquipment on home computers, there is no good reason not to put the
FBI's entire access history {(for instance, since 1995) on immediateiy
accessible storage media. By doing so, those responsible for 50-day
reports will have all such data at their disposal. Our rough assessment
is that the volume of the audit data currently generated by gueries to
ACS. and the Universal Index system was no more than 20 gigabytes per

year, - .

Review the requirement to have agents resolve every anomalous file
access in order to focus on those accésses that are of ﬁore potential
concern. Multiple accesses within a case or across similar cases may,
for instance, be indicative of improper access; so might accesses.at odd
hours. For this purpose, CDAR might be enhanqed to automatically
dismiss document accesses lasting only a few seconds, unless there was a
pattern of répeated accesses or unless other specific criteria were
triggered (for instance, particularly sensitive case classifications).
The effectiveness of these types of ‘‘smart’s CDAR reports would depend
on the operating environwent, and many factors would need to be taken
into account. Still, these smart reporbs might provide an interim,
agent-friendly approach to resolving case accesses. A parallel
requirement to resolve a random sample of CDAR ancmalies would make it

less feasible to ‘‘game’’ the smart system.

Better deparate Counterintslliigence Az Well As Asszst and Informant Data

The preﬁlems with how ACS was used, so blatantly apparent in the
Hanssen case, indicate that users need to be better educated about FBI’s
information systems. Some users were unaware that they could restrict

access to documents; other users revealed information from restricted
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investigative files in unrestricted administrative files. Several ’
capapbilities resident in ACS {e.g.; multi-factor search) are unknown to

many users {(¢.f., Agent Rowley’s well-publicized complaint that ACB

does not allow multi-factor criteria). But security should not depénd on

such education being 100 percent effective.

In particular, there are gdod grounds for believing that
counterintelligence data should be taken bff ACS and put onto its own
system, at least to the péint,where gomeone could not start with basic
access to ACS and end up with CI documents. Separation of CI data onto
a separate virtual private network (VPN), accessible only by CI agents
and support staff, would be one approach to solving this problem. Doing
50 would mean that mistakes in document management would not creaée

leaks outside the counterintelligence community.

This would put more emphasis in managing need-to-know cloger to
where access can &ake'the biggest. difference. It would also present one
more barrier to someone using computer hacking tools and skills to .
penetrate seﬁsit;ive files. Finally, a separate system for ’
counterintelligence would make it that much easier to monitor the
circulation of Foreign Intelligence and Surveillance Act (FISA) data.
Granted, Hanssen was a member of the CI community: but the next mole may -
not necessarily be.
Segregating counterintelligence data from the mainframe has aocme
downsides. First, it would impede the access to such data from outside
the CI community. This is perhaps a particular concern to the CT
community, for just as the counterterrrorism misgion bri&ges £raditional
Bureau missgions, 8o, tco, dosas it.involve FISA data. Only time will tell
how frequent the need for crosswalking such infgrmation will be, and
thoge agents who do need repeated acoess to CI documents can be granted
access privileges to the €I system fér the interim. Second, if the
separation were done in hardware rather than software, it would be mean
.one more system to manage, especially if encrypted tunneliné is used

© {see below), but servers themselves are cheap. Third, although stripping

Py




CI data off the mainframe would reduce the consequences of its
compromise, there is a residual risk that people will therefore take the

mainframe’s security that much less seriously.

Specific data on informants, held on CIMS, the Criminal Informant
Management System, is some of the most sensitive information t;at the
FBI has. ThisHCIMS information is, appropriately, isolated from the rest
of ACS. Furthermore, the pains that some agents have taken to hidg
identifying information about informants (for instance, doing National
Criminal Information Center queries on them withéuc associating such
data with specific cases) adds a further layer of protection.
Nevertheless, we have lingering concerns about the treatment of
informant data. This data currently residea.on the investigative
mainframe, Alcng with other applications, and the existing software
access controls do not .offer a high deqree of protection. Having CIMS
data on a separate network or sub-network, perhaps virtual, -would be
preferable but would carry some of the same downsides as doing so for CI

data.

Access controls would also be reinforced by better protection of
Counterintelligence and Criminal Informant information as it travels
over FBI Field Office LANs, over which these data are currently carried
in the clear. In theory it is not hard for a user to sniff all the
traffic on an office LAN and capture the packets of interest. As a
gecurity precaution, therefore, these particularly sensitive data moving

from server to client should be handled via encrypted tumneling.

-

Improvs Feedback on and Respongeg to Security Plaws in Legacy Systems

There are also concerns ralating to certification and aceredication
{C&R) of existing, fielded computer syétems. In these cases, the
Security Division often has much less leverage. For example, if
critical £laws were to he encountered in the certification or

accreditation processes of a major system such as ACS, it would be
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impracfical for Security Division to insist that the system be taken off
line until the deficiencies were addressed. There is simply too mich
reliance on ACS throughout the Bureau to allow that to occur. 1In the
case of systems that are not as critical to ongoing operatlions, Security
Division should be permitted to exercise its authority to withhold
accreditation from systems with particularly egregicus security

vulnerabilities.

Yet, compiex software is inevitably fielded with potential
security flaws. This is particularly so for legacy FBI software for
which C&A has been wissing or cursory. Users should be encouraged to -
not discouraged from - experimenting with all of the features offered by
the software in an effort to fihd security flaws {even if'&nly a small
percentage of agents are of a mind to do so). ?uch flaws, if found,
should be immediately addressed (and feedback to interested users ghould
follow successful patching). It may also be useful £o run periodic tests

to match file accesses with privileges of those who accessed them, in

‘order to identify cases of access that should not have habpened had the

system been working correctly {or according to the strictest applicable

access rules).

Continue Vigilance over New Systems Development

Ultimately, the leverage,of the Security Division over the security
of information systems throughout the FBI.wiil be demonstrated through
the continuing role of Security Division in the C&A of new computer
systems. The C&A process represents the opportunity of the Security
Division to exercise control over compiter systemé'in their
developmental stages, with the specific geoal that any computer system

must meet fundamental security requirements.

It is, of. course, imperative that the C&A process be well defined,
and that the security policy that the system is expected to enforce 'is

well understood by the system developer, the user community, and the
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teams conducting the C&A. Once.all participants understand the security
policy constraints, the processes of development, C&A, and deployment
will be greatly simplified. Unfortunately, the FBI currently lacks a
clear delineation of certain security policies (eapecially those
relating to law enforcement sensitive information). This only adds to
the difficulties of trying to establish reasonable requirements and
metrics for security, and hence leads to specific challenges in

information system development, certification, and accreditation.

The most immediate and pressing such case 1s the Trilogy system, .
which represents hundreds of millions of dollars of investment in
desktop, server, network, and software infrastructure. . Because VCF (the
primary user application (UA) component of Trilogy) will directly
replace the investigative mainframe functions currently imﬁedded in ACS,
the development of a credible and sénsible security policy for this
system is of vital importance. Likewlse, the assurance that the system
correctly implements this security policy to a high degree of confidence
is fundamental to the basic principles.for which the investigative
maipframe computer systems were originally intended, and wpich the

Trilogy program hopes to bring to fruition.

Unfortunately, the need to field Trilcgy as an operational system
on a very tight timeline risks a "lose-lose" scenario. Current.plans to
do performance, functionality, and security testingain parallel raiszse a
host of issues. Important security functions may:bé omitted from the
initial Trilegy release, Qith'a‘promise to retrofit security mechanisms
onto the system. Should there be significant security-related
difficulties encountered with Trilogy in the future, it will almost
certainly be impossible for Security Division to éxercise its authority
to "pull the plug" on the system [(or an& of its components) pending
remedial action. If Trilogy becomes the backbone of the FBI information
technology architecture, any flaws will need to be addressed throﬁgb
work-arounds as they become available. If, after all this, there are
perceived security shortfalls in Trilegy, the system coﬁld fail to win

the trust of agents in the field just as ACS is not trusted today.
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Trilogy’s tight timetable exacerbates these problems of
credibility. Although the first phase is scheduléd for December 2003
delivery, first-order requirements gathering was completed only in
Septembexr 2002. That left only fifteen months to compile and vélidate
an integrated set of requirements, desigd the system, code it, test it
for functionality, tune it for performance, and then and only thenA
begin, conduct, and complete a full C&A piccess. The lack of a fallback
risks that the new systems will be accepted even if after-the-fact
éecurity fanlts are discovered simply because there is no longer any

alternative.

Trilogy does not have a requirement for multi-level security. It
is systew-high SECRET, which means that all information on it is treated

as SECRET regardless of how that information is labeled. (The FBYI chief

information officer is exploring the idea of running the FBINet at a

higher level of classification, or on a multi-level basis.) The CiA
process must ensure that users can trust .that security classification
markings they enter on specific documents will be retained by the
system. - Otherwisge, fukture usérs could compromise security without

realizing they were doing so.®

Finally, while Trilogy and ACS have been the focus of this section,
the need for early and continuous involvement by Security Division in
the development and C&A process of all new FBI systems tannot be

overstated. There are reasons to believe that wany features that give

rise to concerns over Trilogy -~ ambitious goals, fast timetable, and

subsgsequent pressure to meet milesténes - could recur in the Integrated

Data Warehousing program. The Securicy Division is corrxect in its

4 Note that Trilogy will also be fielded in FBI-hosted Joint Tagk Forces
where there are a mix of FBI and non-FBI personnel. Although anyone with access
to FBI gystems i3 approprilately cléared and vected, many task force perzonnel
have not had the benefit of FBI training in information security and proper
document classification. They may thus bs mora likely to take document markings
presented by VCF atr face value, while FBI employeesg might recognize that the
document is more sensitive than the markings indicated.
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, belief that security must be continually addressed as this program moves

forward.

Restore Faith in the FBI'as Investigative Mainframe

The New York Pield Office appears to be unique in this respect, but
the fact that some of its squads have ‘‘do rot upload [to ACS]’’ rubber
stamps that are used frequently by counterintelligence agents indicates
that the skepticism aboub the security of ACS noted in the Webster
report persists. There iz, however, less reluctance by squads dedicated
to counterterrorist and criminal investigatipns to use ACS to support‘

thelr work.

The road to convincing agents that the investigative mainfrgme‘
computer and its applications, like ACS, are trustworthy will be a

difficult one with no guarantees, but there are some steps that could

% hﬁlp :

so- choose. Encourage them to find security faults with it and recognize

First, encourage people to give Trilogy a hard road test, if they’

their contributions (rather than take away access priviieges asa happéned
to one NXFO‘agent who reported what he believed were flaws in
investigative mainframe applications). Even though the discavery'of
faults may reduce confidence in the system itself, the demonstrated fact
that the FBI takes such faults sériously and wants to see them biought
to light should improve their confidence in the process by which the

system is managed.

Second, encourage a rigorous program £o shake the bugs out of

VCF—callad beta testing program—before VCF iz fielded.

Third, train people on VCF when it is fielded. In particular, make
sure they understand how their actions affect the accessibility of

documents in case files.
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Do Systematic Analysis of Need-to-Know

Although the Robegt Hanssen matter/focused attention on need-to-
know, aspects of need-to-know control have long been part of ACS,
Documents on ACS have, almost from the.system’s idcaption, been
characterized as, alternatively: (1)} for everyone, {2} limited to those
in the originating office (0"}, or (3) limited to named persons
{(**P’’). Earlier discussions considered a designation that would limit
access to persons within a squad (for instance, a sub-office) but that

never came to pass..

Since the summér of 2001, the mandated default settings on
documents in specific cases have gwung back and forth. In this case, the
concept of ‘‘default’’ goes well beyond ‘‘if the user does nothing, the
following will be true.’'’ It really means that documents will be
restricted as per this guidaﬁce absent the permission of the assistant
directér with oversight over such cases (for example, the assistant
director for counterterrorism has oversight over all **199'‘ cases}. In

practice, therefore, default is governing in all but exceptional cases.

Fluctuations in the access restrictions on counterterrorism cases
have been striking. Prior to September 11, counterterrorism cases
defaulted to office (''0’’') restriction. Data from the Y2K bomber (Ahmed
Ressam) was kept particularly close hold. Many countertérrorism'agents
chafed at such restrictions. In mid-October, during the PENTTBOMB
investigation, the policy was completely reversed, Counterterroris@
cases defaulted to unrestricted access and evén FISA data was being more
broadly shared. As the PENTTBOMB investigation wound down (and the
number of PBI agents assigned to counterterrorism declined}, new

guidance was drafted that, by default, limited access to such files to




named individuals. It is by no means certain that this is the last wcrd‘

on the topic.

Admittedlf, the ﬁroblem of balancing security and need-to-know
without undue harm to either is a complex one. But thig i§<precise1y why
it needs nothing less than the best and moéc considered analysig.
hlthough there are plans to develop an analytiec capability within the
Security Division, the decisions on need to know are properly those of
corporate management and would involvé moat of the various assistant

directors.

Implementing need to know so that such controls are easily
accessible to gystem users would be a technical improvement that would
facilitate the transition between security policies and security
practice. Briefly put, it should be no harder to put together an aécess_
list for ACS/VCF than it is to assemble a ‘‘to’’ list for a modern E-
mail application. A cépability to build lists-through point-and-click

access to user lists or through successive aggregation may help.

Another innovation worth consiaeration would be to ‘create broad
membership gréups to which'documents could be restricted. One such éroup
might be composed of svery agent in any counterterrorism squad (rdughly
20 to 25 percent the agency’s total manpower). A counterterrgrism case
that restricted its documents to that group would be put off-limits to
most of the FBI’s agents, but those who needed to ‘‘connect-the-dots”

would be able to see the material that would best help them.

3

Finally, the issue of how much to show non-FBI participants'in FBI~

led joint task forces needs systematic consideration. Field Offices are
confused by current rules, with some task forces getting access to
nearly sverything and others given access to neaxly nothing. When task
force memberé are allowed to see only 3 out of 47 cases returned by . a
query {(as was demonstrated in the case of one NYFO task force member),

the rules under which such access is governed may not be easy to infer.
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Communicate Security Requirements Clearly

As a general proposition there needs to be.-a set of clear
expactatiéns about the future information security environment so that
everyone is planning with a common set of expectations. Understandably,
many of the issues are under active debate, but the earlier a c¢lear

resolution is achieved, the better. For example:

ﬁill Trilogy operate in lock-down mode? Some peaple believe that
when Trilogy is implementéd it will'be impossible for employees to sﬁore
any data on removable media or on their local harxd drive (except for
local caches); even printing will be a wore complex'maneuver. Othérs
believe that this‘condition will prevail in large offices but not in
small ones. Still others forésee a clampdown on removable media and

laptops but not anything similar to a Lockdown.

Will there ba. sub-document classification? The customary pracdtice
within the defense and intelligence communities is to indicate the
classification of every péragraph within a document. Will the FBI change
its practicg and adopt this convention? Some say yes; others say no.
Ccmplicating'the issue is the fact that there is little guidancé about
how to have systems enforce épecifically marked paragraphs or how to
display them correctly in an online (for instance, Web) document.
Further, if the administrative mainframe is expected to maintain
documehp sécurity markings, then a system that manages paragraph-marked
documents is much more complex to~implemén; than one that manages

classification markings only at the document level.

who will be responsible for cerxtification, who for acorsditation?
The FBI's former chief information officer would have had the Bureau's
Information Resources Division (IRD) take fesponsibility for
certification while SD took respousibility for accreditation. The
argument has been made in SD that the re&erae should prevail: 3$D
certifies and representatives of users accredit..ﬂhy? The decision to

accredit a system should reflect not only its security but also isg
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appropriateness for the jéb at hand. In August 2002, recommendations
were made to DOJ (Security, CIO, and IG) to realign certification
responsibilities to security and accreditat&on responsibilities to FBI's
CIO. At the time of our interviews (August 2002) there was little
evidence that many people recegnize that this change is coming. This

gsituation may have clarified itself in the subseguent months.
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ILI. PERSONNEL SECURITY

Here, too, much has been accomplished. The Bureau has moved to
tighten and professionalize the Security Division and to upgrade the
‘investigation and reinvestigation process, and it is expanding the use
of the polygraph, which it conceives primarily. as an investigative tool
despite iis increasing importance in screening. It is moving to
implement financial disclosure, though it plan§ for a very gradual
implementation. The Security Divisicn is also exploring better methods
{for igatance, web-based) for collecting and processing security and
financial information. This will help speed internal processing and work
to eliminate keyboard entry errors during transcription. It is moving
toward developing a professional security cadre, mostly by hiring frqm
the outside but also by making available opportunities for existing
officials wh& might be interested, bhoth agents and non-agentsl' There
are questions about the Bureau’s approach - and we make some suggestions
on that ECOre - ‘but in this area the main issues concern the resources,
people gnd time necessary to change procedures and to make them part of

the FBI'g erganiﬁational culture.

INITIAL CONSIDERATIONS

Among the truisms of security is that systems and technology
matter, bur pecple are decisive. No matter how good any organization's
.security, it may still hire an occasional bad apple, and, more to the
point, apples occasionally will turn bad. The challenga, therefore, is,
as the Bureau puts it, to reduce the gap between “‘defection and
detection’’ - to notice indicators of particular trouble as soon as
possible. In retrospect, there were indicators aplenty of trouble with
Robert Hanssen. Yet those tended to be dismissed, entirely
understandably in human terﬁs, as bad spots in his life or just more

evidence that he was an odd bird. That tendency was reinforced by a
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powerful aspect of the Bureau’s culture - the sense that agents, once
through the arduous winnowing process of gaining admission, are a band
of brothers, now including many sisters. ‘‘Who are you to question my

trustworthiness?’’ is the attitude that results.

The approach to personnel sepurity‘was, and is, “‘tiered’’
aacurity; The inner tier is counterintelligence, counterterrorism (CT)
and security, on the argument if those areas are penetrated, the
national security is at risk and lives can be lost.S By contrast, if
oxganized crime turns an FBI agent - such as John Connolly in Boston -
it is ewbarrassing but not deadly. Now, though, perhaps a quarter of
the organization is working on CT, and so in the short run sheer numbeis
are a problem. In the immediate aftermath of September 11, 7,000 FBI
officialé were working on CT. Given that agents move from one area to
another - especially,.noy, from CID to CT - the inner tier is and will

remain large.

The second aspect of the approach is a focus on reinvestigations.
As the Hanssen case demonstrated, those had been pro forma. Yet it is
less likely that an FBI official will be ‘‘born bad‘’ than that he or
she will be turned bad by midlife crises of money or relationship or
self-esteem, especially the first. As one FBI official put it,
Américans become gspies for three reasors - money, money and money;6
Thus, along with an emphasis on reinvestigations, finénbial disclosure

. and other ways to follow people’s finances are critical.

"The third aspect, here as in the rest of the security program, is
risk management. Many of our suggestions go in the direction of
broadening the application of that principle. If the governing
principle were risk avoidance, the Hursau simply would not hive the

contract translators it is now bringing on board in large numbers. Risk

5 This needs to be thought through in a clear deliberate process since one
could also make the argument that CT cases also require a more open information
environment as the Bureau seeks public safety over pure reactive law
enforcement.

6 The recent case of the spy for Cuba, Ana Montes, is an exception, one
suggesting that the line apbout money should not be taken too literally.




management implies hiring them but maintaining a special watchfulness

for indicators of concern.

AREAS OF ONGOING IMPROVEMENT

Professionalizing Security

Establishing a distinct Security Division was a major recommendation
of the Webster Commission, and it has been accomplished. From our
interviews, the senior managers ¢f $D mostly got high marks for
effectiveness and for understanding the culture in which they operate -
the second observation was notable because most of them are not FBI
careerists. The Hanssen debacle was searing enough to drive home the
realization that security had to be taken more seriously, and the
program managers have taken advantage of that opportunity.

By the same token, the- plan to professionalize securicy @y beginning
to create a career track also makes sense. At present, security usually
is a collateral duty, not a primary Qne; that is especially the case at
headquarters components. As such, it has not been an attractive
assignment. Agents assigned és security officers sometimes have
delegated most of the responsibility to their non-agent alternates.
Security officers in Field Offices work for. those offices, not for SD.
Se&urity officers have had neither time, nor knowledge nor materials to
be very proactive, to reach ocut to colleagues and spread understanding

of security and its importance.

Security officers in the Bureau’s operating units. are crucial links
in the security chain. For reinvestigations, they receive the list of
those up for reinvestligation in any particular month. The SD passes to
them the form - the Buréau uzes its own form, FD-814, not the SF-86 form
used by most of the rest of the government. With the form in hgnd
{getting it back has been tha hardest part), the officer conducts the
PSI, personnel security interview, which focuses on the usual concerns

over money, partners, foreign contacts, and the like. The package will
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then go .to the 8D, returning to the unit security officer if issues

arise about which 8D would like more answers.

Now, security officers get training only on the job; there is an
"annual conference for security officers, but not all attend, especially
given that for many the assignment has been one from which ‘they were
trying to escape. Those that do attend may only attend one year before
being replaced with another person. In addition, each may have a
completely different set of}duties. The current plan is to bring in )
professional security officers - from the outside if need be but also
giving opportunities to insiders, including agents - give them a basic
‘course, then have them come to headquarteré'oﬁ temporary duty both to

help out and be mentored. The big three offices - Washington, New York'

and Los Angeles - would have GS-15% security officers, providing sedurity.

officers from other cities with head-room for advancement. They would
also be responsible for the full range of security at any location and
for advising the special agent in charge (SAC) on security matters in ‘

the normal execution of duties at that location.

This assessment did not take us to more than a few of the FBI's 56
Field COffices or to many of the over-700 FBI facilities around the
world. However, in those we did visit we heard the perception that
security policies are not. beéing consistently applied. More work needs
to be dome to see how well the new approach to security programs and
policy by the Security Division gains acceptance. At the sites we
vigited, as well as in the headquarters, where security personnel were
becoming recognized for their contributicq to the FBI's coverall mission,
they were more successful. In those cases, security tasks tended to be
concentrated in a security organization reporting to tﬁe executive head
of the office. In contrast, where the gecurity function was still
tkought of as an administrative function, it tended to be fractured,
spread among several different divisions and contractor personnel.
personnel security might report to the exscutive head, but with physical

gegcurity, computer security, and sometimes document control reporting to
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s various internal FO divisional heads, thus leaving no senior officer in

a position to advise the SAC on security matters.

It has been suggested that security officers in Field Offices report
to Security Division at Headquarters, as opéosed to the Field Office
SAC. While this would help provide consistedcy in implementing Bureau
security policies, it would also take cne tool away from the SACs in
manaéing their operations. Plainly, the SACs need a professional
security officér to manage security programs within the office. The
challenge is to build processes and career paths that retain the SAC's
-~ authority while building close ties to gecurity organizations at FBI
) Headquarters. The pricrities for Headgquarters are institution-building
that provides career support, dducation and training, security reachback

support, research and development programs, and Bureau'vide'polidy.

Upgrading Reinvestigations

% . Reinvestigations, as the Hanssen case testifies, were not high
priority. Often they simply languished, sometimes for vears, as
officers moved from post to post, one step zhead of their
reinvestigation paperwbrk. Now, with additional manpower, the process
is more systematic, and SD has created an Analytic Integration Unit
(AiU), compogsed mainly of retired agents, to give a special look at old
cases or new cnes that pose problems. The‘analytic unit has 17 people,

and is scheduled to grow to 31.

Overall, the SD opens about 7,000 reinvestigations cases a.year. Two
years ago, 1500 reinvesgtigations were overdue from the Field Offices;
now -the number has heen cut to 150, and in general relations with FOs
and withAthe SACs gré much betger. Securiﬁy‘is no ionger just *‘blown
off.’"" In keeping with risk management, 5D might make more use of
variable reinvestigation cycles. Now, given concerns about contract
translators (2603}, they are to be reinvestigatedxas often asz every

year. For officers about whom no whiff of concern arises - from




supervisors, co-workers or automatic flags - the cycle might be

stretched to seven years, for instance.

One small change would be helpful. The Sphnow has a target of six
months to complete a reinvestigation. That number is arbitrary,
apparently an old estimaég of how long the process should -take. Other
agencies’ target is one year. A year would make sense for the Bureau as
Qell. The important thing is to keep the process moving. If it ig
moving, then providing time for & closer look is all to the good. If
reducing the numberé backlog becomes the main objective, the result is

likely to be more curgory agsegsments.
Making More Use of the Polygraph

The history of the polygraph for personnel issues at the Bureau is a
decade cld,. beginning with its use when ‘‘issues’’ arose in particular
instances. It began being applied to new applicants in 1994, and now
the Pefsonnel Security Polygraph (PSP) - a CI, not a life style
polygraph - is used for reinveétigations of peréonnel aggigned to
counterintelligence, counterterrorism and security programs. Not all
personnel with SCI (sensitive compartmentalized information) access are
polygraphed; it is applied to some, legal attachés, for instance,
regarded as in especially sgensitive positions. Use of the polygraph is
becoming more institutionalized, although it still clashes: with the
culture of “‘we’ve worked hard to get here, we're good, so don’t. second

guess our loyalty.’”’

Thetéureau distinguishes its philosoghy of polygraphing from other
agencies, particularly intelligence agencies. It does not regard the
polygraph az a reliable gcreening tool; rather it is an investigative

tool best used in the hands of a skilled investigator.’ The more

71his is the view of a forthcoming National Research Council study, The
Polygraph and Lie Detection, gee http://www.nap.edu/catalog/10420.html: The
polygraph is more likely to be valuable if the question being asked isvery
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specific the question being investigated, the more reliable it is. That
said, as the pélygraph program expands, it ig becoming more of a
screening program. The Bureau regards the screening as particularly -
efficient for new applicants, where it can,‘for instance, identify
problems of truthfulness in applications, thus saving money and time.
Over time, the Bureau will wind up polygraphing essentially everyone.

It is appropriate, though, while using the polygraph for screening
purposes, to regard it as only one instrument among several. Doing so

is all the more appropriate given the FBI culture.
SUGGESTIONS

Reevaluate How Informants and Assets Are Managed

This remains a problem without an obvious solution. Current
arrangements do not seem appropriate on either operational or security
grounds; little has changed to inspire confidence that another Hanssen
could not compromise the names ofvthose who have been recruited by~thg
Bureau. The area is one in which the crossing of intelligence and law

enforcement in CT imposes special complications.

Traditionally, the Bureau had ‘‘informants’’ on the law enforcement
side and ‘‘asdgets’’ on the counterintelligence side - now it has about
10,000 total, perhaps two-thirds informants - and the divisions with
operating responaibility handled their respective‘inforﬁants or assets.
Then, the two units were joined in an Asset and Informant Unit (AIU)
when the Intelligence Divigion was created. #when that division ended,
the AIU stayed together but was moved to CID. Yet the merger has been
mostly on paper; AIU is, in effect, two system stitched together. Given

CID’ s law enforcement focus, the ‘‘asset’’ side of the unit takes second

gpacific and investigative - did you pass that document improperly yesterday? -
rather than a broad screening question about, for instance, drug use over a
lifetime. ’ ’
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place. For instance; it used to have a staff of ten but is now down to

four.

Operationally, an argument can be made either for keeping the AIU
together or for splitting it. If it is kept together, it should be
moved to éomewher& that is more evenly interested between informants and
agsets, the Office of Intelligence or the Office of the General Counsel,
or perhaps, SD. The argument for keeping the oéfice together is to
facilitate moves across categories, especially in CT. An informant on
domestic terrorism might be used by CD or CTD if, for instance, Syria
approached a white supremacist group. Eventually, that informant might

be better handled as an asset.

‘ The argument fér splitting the AIU is to give the operating units
more direct control over their informants or assets. Splitting would
mean ‘‘three sets of books’’ because CTD would have its own
informants/assets, with its own procedures for how to handle them. At
present, since wost agents who move to CTD come from the CID side of the
house,, they are more familiar with the rules and procedures for
recruiting informants, and so are likely to move possible recruits into

that category, not the asset category.

On the security side, the asset database, now classified SECRET,
probably should be TOP SECRET, more like aaset information-elsewhere in
the government. The informant database is.Law Enforcement Sensitive.
The Intelligence Community has developed the Human Intelligence (HUMINT)
Control System {HCS), now in use by the CIA, which operates as a SCI
channel. At present, though, HCS is unfamiliar even to those in AIU.
Asset and informant data 3re.bn separate databases, and asset data is
not uploaded into ACS. A one-page description of each asset is not
asupposed to be taken fyom the secure flle room, and oﬁ the informant
side, too, names and other details are supposed to be restricted to the

agent, his or her superior and a small number of people at headquarters.
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.

Especially given the Bureau’s culture, though, classification is
probably lass important than ééople factors - how the rules are
observed. Shen Hanssen was assigned to the State Department, his access
to sensitive FBI information should have . been curtailed, but that did
not happen. On the basis of anecdotes, he was not unique; in other
cases, senior officers raised a fuss when they were denied access to
information they had no need to know, and as a result did receive ’

acecess.

Implement Financial Disclogure

If officers are turned bad primarily with money, then watching the
money trail is imperative. HNow, finances arise mostly in connection”
with reinvestigations. The Bureau>p1ans to begin financial disclosure
after the first of the year, on a small scale, with analysis of the
disclosures done by experts not yet hired. pDisclosures are particulérly
helpful in gaining information about the finances of spouses or
partners; absent that information, changes‘in an official‘s spending
habits can be dismissed as a result of a spouse’s inheritance - as was
the case with CIA traitor, Aldrich Ames.

This seems an area where the pace could be pushed, signifying the
change in priority to security. Numbers are daunting, given the total
Bureau population of 28,000. Yebt, while filling out~di9closﬁre forms is
a nuisance, it is a minor one; many American homeowners have done -
something similar more than once this year in refinancing their
mortgages. And spot checks would be a deterrent, or a very hasty review

by experts could spot abvious anomalies.

Over the longer-run, in this area as others, the goal would bz a
series of automated flags. Disclosure forms online could be searched

automatically against preset criteria, looking for income or

expenditures numbers that seemed out of scale. Now, expenditures can be




checked against income only in the five-year reinvestigations, and then

only with difficulty.

Merge Suitabllity with Security for New Hires

In making new hires, the FBI divides suitgbility and security. The
‘Bureau Applicant Employment Unit (BABU}, part of Administrative Services
Division (ASD), oversees the investigations and makes determinat@ons of
suitability. The 8D then, in éffect, re&iews the file to make its
‘security determination. Especially given the burgeoning numbers of new
entrants - 900-plus new agents in FY02, for instance -~ there is a
strong argument for merging the two processes, that is, for having a

single process apply two somewhat different sets of criteria.

The Field Offices take the lead in recruiting and in handling the
paperwork. The procedure is somewhat different for various categorieg
of new entrants - agents, general clerical support people, more )
specialized support people-and contractors. The would-be agents go
through a testing procedure, and the applicant testing units conddet
many different tests for different support specialties - linguists,
police and the like. Not every particular specialty can be captured
‘with a test, and so in som; cages, budget analysts for instance, the
staffing units will assess the qualificaticns of particular applicants,

then certify to BAEU whether a given applicant meets the qualifications.

Moat of the time, the Field 0ffices in whose territory applicants
reside set the leads for BICS (Background Iovestigation Contract
Service}, which arranges for the background investiéation. The
materials then come to BAEU as a '‘hiring brief,’’ to be reviewed and é
judgment about suitabilicy maae. 5D then makes it determination of
clearance based on the same package, though it can return to BICS or the

Field Offices with additjional questions. In the case of contractors,
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whileslinguists get DoJ c¢learances, many other contractors are cleared
through Defense channels, the Defense Investigative Security Clearance

Office (DISCO).

In principle, that merging of .suitability and security could be done
in either ASD or SD. In either casg,‘training would be required to
permit a gingle specialist to apply two sets of criteria. 1In practicéa
though, security is probably the ‘‘long pole in the tent’’ in the sense
that while some applicants might be judged suitable but still not be
clearable, the opposite would be éxtremely rare. (The rare instances
might be drug use, where the very restrictive FBI policy could réhder an
applicant unsuitabie even though he or she could be cleared under, for
instance, the standaxde of intelligence agencies.) Merging the
suitability and security procedures in SD would make all the more sense
if BICS wefe,moved there as well. There would be a single focal-point
for ‘setting leads’ and dealing with BICS. " Some training- and some moving
of people would be necessary to apply the two (overlapping) sets of
’criCeria for suitability and clearance, but siwplifying the process
would be worthwhile. Already, the BAEU is considering taking on board
gome BICS staffers, in an effo;t to better connect to the investiggtion&

process.

Oversasa and Restructurea BICS

BICS (Background Investigation Contract Service) is thé Bureau's
invegtigacive unnit, which manages ébouE 1400 contract sedurity
investigators (8Is), about four-fifths of whom are former FBI agents.
Attached to the ASD, it conducts investigations for several Burxeau
elements, including 5D; in total, it does about 25,000 investigations a
year. Part of its problem simply is that is has grown vefy fast; it
covers too large a span to be managed well.~ In the normal course of a
reinvestigatioh, SD will do the credit check, then set the terms for
BICS’s investigation. The results then return to 8D, and if the SD

specialists spot someching that suggests another interview, they can ask
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for it. Ultimately, the complete case is written up by a perscnnel
security specialist in the reinvestigations unit, or by the analytic

unit, along with a recommendation or adjudication.

8D has asked to take over BICS but not pressed the case, given other
priorities. It would be natural.‘though, for 8D to manage BICS and to
seek both more efficiency and higher quality. In the process, BICS
could be restructured to outsource most, perhaps all, -the
investigations. Outsourcing would make hiring and firing of
investigators purely commercial decisioné, would give SD tighter
oversight of the SIs, and\it would lead to better technology. Now, for
- instance, SD officers regard the quality of BICS investigations as very
varied. SIs are uneven in how diliéently they follow leads, and in how
rapid they are in doing so. BICS does quality control manually, but
competing companies automate it. Outsourcing is objected to on the
grounds that “strangers® would be doing the invéstigations, but in fact
many of the 1400 current BICS contractors also work for other companies

now.
Provide More Opportunities for Security Education and Training

Currently, only five hours are devoted to security training during
initial agent training. While it is difficult to determine precisely
whether this is enocugh, some increased emphasis on security iséues
almost certainly is warranted. If security is to become part of the
culture and work procesgs, then it should be at the core of FBI course
work as well. Opportunities to learn security technigue within the
current couxrse flow could be better explaiﬁed ~ for example, the place
to reinforce technical security technigues may be during training that
uses radios or ACS need-to-know during computer case stadyfdocumént
processing. In addition, due to the rapid'changes in both technol?gy
and threats, there is a need for in-service education and training for

intermediate and senior level personnel. While this may be more
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important for technically-trained agents (TTas), all agents should

receive periodic updates.

SD already has an internal Web site, and it could be developed,
first, to provide easy access to documents and answers to frequently
asked questions (such as ‘‘What do I do if I am about to marfy a non-
Amexican?). With sufficient resources, the site might also be a place
where Bureau officers could.go for answers to specific questions, on
either an anonymous or confidéntiel basis. Other ageqpies, sﬁch as the
National Security Agency, have experimented with security booths, ones
that provide information about security and perhaps other issues, as a
way of both 'raising the salience of security and signaling that it can

be an enabler, not an obstacle.
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IV. PHYSICAL, TECHNICAL, AND DOCUMENT SECURITY

As the new emphasis'on gecurity takeés root at theé Bureau, much of
the daily contact that FBI personnel have with security revolves around
their entry inEo FBI workspaces. Thus, this aspect of security, like
information security and more so than péraonnel security, directly
affects the workplaces and work processes of the FBI. Since almost
averyone has accegs to secure QOcuments, FBI officials make daily
decisions involving the '‘need-to-know." They also use cell telephones,
fax machines and other electr¥onic personal digital asgistants (PDAs).

In addition, outside personnel can enter secure FBI' workspaces, where
they often expect access to FBI computer systems. The tension that runs
through all this assessment - how to clamp down to. guard against future
Hansagens, on the one hand, but how to cooperate more and provide greater
access in combating terrorism, on the other - arises is spades in the

three dimensions considered in this section.

At best, security should be considered an enabler embedded within
work processes, thus requiring a balance between the need to share
information among diverse wcrk'groups and the riék of inadvertent or
deliberate compromise..Physical and technical securiby create deménds on
fdacility design, work process organization, persomnel vétting,
certification of venders and contract workers, and the pefsonal

professionalism that all FBI employees bring to their work with the

" Bureau. Generally, security policy is most successful when security

practices are endemic to work practices. As is true for safety as well,

security practices can fail if they are merely tacked on.

Decisions about two of the three dimensions, physical and document
security, are centered in the Security pivision, at least at FaI
headgquarters. (Security in the Field Offices can still be split among
several divisions.) Téchnical security, however, remains spread across

two or more divisions. In-addition to SD; the Investigative




Technologies Divisién (ITD) provides technical support, primarily to -

overseas assets and national security programs. As the culture changes
and the Bureau adopts more technologically advanced means for doing its
work, the need to develop a unified policy for technical security issues

will grow.

INITIAL CONSIDERATIONG

The Webster Commission made only a few recommendations directly
éffecting the physical security of FBI facilities. It did, though, make
clear that the insider methods Hanssen used to find sensitive
information and move it out of FBI facilities hinged on hlB ablllty to
galn access to areas 1n whlch he should not have been able to move
unescorted. The first line of defense against technical attack is the
ability to fully control access -and to limit it to cleared personnél.
Physical security also relates to the degree of protection provided
employees of the Bureau, detailed Task Force personnel, and contractors
working in and around Bureau facilities. Needless to 3ay, in the
aftermath of the September 11 attacks, increased-physical security for
U.S. facilities abroad as well as at home has become the watchword of

every government agency.

% The Webster Commission notes that Hanssen (as well pe Ames) was able to
walk into meetings uninvited, collect Top Secret and special handling documents
in areas that he was not working, and take other actions made possible by his
ability to gain physi¢al access without a need to know. Given tighter controls
on access, as well as on egress (for .instance, ilnspection of what employees take
out of the building), FBI security persomnel could have interceded to prohibit
Hansgsen’s following through on his collection of material for the former Soviet
Union. Best practices in physical security call for a layered approach. The
first layer extends fust beyond the physical borders of a facility; thé next
layer, to the borders and entranceways; then, internally, though the use of card
readers, surveillance devices, or other technology (locks, safes, and alazms).
All layers attempt to protect information from pecple who do not possess either
appropriate clearances or a need to know. Physical security practices not only
gquard against. harm to individuals but. alsc help protect institutions and the;r
work processes.
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Maintaining the Secret-lavel FBINet as the central FBI tool places a
demands on how FBI workspace is maintained and access controlled. These
demands affect all Buﬁaau activities invalving the use of information
technology. ‘A Joint Task Fcrce,‘an FBI legal attaché (LEGAT) at a U.S8.
embassy abroad, a small off-site office in the Midwest. - all need to be
protected to the same high standard if they have access to FBINet.

Those demands areé only inc}éased because many of the physical security
standards the Bureau confronts come from the agencies and other
government organizations that own and control valuable information. In
recent years, the utility of that information has increased, not only
for traditional c¢riminal cases but also as the Bureau mission has

shifted toward counterterrorism.

Many of the FBi managers and security persomnnel we talked with
stressed that the first line of defense was to maintain good access
control.? Physical access to FBI facilities is a regponsibility of =ach

cleared individual. Today, with-the Bureau being the designated lead

for several Joint Task Forces working on a variety of issues, its labor ’

-force in the field approaches a one-to-one ratio of FBI personnel to

outside personnel.” This places unprecedented demands on what was once a

_closed culture. If cooperation is one of the keys to successful law

enforcement, the Task Porce environment takes it one step further in
seeking collaboration within a common work process. '® wWith access to'
FBI systems and space come special considerations for background checks

and proper vetting, which is then augmented by security procedures and -

9 Maintaining control over access is the most significant factor in
insuring technical security, according teo the technical services personnel who
are responsible for conducting electronic sweeps at the Bureau. Much of the
effort of the new Sscurity Division has been focused on ensuring that access to
secure areas and SCIFs is controlled according te applicable inter-agency
requirements. In addition, efforecs to focus authority for security programs
within a central office ar major ¥BI facilities, help provide the senior
axecutive with a consistent and appropriate security response. For example,
physical security at FBI facilities in Quantico, Virginia, are to be
congolidated under a singls security professional who reports to the senior
executive responsible for those facilities.

10 the first part of this sentence is a paraphrasae of a quote from J.
gdgar Hoover on the courtyard wall at FBI Headquarters.
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personnel at facility entry points and by card readers and alarms for
securé areas.

Document control, like most FBI work, currently revolves around the
case. ‘Opening a case in response to a crime is a means for organizing
record control. Access and need-to-know provide gome basis for making
decigimns. Under the new demand for a more proactive and perhaps pre-
emptive FBI capability, what will take the place of the case? Certainly
the intelligence community could offer wodels for centering and focusing
work processes, but they may not be the best ways for the FBI to
organize. There are other organizations organized aroundlpubiic gafety
concerns, and they may provide some insight. The challenge for the FBI
will be to preserve its ability to cooperate with a diverse set of

organizations without an investigative case being opened.

Since documents are in many ways the means for moving cases forward
- and becauge the FBI, more so than many government organizations,
remains a culture of paper - how they are handled can dramatically
affect the efficiency of FBI work. The tensidn between gecuring and
sharing information arises dirsctly. For law enforcement, the mct;o is
what you don’t know ‘could kill you. Before following a lead or
proceeding with a line of questioning, an agent will want to know as
much as possible about the people and organizations with which he ox she
will come in contact. = For a security professional, the challenge is to
strike a balance between wide versus narrow access to informatiom, all
the more so when the bulk of classified documents handled by the Bureau

originate outside the FBI.-

Documents often come with specific rules that govern where
decuments may be viewed, what can be reproduced, and how they can be
transported outside the facility in question. In some cases, the FBI

does not have control over who is on the distribution list, and the

_Bureau may be restricted from'sharing information with anyone ocutside

the Bureau. Within these requirements FBI work is accomplished. The

need to share information among. FBI-hosted Joint Task Forces may dictate
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how memberé are selected, vetted, and detailed from their home
organizations. otheywise,.sensitive information may not be available to
the Task Force ox available to only a few PBI employees on the Task
Force.

Ig this type éf environment, the most important part of document
security ;s trust and confidence in the security procedures and
practices that certify personnel and control access. Document security
at the lowest level must rely on the professionalism and attention to
detail of each FBIL employee. Those officials need procedures that are
cléaf,and uncomplicated. They need effective means for storing and
working with documents that help them protect a document and enable them
to control access. These practices need to be evenly applied from the
top to the lowest level within the Bureau. Exceptions need to be the
result of a deliberate process, one grounded in mission success and well

thought out,
AREAS OF ONGOING IMPROVEMENT

Batter Access Control

Since tﬁe 1995 bowmbing of the federal office building in Oklahoma
City, the FBI police that guard the J. Edgar Hoover building and the
Bureau’s Field office in Washington, ©.C., as well as its facilities in
Quantico,; Virgiﬁia; have gone to 12-hour shifts. This has helped to
ensure round-the~clock protection of key ihgtallatians. Admission to
FBI facilities for both vehicles and individuals is more tightly

conbtrolled now, especially following the September 11 attacks. In

“addition, the FBI has budgsted for and begun to install intrusion

detection devices at all of its facilities throughout the United States.
In principle, this means that alarm systems will be placed at each and
avery FBL faciiity. " once in place, sach Pield Office will be able to
menitor these anti-intrusion systems for every facility in the office’s

territory.
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The use of card readers and other access controls has increased to
provide better accounting of’physical access to secure and other
sensitive areas {(for instance, armories). This improvement has been
driven by the growing reliance on protected information under national
intelligence programs for CT and CI case work in Bureau Fleld Offices,
The numbex of internal $SCIFs (Sensitive Compartmentalized Information
Facilities) has riseq dramatically in the last three years. Accredi?ing
SCIF8 is a primary duty of the Security Division, but SD works with
individual Field Office security officers to develop and accomplish it.
Card readers can assist in maintaining internal security for offices
that have a large number of non-FBI bersonnel-working in the facility.
It is possible to identify specific rooms ang areas where only
designated work groups have unescorted access. This relies on each
cleared person taking - assertive action to challenge non-cleared
personnel and requires appropriate IT safeguardé to insure that physicai

access and system asseds are the same.

One Security Division program documents and manages vendor
clearances and certification., It monitors vandor. paperwork and helps
enforce .access controls. There iz a deliberate methodology for
determining when vendors and contractors do not need escorted access.f\
This process looks at the sensitivity of the work to be perfcrmed,vneed
for reqgular aécess, and nature of the tasks. Once a vendor or
contractor has been entered into the FBI database, all FBI facilities
have access to the data. Personnel working under vendor or contractor
agreements are'subjected to the same process and also are displayed in
the database. Material being delivered to headquarters must first go to
an FBI off-site warehouse or be certified by that facility.!! This
helps control and manage the threat posed by external introduction of
electronic devices. Once there is a better understanding of the threat
within the United States, a similar program may need to be instituted

for FBI facilities worldwide!

" yendor certification is maintained for all FBI facilities by a central
Security Division database.
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) Offices where steps have been taken to professionalize the security
function fare better at securing work group acceptance. They extend
what had been an administrative funétion to a broader responsibility for
miseion security. In large Field Offices these centers have evolved into
coetrol centers with a duty Agent who not only helps facilitate police’
and security responses to office alarms, but also serves ag a-means for
quickly responding to a crisis. By contrast, there is some indication
that where the security function is stilléconsidered an administrative
function, the facility control center may not be manned around the

clock. At a minimum, a more professional security operation leads to a

better understanding of secure area and SCIF accreditation standards and

a more robust administration of document control. Centralizing policy
for this area within the Security Division helps to standardize FBI
procedures and provide a single authority for adapting sténdards to the
Bureau’s work processes or those of Joint Task Forces. Given the
Director’s support, i£ also signals the Field Offices that physical -and

technical security rank high among the FBI leadership’s priorities.

B

Improved Securilty of Documents

The Webster Commission endorsed the document control systems
created, in particular, by the Central Intelligence Agency. In effect,

the commission urged that the FBI adopt that agency’s methods and

procedures for securing documents, and for the most part this still is a

valid recommendation. Following the arrest of Hangeﬁ and completion of
" the Webster Commission’s investigation, the FBI did strengthen
significantly its handling procedureg for classified documents.

Security officers in Field Offices, whose work had focused on
administering personnel szecurity, were taid to review and insure that
procedures for recording access and maintaining positive control weras
being followed. The need for new SCIFs and other sensitive areas also
drove more agents and e&ployees toward the security officers, who helped

guide physical space requirements and build checklists and access
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rosters. All FBI personnel who need a card reader or certified lock for
storage éf classified material now can éo to the Security Division for
such equipment. This gives the soumore contrel of overall accumeng
handling at Field Offices and other work‘ceanrs in the Bureau.
Awareness has growh throughout the Bureau of how important i; is to
treat such documents pfoperly, and so has the willingness to ensure

their security through a policy of zero tolerance of any leaks.
SUGGESTIONS

Provide More Pay and Plexibility to FBI Police

The 12-hour, 60~ho§r8uper~week shifta being pulled by FBI police in
the Washington area for the past seven years constitute a problem in
search of a crisis. The Bureau is finding it hard to attract and retain
sufficient numbers of gualified personnel. The current threat assessment
also requires additional ménpoweé for personnel and vehicle inspections,
and other tasks associated with an increased level of vigilance in and
around FBIL facilitieé. Especially after September 11, the nationwide
demand for police personnel has increased dramatically, not least within
the federal government.. One of the FBI's greatest coﬁﬁetitors for
trained personnel, in-fact, is the Air Marshall program, which was
expanded by Congress after the terrorist attacks and which can outhid
the Bureau for well-trained police. It draws a significaht number from
the ranks of FBI police, who have suffered from the long hours
{(notwithstanding overtime éay), as well as lower base salaries. Other
federal police progréms have greater aunthority over pay, thus providing

them more flexibility in attracting and keeping trained personnel.

In thesa circuﬁstances, increasing the base salary paid teo FBI
police and providing increased flexibility would help the FBI retain a
police force with & reasonable 1eve1bef experience. It wauld'help stem
the outflow of police to higher paying jobs and perhaps also increase

the number of new recruits, thus enabling the police force to operate on
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a more normal 8-hour, 40 hour week, shifts. An additional benefit would
be more time available for in-service training of police. The time
available for training is short at present because of the increased
demand for police covefage on patrol and the short supply of manpower.
Placiné the police - under the control of a security professional at each
level in the Bureau would help to centralize formal authority for
éecurity and provide the senior executive at each level with a single

point of contact for security mat;ers.‘z

In the héadduarters and at Quantico facilities, non-armed security
personnel also suffer from a lack of manpower to perform internal
building security patrols. .The teams are limited to merely checking
that corridor doors are locked and coffee pots are turned off.
Bssentially a cursory security and fire safety patrol, they do not enter
secure areas to check that material is secured after hours. If an
internal alarm is activated, they work with the police to investigate
the alarm and maintain custody of the space until it is secured.
Additional personnel would allow them to start looking for ingtances of
unsecured materials and poor office discipline. to headvoff‘potehtial

security incidents.

Implement Entry/Bxit Checks on Documents

In the near futﬁre, the Bu?eau should wmove gquickly, as the HWebster
Commission suggested, to establish a system to check for vlassified and
other gensitive documents being carried out of FBI facilities by anyone.
In a world where 5 single compact disc can contain more information than
a hostile intelligence service could process in a year, such a system’
will need to be carefully. shaped or it will become a large nuisance with
a minor effect. Soms spot checking could serve as both a reminder and a
deterrent. Having officers log out classified material that is being

ramoved would reinforce security procedures.

12 yhile thia study was underway, FBI police at Quantico were placed under
the control of a security professional.




Document security programs need to be fully implemented within the
Bureau and better funded. ﬁith the Joint Task Férces gspawned by the war
on terxrorism, exceptions have now become more common. The requirement
to clear non-¥BI personnel into FBI workspace creates 5 demand on
sectirity pergonnel who procesé outside personnel, as well as on those
conducting background checks. This is a consequence of doing business
using classified information in FBI workspaces and it needs to be
progranunéd and budgeted sufficiently 36 that operations are not
constrained.‘ And the individuals being granted ;ac'cess,need to be

recorded and properly briefed/debriefed.

Bxamine New Ways of Standing Up -Task Forces

As ‘‘need-to-know” - is rethought and implemented Bureau-wide, the

FBI should explore alternate ways of standing up Joint Task Forces.

- Placing documents on the FBINet without more stringent profiles and

accountability procedures cuts against the individual agent’s
responsibility \to be aware of who has access to his or her information.
other models are suggest:ive. In the NATO alliance, for instance,
national information is either vetted for the alliance or is walked into
the system via a few trusted agéents who can then act on it within the
context of theilr work on behalf of the alliance. In another model, a
trusted agent sits outside the work group with access .to documents
within and outside the workgroup. He or she prepares tear-line type
products or iz in a position to open access based on an (operat‘ional
need. More work needs to be done to imsure that the FBI's mission can
be enabled by workable document control and vetting pracedur.es. It will
be nace\ssary to improve the c¢ollaboration with other government agencies
and organizations that control classified informaticn to ensure that

work processes remaln mission oriented while protecting documents.
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Rethink Policies toward Wireless Cormunications’
In large part because the technical security mission is splic
between at least two major FB8I divisions and is focused on missions and

facilities outside the United States, the bulk of FBI middle to senior

“agents and support parsonnel have received little training on the nature

of technical threats. Cell phone and wireless LAN technologies such as
802.11b (Wi-Fi)are naturals for improving the sharing of information in
the Bureau’s culture, bué the security risks of such devices are not
well understood by PBI personnel.!? For instance, recent plans to
create a wireless LAN at Headquaitéfs or place cell phone antennas
within FBI secure areas were caught only at the last minute by

technically-trained agents and security officials.

Security officials need to develop a deliﬁerate process for
determining the threat and, once that has been done, educate FBI
personnel on the threat and the consequence of using specific
technologies in their work prcéesseé.‘The goal should be to develop an
aware user who employs technology in an éppropriate way with as little
disruption in work patterns as possible. Technically-trained agents
{TTAs) are the FBI‘s most significant technical experts, with
credibility in the field on technology issues, but even they do not
always have the most up-to-date information on the risks of misusing
taechnology in PRI casework - for instanﬁe, keeping cell phones turned on
or failing to separate them from their batteries inside an FBI facility.
TTAs receive soma in-service training, but rarely does itlinclude

.

Bye found cell phone usage quite high in areas like Wew York where public
telephones are difficult to find in working order. {A recent ordex by the AD
required all cell phones to be turned off when in a FBI workspade.) In addition,
the more open attitude and approach that may be piesent in Joint Task Force work
areas create an environment where electronic devices may be used increasingly.
Generally, Joint Task Forces working on a crisis or an isgue liks
counterterrorism do not have desks, secure telephones, and computers for
averyona assigned to the work group. This creates a demand on the limited
supply, and cell phones and shared computers fill that demand, becoming a
necesgsary part of the work process. This situation alsoc creates an opportunicy
for an offensive attack on the workspace that has to be balanced with the nsed
to share and use the more open devices.




updates on technical security threats and the potential problems

presented by rapidly evolving consumer technology.

work with ITD in Developing a Technical Research Program

Technical security is a policy issue for the Security Division, but
8D also depends on thé expertise of the Investigative Technologies
Division.} as a'result, the two need to collaborate in defining new
polices and praétices for technical security. During a transition
period, it may be necessary to create a joint policy board or some other
structure to reflect the perspectives of both disciplines, thus helping
to ensure that the very capable technical services currently provided to
the field continue in the new security context. There is a business
agreement linking the technical functions formally in the Laboratory
Division and the Security Division, which secems a reasonable first step

toward harmonizing both efforts.

Part of this collaboration should be a technical research program
that looks at emerging technologies and the FBI's approach to work - to
identify technologies that could be useful to FBI agents and support
teams. This research program would try to leverage other interagency
research, but it would focus resources on specific FBI work processes
and problems. Por instance, there are pockets of excellence within the
FBI that contribute to the,protectioﬁ'of FBI secure areas and SCIFs,
within the United States and especially abroad. Budgets were allowed to
decline, but recent corrections héve started the trend upward since phe

Webster Report came out. These technical abilities need to be enhanced

14 The Investigative Technologies Division traditionally was focused on
supporting national security-and overseas work by the Bureau. Very few had any
recent sxperience working with FBI FO agents on technical security macters. One
could point o some incidents reguiring them to deal with internal technical
security cthreats, but not to systemic methods for determining such threats.
Likewise, very little rime is spent in training new agents about technical
sacurity and the consequences of not following what could be termed operational
security procedurss and techniques. TTAs do get some additional training, but:
again there isg little understanding of the threat to domestic FBI operations.
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with a robust research and developmant effort that looks at new

technology within the FBI agent work context.

Having a closed iatra-FBI network helps but does not eliminate the
technical security prcbiem. Again, SD should invest in research programs
that help defihe the threat and help prepares the Bureau to meet"emerging
technical requirements to protect documents and information. Likewise,

when new technology becomes available, security must act quickly to

" determine how it cén be used in the field. Otherwise, FBI officials

will take the lead in employing the new technology without being fully

informed as to the consequence of such use.

Better Define and Traiu Technical Security Processges

Clearly, technical security processes need to be better defined.
Everything from vendor certification to technology use needs to be
properly vetted with a technical services unit tasked by security to

determine appropriate use. It is difficult for gecurity customers to

determine where they need to go to, gain approval for a specific

electronic device if it is not already certified. Likewise, cell phones
and wireless LAN technologies such as 802.11b (Wi-Fi) need to be
reviewed o that use does not conflict with secure area requirements.,
Currently, all FBI space is considered secure space. A systemic look at
the technical threat by the Security division will helg-ensure that any
antry into FBI épace receives an appropriate level of attentioh,

inspection, and control.

Operations and technical security topics need to be incorporated
into entry, wmid-carser, and leadership training programs. In addition,
as security officers become more professional they need specific
training on technical subjects and FBI procedurss for handling them.
They need to be $ade more aware of the technical security problem so
that they can help quide field leadership in the management of their

facilities and work processes. " Each security officer needs to be more




aware of .the consequences of technology use so that his or her guidance

can be incorporated into agent and office best practices.

Finally, there is no substitute for consistency by leadership at
headquarters and in the Field Offices in applying restrictions on the
uge of technology and granting access to secure and sensitive areas..

under FBI control. Consistent, even application will help strengthen

Athose'employees adapting their work practices to best practices. It

will enhance the ability of the institution to provide a safe and secure
work environment. Likewise, technical and security officers concerned
with technical security policy must be sensitive'to work demands of FBI
personnel and find ways’té meet ‘mission requirements within the security

guidelines of the Bureau.
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V. CONCLUDING OBSERVATIONS 9

The FBI security program has made notable progress in the last two
years. While responding to Seétember 11 has dominated everything the
Bureau has done, the security program is beiné implemented with
dedication and enthusiasm. Most importantly, there appears Lo be a
senior leadership commitment to make securit? a key concern of FBI
operations and support programs. In addition, the newly created Security
Division (SD) team is stepping in the right direction to implement
éomprehensive reforms that place security within the fabric of FBI

culture.

DEVELOPING POLICY

It was not possible with the information available to do even rough )
asaesaments of the adequacy of time and resources Bureau's sécurity 9
program, but the recent praéram/project management initiatives seem on
the right track. Engaging MITRE, a top-flight systems'consulfant, and
creating a team to look at project and program management should provide
more reach and coherence while taking some of the pressure off already
aver~buriened,senior managers. Any efforts to increase ﬁuy~in by
,sectgon and unit chiefs is welcome, as are any efforts to sort
contemplated actions into projects and to begin to make priorities among
‘those projects. The next steps - to loock at what is missing, and to
evaluate budgets in light of priorities - should provide the wherewithal

for the kind of assesswent chat was contemplated in task 4.

The process then intends to ﬁevélap metrics for assessing
implementation, and thus to give SD senlor mahager a way to lock across
all projects and programs. That, too, surely seems all to the good,
though what has beenrdone so far illustrates just how hard it is to

connect specific actions to broader objectives, let along to measure

thair success. The goal of an enterprise architecture for the Security
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Division likewise seems appropriate. Again, the test will be in the

doing.

It is still early in the security policy process, and the cbstacles
ahead are formidable. As we hote in‘sévera; places in this report, and
as the FBI Security Program Plan clearly acknowledges, many policy”'
decisions of major iwportance remain to be made. Thus, it is tooc early
to make judgments about theé adequacy of future resource commitments to
security; they can be judged when major policy decisions and more
concrete implementing plans are in place. There is no need to belabor
the point, but a few examples from our assessment and from the Security

Division Program plan will make it viwvid.

There is no quantitative description of what has to be done, and
no estimate of the resources that will be devoted. There are some
(classified) 2003 budget numbers, but they are not put against'any tasks
that are adequately dascribed for cost analysis; there is no indication
of whether these are the entire security-related budget; and'they are

not put in the context of .the overall budget.

Indeed, in the Security Program Plan (hereafter SPP) talke more

about needs than actual resources. For instance, (emphasis added):

‘*The Security Division will ensure adequate staffing is maintained
to support both the investigative and adjudication components of the

process. (p. 24) '’

‘‘.the Security Division will be dependent on the following
factors: )

Funding for security awareness training and education.

sufficient personnel resources within the Personnel Sacurity
Saction.

Sufficient base funding.. (p.32)°’
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““In f£ive years, the Security Division envisions the FBI
transitioning into an organization in which security is considered a
core function and is recognized for its value-added to operations and
‘persgonal safety. (p. 19)‘' On its face, five years seems like a
reasonable schedule to accomplish all that has to be accomplished,
assuming the resources are available. But, again, a more useful
assessment cannot be made without knowing more of the specific policies

and plans called for in the SPP but not yet in place.

The metrics of pages 39-40 would be a useful starting place for a
resource adequacy assessment if'there were resource estimates stacked up
againsg them. Right now they are only for FY 2003 so they would
obviously have to be extenhed across the entire five-year plan, which
also seems about the right horizon for resource planning. The metrics,
only call for **20 percent’’ of the ‘‘security risk ana;ysis capability
in the final Security Divisiop structure’’ to be operational in that
year, which raises the guestion of whether it might not be possible to

do better.

Néne of the metrics deal with attributes like employees screéned,
the_sequfity of information systems, or the state of physical and
technical security. 'Théy are about getting SD organized and staffed,
and thus are aimed at a high-level audience. Each section is then to-

draft a more detailed plan.

One thing that does seem missing is any plan for a serious ‘‘Red
Team’’ effort to try to break through exiéting gécurity. This should be
a part of the plan, separately organized and funded. Related to this,
the fourth of the “‘priority performance gaps’’ noted on page 15 was
‘*Security- programs are not adequately addressed to determine the
effectiveness of targeted programs.’’ This point is downplayed it the
rest of the report, mentioned in passing as part of SD-G2 on page 17, at

the bottom of page 20, and in reference to current policies on page 21.
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We would recommend that a major specific part of the SPP be a plan for

policy effectiveness agsessment, and the resources to do it.

THR STAKES IN DBCISIONS

It is worth stressing again that in all three areas of security,
but ‘especially in the IA realm, policy decisions cannot be made by 8D
alone. They involve equities that run well beyond éecuricy. In
particular, the Bureau is making a very large inyestment in Trilogy, a
new information system. The security structure of Trilogy will affect
how the Bureau approaches its work processes - how both criminal case"
and national security-derived information are shared. The longer
decisions bearing on segurity policy are put off, the more likely it is

that Trilogy will.not adequately embody required security qualities.

If security is to be balanced with - ideally become a facilitator
of ~ more effective work processes, decisions will have to involve the
senior leadership of the Bureau. Left alone, security becomes a special -

pleader, and the likely result is decisions that are lose-lose, ones

‘that do not enhance security as much as it mecessary but are seen,

perhaps wrongly, as just wmore rules, more obstacles to getting the jeb

done.

The SPP speaks plainly of security-related functions, such as Field
office physical security (run by SACs) and ‘“‘elements of’’
communicationa and technical security (run b& ITD} that are outside of
5D. Indeed, section F of the 3PP, “Deéendemcies, Obstacles, Mitigating
Factors®' is remarkably candid about the organizational challenges the
sp faces in general, espscially in working with all the other divisions.
The section is also remarkably candid about the wore mundane immediate
problems they are having, like getting office gpace‘and~encugh new
amployees. These are not ‘‘regource’’ problems in the classic sense.
More money is not tHe primary answer; more streamlined procedures ig, if

there iz ons.
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Security both affects and 1ls affected by work progéss. security
need not be the enemy of efficiency, for iﬁsiancé in sharing
information, but it often appears that way. At worst, if security
programs appear to be ex;e;nal to the core functions of the
organization, security can become isolated from just the operational

processes it seeks to affect.

Likewise, workspace technical security issues will affect where and
how people work. In the past, these issues have been centered in
counterintelligence (CI) and national security programs or overseas
areas, but in today's highly technolegical public environment they can
affect all FBI operac&ons-and support. Ih addition, the FBI intranet
(the PBiNet) operates at the SECRET level, which carries consequences
foxr access and equipment that shape individual squad work proceésea
whether they are working on counterterrorism, other national secuiiﬁy or

criminal casework.

These issues bear particularly on how material will be handled
within FBI-hosted Joint Task Forces (JTFs) ;hac include personnel from a
range of federal and local government organizations. Securitf‘pqlicies
that affect access to FBI space and networks will be either bé enabling
or constraining of work processes. What is needed is a deliberate
security process that focuses on facilitating FBI cperations while
haintaining‘clear work group control over access. This process crosses
the full range of security policy from personnel vetting and
suitability, to physical access to FBI space and work ceqtérs, to

document contxol and infbrmatiqn management .,

CB‘RNGIHG ORGANIZATIONAL CULTURE

Reinforeing security at the Bureau amounts to a major change in
organizational culture, ona that is occurring at the -gsame time as the
Bureau i3 reshaping its mission. .The change is visible; Field Offices

that a year ago let security reinvestigations lag as low priority




- 59 ~

business now call in advance to get next month’s roster of those who are
up for reinvestigation. We also found added emphasis in getting security“
input early when offices are contemplating moviﬁé or doing construction.
There is a4greater awareness that security, like other enablers such as
gafety, should be intrimsic to all operatidns and support, part of FBI
best practices and agent tradecraft. Security is not just about
protecting national security information. It is about being smart, and

gaining operational efficiencies as it seeks protection for FBI

" knowledge, facilities, and people. To be sure, the FBI had, and still

has, a long'way to go; that is particularly the case for information
security, where specific shortcomings are rooted in the woeful condition
of the Bureau’s information technology (IT) more generally.

Most of what has been accomplished can be attributed to the
security structure provided by senior leadership as a consequence of

creating a Security Division. That creation brought a cadre of security-

.minded officials drawn, in many cases, from agencies and offices within

the intelligence community and dedicated to a ‘'‘never again’’ set of
goals. They brought rigor and a process for meeting intermal and
external security tasks. It centered security policy at an appropriate
senior level, helping with implementation and providin§ the Director
with a senior.advisor on security matters. {Something similar probablf
needs to be replicated at the Field Office level to gain the same
centralization over policy execution and again provide the .genior

executive in the Field 0Office with a professional security advisor.)

However, security cannbt be imposed from outside the Bureau. To be
effective, it must come from within and be pushed by internal groups
with operational credibility. Seéurity»issues need proponents within the
training and operational culture of the FBI, While there is a security
presence during initial agent training. it is modest, and while ’
opportunities to discuss security issuves with mid-career personnel are
increasing, they remain few. Without more opportunities for educating

agents and support pergonnel, the process for balancing security with
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operational necessity will lack the operational push-back that is

needed.

Several challenges run across the entire FBI security program:

-Professionalizing the -Bureau’s gecurity operations - as well as
the larger inférmation technology (IT) sEruccure in which they are
embedded. This is wvery much a part of the current program. Given the
relatively low priority of security, work in the area has not been a
profesaion. It ig, for wmost at headquarters especially, a collateral
duty, not a primary one. The duties of security officers have been
mostly(administrativg, revolving around personnel security paperwork.
Security officers have not generally been asked to be, and are not,

proactive. Theé intention to create a cadre of security professionals,

Jincluding séecial agents but also non-agents, surely is the right one.

Thg questions here are resources and the role of agénts in an agent-
dominated culture. ’

‘Iﬂstituﬁional;zing ‘‘need-to-know. For reasons deeply rooted in
the Bureau culture and in law enforcement, ‘‘need to know’' was not
really applied, and in many ways was not really thought through. = Robert
Hanssen continued to have access to information when he no 1ongér had a
valid need to know. Likewise,’iccal law enforcement personnel detailed
o a Bureau-hosted Joint. Terrorism Task Force probably do not have a

need-to-know when it comes to criminal corruptiom cases. The issues

' bere are how to institutionalize need-to-know while impeding as little

as possible the Free internal flow of information that has been the

hallmark of the Bureau’s law enforcement culture.

-Makihg threat assessments more systematic. At present, threat
assessments seem to be made in a mostly ad hoc manner. How should the
threat be- conceived, when non-state actors - ranging from organized
crime, through rich swindlers,‘to terrorists - are now more threatening?

In the investigations area, for instance, there geems the most concern




about new hires, especially translators, born abroad and now in mid-
life. That seems fair enough, but whence does it derive? Some
mechanism for more systematic threat assessment seems necessary, both to
guide the security program éenerally and with respect to specific

systems.

‘Recasting squad and support group work processes within the new
security environment. Current work processes hinge on opening a case in
response to a crime. A case provides the context for gathering
information, assigning investigation tasks, and even assigning need-to-
know. Yet, as the Bureau’s mission shifts from law enforcement toward
prevention; from reaction toward pro-action, the case model may not
support all FB: missions. Terrorist groups, for 1nstance, might only
commit .a crime at the end of a. long chain of.acp1v1ty, g0 working
proactively against them means looking at predictive criminal behaviors
within an information-intensive environment. The security foundation

required will be different from that for case-driven law enforcement.

.

-Harmonizing new technology to work smarter with technical security
concerns about information and persomnnel. Careless cell phone practice,
for example, not only puts at risk operational information but may also
allow'a technologically aware adversary to track a user’'s position.
While today this may be mostly a risk overseas, the risk of compromising
a domestic operation ig present: At one level, this means that éecurity‘
must balance risk with deliberate process. At anothexr level, it means
that the technical security input must have credibility with core work
groups lest those groups ignore or work around security directives. This
may also require the Bureau security effort to invest in research to
best leverage technology within aﬁ operational context, and ic will
dictate a renewed commitment to tgchﬁiaal gecurity education and

training at the entry and in-service levels,

‘Revising the opsrating manuals {Manual of Investigative Operations

and Guidelines, MIOG and, Manual of Administrative Operations and
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Procedures, MAOP). This would seem minor but has more than minor
implications. Because major parts of the wanuals are so out of date,
when the Field Offices (FOs) are inspected, they get penalized for
security vioclations that no longer matter much, while morxe serious
concerns go unnoticed. The poor focus trivializes what should be an
important proéess. It also penalizes the security officers while

letting.supervisory speclal agents off the hook.

There are no absolute gquarantees in thé security business. And
rightly so, for sécurity is not the business for the ¥FBI or most other
organizations., Instead, the overarching security goal, in the language
of FBI security managers, is to reduce the time from f‘defectiQn to
detection’’ and to do so with as little cost to the efficiency of
ongoing operations as poséible.vSecufity also means a commitment to
building a safer and more secure work process. The agent, squad and
support personnel are the baéic implementers. The intelligence agency
template fox security ~ which underlies both the Webster Commission
report and the current security:program -~ will have to be adapted to
meet the needs of an evolving organization whose traditional law
enforcement mission will remain important and whose upgraded

counterterrorism mission will be preoccupying.

In that sense, the buy-in that is most crucial is not 8D section
and unit chiefé, though they are critical. Rather, it is FBI officials
beyond security. To gay they need Eo be involved at esach stage in the
process is easy for us to say but hard for SD to accomplish, all the
more o given the demands on the leaders’ time and attention; as well as
those on the entire Bureau as it seeks to reshape its mission. So far,
S0 managers have been perceived as gensitive to the FBI culture. The
challenge lecking forward is to make Bureau officers into partners in
both recognizing the importance of security and working to make it an
enhancei of performance, not an obstacle. While the metaphor of
"Webster vaersus 9-11" iz entirely understandable, the FBI security
pxogram'will be a success when that metaphor no long seems appropriate,

when security is taken as part of the natural work process, not




something that adds to or competes with getting the Bureau's critical

work done.




