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EQ 12265 wrDS=1 2/13/2399 (GUHIN, MICHAEL) OES/NET/NEP
TAGS: TECH, MMUC, EMRG, PK, FRG, Us
SddJ: (S) uS<-FRG BILATERAL ON PAKISTAN NUCLEAR PROwRAM

1. (S ENTIRE TEXT) SUMMARY: AFTER DETAILEQD PREScN=
TaTIAN 4LUNG LINES USED IN THE rfAGUE, FRG RECEIVEQ US
APPRNACH ON SPECIFIC GERMAN CUMPANIES INVOLVEC IN
PAKISTANI ENRICHMENT PROGRAM AND PROMIScD TO FOLLOW=
UP AMD REPORT RESuULTS, MEETING MARKED &Y USEFUL
EXCHANGE OF INFGRMATIGN ON EXPORT CONTRGL PROBLEMS,
WITH BOTH SIDES ANTICIPATING CONTINUED CONSULTATIUNS UN
PAK PRO3LEM AND JOINT REVIEW OF CRITICAL ITEMS FOR
AS WELL AS
GENERAL “GREY AREA" ISSuf, FRG SIOE GENERALLY SYMPA-
THETIC 7O US INITIATIVE AND NEEQ 7O 0Q wHAT POSSIolLE
TO CONTROL SUPPLY TD PAK PRUGRAMS, ALSO ROUGET WAS
APPRECIATIVE OF INFORMATION ON US DEMARCHE IN ISLAMARAD,
WHICH ¥AS PASSED TO AIM IN PRIVATE, WITm PROMISE OF
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CONTINUED CONSULTATIONS, END SUMMARY

r 2. Us rcaM (GUnIn, POWERS, GALUCCI), ACCOMFANIED BY
SCICOUNS v N QER 4EYNEN, MET WITH RUUGET ANL RERRENZERG Z
(MFa), CZYGAN AND GRUBER (RMFT), aAND HEIN (MEA), AFTER J
( PRESENTATION UF PROBLEM AND US APPROACH AND CONTPULS bY

GUHIN, RNUGET SET TGNE OF MEETING FROM MFa FERSPECTIVE

I‘ BY NOTING ThnaT GOVERNMENT NEEDEU "AMMUMITION" TGO
CONVINCc INDUSTRY (ANO BY IMPLICATION MEA) OF MEED TO
INPROVE NUCLEAR EXPORT CONTROL, INCLUDING INFORMAL

() APPROACHES T0 INDUSTRY On SPECIAL CASES SuCh aS PAKISTAN
WHERE ITEMS NOT FORMALLY CONTROLLED. (AS ADVISED RY
EMBASSY BEFORc MEETING, THEARE WAS SUME vARIANCE OF VIEW

[) SETAEEN YEA AND MFA ONn MATTER,) KOUGET CITED RECENT
EXPOIT CASE OF AATER PUMPS FOx RESEARCH REACTOR AS

l EXAMPLE OF RESPONSIGLE FRG EXFORT POLICY. aLTHGUGH
FRG 91N NOT CUNSIDER FULL=SCCRE SAFEGUARDS A COMMENSL=
RATE REQUIREMENT FOR PUMPS, AFTER CUNSULTATION ~ITH

S; US (NOSENZ0), FRG DECIDED TQ REQUIRE APPLICATION OF

' PuMPS, ROUGET wENT ON T2 OQUTLINE GERMAN EXFORT PHILOS=~
OPHY AS FAVORING "FREE EYPORT" GUIDED BY REQUIREMENTS
OF NATIQNAL INTEREST, WmICH IN TURN IS ASSESSED 3Y
{ REFERENCE TU (A) NPT OBLIGATTIONS, (b) STABILITY 0OF
RECIPIENT COUUNTRY AND REGION, (C) VIEWS OF ALLIES SUCH
AS uUS AnD (D) OTHER KEY SUPPLLER COUNTRIES, TO RE ASBLE
T3 DEAL AITH SITUATION wHERE RECIPIENT PURCHASED INDIVIG=
UAL ITEmS WrRICH ARE NOT CONTROLLED BELAUSE UF POTENTIAL
OR ACTUAL DuAL= OR MULTI=USES, BUT WHICH STILL MAY BE
ASSEM3LED IMTO SENSITIVE MUCLEAR FACILITY, ROUGET NOTED
THAT FRG MAY MOVE TO4ARD CONSIDERATION OF END=USE OF
ITEMS AS PART OF QETERMINATION IN EXPORT DECISIGNS,
GUHIN OBSERVED THAT US HAD FOUND ENO=USE CRITERIA AND
SECRET
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ExDIS HaNQLE AS NODIS
AND INFQORMAL MECHANISMS IN "GREY CASES."

3. 43 IM OTHER CAPITALS GUHIN OESCRIBEV WEED TO SHARE
INFORMATION ON PAK SHOPPINR EFFOURT TO GET CLEARER
PICTURE OF WHEPRE THEY A4RE IN THE PROGRAM, WHERE TnHEY
MIGHT 3E GOING NEXT, PARTICULARLY IN QUTSIOE SUPPLY, ANU
TQ ENSURE AGAINST OUTSIOE HELP TO PROGRAM, wWHILE NOTING
USEFIILNESS OF FRG CENTRIFUGE EXPERIENCE IN COQPERATIVE
EFFORT TO CUNTRUL SuCOLY TO PAKS, POwWEKS THEN QESCRIBEQ
PROBAGLE NATUHRE OF PAK CENTRIFUGE PROGRAM BASED CN
SHOPPING EFFORT AND LISTED ITcMS US BELIEVES ARE

Il CRITICAL TQ TAIS PROGRAM, FRG CENTRIFUGE EXPERT

4

[). STAQIS /777171070777 7077707000700077070480070770700207700707007777777

CZYGAN RESPONQFQO THAT PAX MACHINES SEeMEd SIMILAR TO
’ . "EARLY VINTAGE" (19621!S) URENCO DESIGN AND THAT URENCO
| WAS NUWw MUCh MORE SQPMISTICATED, CZYGAN AGKEED
(] WITH PO~ERS POINT, HOwWEVER, THAT TECHNOLOGY LEVEL
; INVOLVED IN "EARLY URENCO"™ IS ADEQUATE FOwx FAKS TO
| PROVIDE HIGhH=cNRICHED PRODUCT FUR AN EXPLOUSIVES
[] CAPABILITY. CZYGAN ALSOQO STATED TrAT CRUDE PAK UDESIGN
MAY COMPLICATE EXPORT CONTROL SINCE SOMt RELEVANT
ITEMS MAV HE DUAL=-USE AND NGT COME UNDER FORMAL EXPORT
CONTROLS, ROUGET SAID THAT UNDER CIRCUMSTANCES NEED
1S
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WAS TO DETERMINE ITEMS REQUIRING CONTROL AND COMPANIES

CAPASLE NF SUFPLYING SUCH ITEMS, WITH TH1S INFORMATION,

EVEN IF LEGAL MECHANISM FOR CUNTROL WeRE INADEQUATE,

GOVERNMENT COULD APPROACH CQMFANIES AND ExPLAIN CUNCERN C
OVFR EXFPORT. RUUGET NOTFD THAT ThIS STRATEGY HAD J
 S3EEN SUCCcSSFUL IN RECENT CASE INVOLVING PRQPGSED

EX?QRT OF COMPRESSORS TO INDIA. FKOUGET PICKED UP ON

TREME In US PRESENTATION THAT GOVERNMENT SHQULD BE

ANARE OF ANY PRUOPQOSED ANO PAST EXPOKRTS TO PAK PROGRAM

ANO DO wHAT PUSSIGLE TO CONTROL INFORMALLY WHEN ITEMS

NOT COVeRED BY ESTABLISHED £XPOnT CONTRGOLS,

4, AHEN GURIN PASSED INFORMATIOM ON TEAM INQUSTRIES
AND LEYBOLO=-HEREAUS, HEIM SATQ THAT TEAA INDUSTRIES
WAS MER=ly INTFRMEQOTARY AND THAT EXPORT CONTROL ReSHFON=-
SIAILITY RESTEQD WITH GAVERNMENT OF COUNTRY IN WHICH
ITEMs WeERE PFRGOLCED SINCE ITEMS WERE NOT EXPORTED
TD THE FRG (E,G,, INVERTERS WERE DF -UK QRIGIN &ND
NEVER CAME INTQ FRG,) US SIDE INQUIRED WHETHER (A) FkG
KNEy IF T {FORME UPPLYIN PANIES
THAT PAKISTAN WAS UITIMATE RECIPIENT AND REVEALED END=
USE (IF ANY) SO THAT PROOUCING COUNTRY CAOuLD EXERCISE
RESPONSIAILITY, AND (38) WHETHER TEAmM INQUSTRIES CCLULD
SUPRLY ADDITIONAL INFUORMATION ABOUT PAK SHOPPING DY
VIRTIJE uF ROLE AS INTERMEDIARY AND FUNNEL, FRG DID
NOT HAVE ANSWERS T0O ThESFE QUESTIO~NS, (LISCLSSIOM
ENSUFD BETWEEN mEIN AnD ROUGET IN WnICH FORMER UNDER=
LINED LIMITED MEA EXPORT AUTHURITY w~HILE LATTER NUTED
THAT NSG_TRIGGER LIST LACKED ANY MEANING IF THERE WAS
N A F NTRO G ‘ A 3 NG T
IHRESHNLO THAT COLULD NEYERTAHELESS BE ASSEMSBLED INTO
GAS CFMTRIFUGE MACHINFES,) US SIDE GBSERVED THA] RE=
SPONSIBLE SUPPLIER CONTROLS WQULD REQUIRE COUNSULATIUNS
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OF KIND NOW UNDERTAREN IF PROBLEM, INCLUOING THAT OF
RECIPIENT PURCHASE 8Y "DUMMY CNOMPANIES"THKQUGH INTER=~
MEDIARIES, WNAS TO BE DEALT %ITH EFFECTIVELY. PROUUGET
SUMMED UP DISCUSSION ON TEAM INDUSTRIES WITH yIEW ThAT
EVEN WHEN EXPORT COuLD NOT dE PROMIBITEGC BY LICENSING g
RENUIREMENT, GOVERNMENT XNOwWLEOGE OF FROUPUSEN EXPORT

COULD LEAD TO RESTRAINT THRQUGLH INFORMAL CONTACTS AND

WOULN AT LFAST INCREASE SUPPLIER AWARENESS UF NASCENT

SENSITIVE PROGRAMS, COMMENT: IT IS NOT CLEAR wHAT

ACTION CAN NOa BE EXPECTED 8Y FRG IN TEAM INDUSTRIES

CASE. IF NO RESPUMSE I3 FOrTHCOMING, FuLLOWw=UP ALONG

LINES OF ABUVE Twd GUESTIONS wOuLO SEEM AFPROFRIATE,

END COMMENT,

5. IN CONTRAST TO TEaM INODUSTRIES CHARACTERTIZATION,
FRG NOTED THAT LEYBOLD=mEREAUS WAS WELL RESHECTEDR FIRM,
WITH SOME INVOLVEMENT IN LRENCO CULNTRACTE, AND mAD
TAPABILITY OF SUPPLYING ITEMS WHICH COULO MELP PAX
CENTRIFUGE PROGRAM (E,G,, VACUUM ANO OTHER £QUIPMENMT)
ALTHOUGH THESc WOuLD NOT NECESSARILY BE "ESPRECIALLY
PREPARED" FUR GAS CENTRIFUGE AND THEREFORE UNDER
CONTROL SYSTEM, KOUWGET NDED THAT GOVERNMENT wCULY
APPRNACH LEYBOLO=HEREAUS AND OBSERVED THAT,AS IT 4AS
A LARGFE PRESTIGIOUS COMPANY WITH SOME GOVERNMENT
CONTRACTS IT A0uULO LIKELY BE RESPUNSIVE Ty APPROACH
FROM GOVERNMENT BASED ON NATIUNAL INTEREST, ROUGET
SAID HE WOULD TELL US OF RESULTS OF APFPROACH TO
LEYBOLD-KREREAUS, AODING THAT HME SmARED QUK VIEW ON
CONTINUING DIALOGUE DN EXPORT CUNTROL PROBLEMS
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6. IN COURSE OF DISCUSSIOMS FRG ASKED FDLLUWING
SPECIFIC QUESTIONS ABQUT US KNOWLEDGE OF PAK ENRICHMENT
PROGRAM: (A) DO PAKS HAVE THE NECESSARY TECHNOLOGY?
(g) HOW MaNY SCIENTISTS ANO TECHNICIANS ARE TNVOLVED?
(C) HOW FAR ALGNG IS PROGRAM? US SIDec ANSWEREND ALONG
SIMILAR LINES A5 IN OTHER CAPITALS INDICATING BELIEF
THAT (A) TECANOLOGY Ha0D BEEN ACDUIRED BUT LOW LEVEL OF
TECHNICAL SOPRISTICATION MADE INTERRUPTION OF FOREIGN
SUFPLY ALL THt MORE CRITICAL; (8) QUANTITIES OF
MATERPIALS PURCHASEND STRONGLY SUGGESTED wWELL FUNDED
PROGRAM AIMED AT PRODUCTION CAPABILITY NOT JUST
LABORATORY=SCALE OPERATIONS; AND (C) EFFQRT HAD BEEWN
UNDERWAY FOR AT LEAST A COUPRLE OF YEARS, THOUGH IT wAS
VERY LIKELY STILL VULNERABLE TD SUPPLIER ACTIONS. US
TEAM REEMPHASIZEDN THAT, EVEN IF ULTIMATE SUCCESS IM

PAK PROGRAM COULD NOT BE PREVENTED BY SUPPLIFWK CONTHOL,
THIS COULD BUY IMPORTAMY TIME FOR DIPLOMACY TO WORK

ON TURNING PAK PRUGKAM ARPQUND,

7. 0OVER COURSE OF DTSCuSSION ROUGET REFEKRED TO CONe
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I SECRET

: NECTION BETHWEEN SUPPLIER COOPERATION OF ThE KIND US
SQUGHT, AMD WHICH HE ENDORSEO, TO LCOMING INTENSIFI=-
CATION UF NPT ArRTICLE IV COMPLAINTS BY RECIPIENT
COUNTRIES. ON ONE hAND, HE FEARED SUPPLIERS ®RISKED
UNRAVELLING OF NPT AT REVIEW CONFERENCE IF THEY DIO NOQT
PROCEED CAUTIOUSLY: ON THE OTHER HMAND, nE RECOGNIZED
NEED TN CONTRUL EXPURTS FOR SENSITIVE AFPLICATIONS.

HE CONCLUDED THAT 1T MAY 8E NECESSARY FOR SUPPLIERS TUL
EXPANO CONSEMSUS ON WHAT IS LEGITIMATE RESTRAINT IN
NUCLEAR EXPURT rPOLICY,

MATTER wAS BEING RECEIVED BY OTHER COUNTRIES WHICA HAUD
FIRnS CAPABLE OF SUPPLYING ITEMS FOR FAR SENSITIVE
PROGRAMS, GUHIN NOTED THAT OTHER CUOUNTRIES APPROACHED
WERE RECEPTIVeE TO US APPROACH AND NEED TO Dy wHAT
POSSIsLe (TN INFORMAL WAYS IF FORMAL MECHANISMS DID
NGT CAOVER ITEMS) TQ CGNTRGL SUPPLY TO PAK SENSTTIVE
PROGRAMS, AS PRESENTED IN OTHER CAPITALS, GUHIN
UNDERLINEC THAT WHILE CURRENT INFORMATIUN FCQCUSED

ON PAK CENTRIFUGE EFFQRT, Wi NEEDEN TQO KEEP WATCUH

AND CDNTROL OVER SUPPLY TQ DTHER FAK EFFORTS IN
SENSTITIVE AREAS,AND WE DESIRED TWO=wAY INFORMATION
SHARING SO THAT WE COULD BENEFIT FROM FRG PERSPECTIVE
AND ANY RELATED INFORMATION IT DEVELOPED (INCLUDING
BUT ALSO GOINy EBEYOND THO COMPANIES MEMTIQNEN),

[] 8. ROUGET ALSO INGUIRED aS TO nOw uS APPROACH UM THIS

(]‘ 9, FOLLOWING ThE MEETING GUHIN ANO VAN DER WEYDEN MET
PRIVATELY WITh ROUGET TQ INFORM HIM OF US OEMARCHE IN
ISLAMARAD ALONG SAME LINES AS JACUMET WAS INFGRMED AND

1 OUR INTENTION TO KEEP FRG APPRISED AS MATTERS DEVELQP,

ROUGET APPRECIATEQ US KEEPING FRG INFURMED UF DEVELOP=

- I MENTS ON PAKISTAN NUCLEAR SITUATION, AND STRESSED
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VALUE NF CONTINUEU COOPERATION IN THIS MATTER,
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