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RYPTANAI.YSIS
ODE RECOVI

by MAR’.IORIE Mouuﬂov

The role of the oryptanalyst in code reconatruotian mrlapa that
of the oryptolinguist, and both are often odversd by the ambigusus term
"bookbreaker”. If we acoept the vefinement proposed by Stuart Busk,
recognized Agency authority on code reconstyuation, the a-ypmlyat
"bregks into" a cods, while the crypto!mgmnt goes on from thabe to
"pgoomatruct” the oodebook. N

!

We have some notes prepared several yesars agoe by Marjoria Hmmtjay,
Pl eryptanalyst now retirved, about what tle oryptanalyst in euch a case
should know, have, or do to ensure that the whole procees of odde recon-
struction can build on a reliable body of pertinent material. Here, with
minor alterations, ave the Mountjoy notes. They demomstrate onpe again
that age i8 not a true measurs of mlidi‘..ty or valus. %

eryptanalyst and the code reconstructoﬂ
should“work closely together., They may even -
be the same perscn, but, in any case, they

should aim at compatibility, wherever possiblae,

The compatibility is especially desirable when |Mp. Buok adde:

it comes to logging messages and requesting .

nachine rums, = Fode recomsiructors ehould always have

vasy access to these materiale, eepectally where

: A tidy organization will desire the fol- ‘suocessor codes are concernad. The store of

& lowing tools (I say "desire," for they probably rmteriala and information Lig important, not for
will not be permitted to store so large a the sake of hoarding, but to reduse the time
collsction): required to exploit a new syetem. In thies busi-

nees, nothing is so waasteful as constant re-

1. Reco _ discovery of tha wheel."

ti * % ®

..I-

The following definitions and forwulae are
of utmost importance:

True base: The values assigned are known to
be the same es those used by the original

cryptographers.

Relative base: The values assigned have the
same deita relationship as those of the orig-
inal groups; l.e., they are off by a constant
of 1111, 2222, etc.

Arbltra% base: The values assigned can be
converted to the true by the addition of a
constant amount which is purely arbitrary.
(The Basic Cryptologic Glossary does not make
this distinction between relative and arbi-
trary base. It should.)}
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Repeat rate of s code: 3, f;(£;-1)
i=1

N (N-1)

n
Deita I.C.: &= ¢ ?: £5(£4-1)
. i=]

N (N-1)

The following Telationships will be ex-
tremely useful to the analyst working
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Before turning the material over to the
cryptolinguist for reconstruction of the code-

book, the cryptanalyst is responsible for
omeking sure, if possible:

1, that the code is not already Tecovered;
2. that the material is, in fact, plain code;

3. that the encipherment has been completely

and correctly removed;
4. that the material is homogeneous;

5. that the code is reduced to true base (not

always possible).

The five points may seem obvious, but 1
can cite some heartbreaking examples, as well

as some heartening ones:
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The material «was

and rebxamined. The monome-dinome

hypothesis was duickly established, but nét
bafors the cryptolinguist had some agoniz!_ng

moments. -
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, the cryptanslyst must have the
courage of his convictions and be willing to
defend his solution of a transposition bust

which yiplds no repetitions at =ll.

-

I den't want to get into the details ‘of

to the shortest road to recovery.

should tell him whether the solution can‘be
obtalned in a few days by hand metheds of

the beginning digraphs. :

additive solution, but the wise cryptanafyst

will yse statistical information to guidq him
The repeat

rate of the code (discernible from the depths)

whether it may take a year or more and a_full-
scale mechanized attack to complete his part
of+*the cods solution. He should be able.to
spbt a one-part code from the repeat rate of

« A resident code recomstructor is oftén de-
l:ggm._wm.u.&m:_mnnnj___

may enable the cryptanalyst and the crypto-

lingui
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Virginia Valaki of G&4 comments:® '"It u
posaible to have a 'tidy orgmzhtt.
large colleotion Marjorie desoribed

genera
rary. Tha mbmry ta designed ab a reaearah
genter for codes: it is the reppaitory for ob-
solete and aurplua evdebooks, mqe and other

Code Teconstructor and cryptanalyst mey
not see eye to eye on machine work, particularly
on inverse frequency lists. The former often
requests that the low-frequency groups be drop-
ped, and the total gets lost. That is an un-
fortunate loss for the cryptanalyst whose best
estimate of the probability of occurrence of a
high-frequency group is F ., The cryptanalyst

code materials, the int for atatis-
tice and raports gatharing
place for general tnjo code recon-

struction, machking support for bookbreaking and
the state of the ari; it is a wellepring of
original studies and inmovative procedurss....
And it ie poseible to have comprehansive ar-
ohives wuithout bursting at the eeams, thanke to
miarofilm and miorofiche."

(ORORET/HVESS

N —
needs such information to prepare log weights
and to assemble lists of groups with a specifi
probability. He also needs it to compute the

repeat rate. (Note: This problem is solved by
the current practice of showing the relative
frequency as well as the absolute frequency of
a code group. Ed.)

Both the code reconstructor and the crypt-
analyst rely on statistical methods, though the
former sees them as only a small part of his
store of tools. He is looking for a one-to-one
correspondence between code groups and words or
phrases, and he is guided by the frequencies of
these items. (The measure of the extent of
that guidance varies according to the individu-
al's role and point of view--cryptanalyst or
cryptolinguist. )@

The cryptanalyst is in more desperate need
of statistical guidance. He is often in the
position of a man looking for a needle in a
haystack when the needle looks exactly like a
piece of hay.

* & W

Cur. Buck's comments illustrate the difference
in qesasgment of the role of statistice in oode
resonetruction. He saye: "Code reconstruoction
ig primarily a linguistic proesse, but it in-

volvge a lot more than mere language lowledge.
The code reqonstructor is, in faot, an analyst
in the broadsst sense of the word. Beeidse
language fluency, he must have an iniimate
ledge of the country under study, ite history,
culture, governmental structure, key pereonal-
ities, geography--and a host of other matters.
Codebooks are reconstructed through knowledge,
not through ignorance. The aim of code recon-
struction ie to eatablish what i{s provable—-
rnot what ie plausible."”
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