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OOMSEC/SIG|NT Relations W PL 86-36/50 USC 3605
David G. Boak, S

Laet November, David Boak, Special
Assistant to the Deputy Director
for Communications Secuority, NSA,
presented an address on the status
of COMSEC today to the members of
the Commnications Analyeie Asso-
eiation. CRYPTOLOG ia pleased to
be able to paes Mr. Boak's observa-
tions on to a wider audiencs.

* "...the good old KI~T, the only cipher

+f machine we have Jeft that looks like a
. cipher machine--the only one that's

. sexy at all.”™ -

he easiest way to describe COMSEC is,' :
to say that it counters SIGINT. Oup .
job in 8§ is to frustrate the SIGINT
professionals in hostile governmenmts. the SIGINT world and"some from other sources.

w Another way of looking at COMSEC: But, by and large, il was catch-as-catch-can.
perhaps a more positive one, is‘to Ne assumed the worst about that threat and did

answer the question, "What's it for?"«In a the best we could to.cope with it in an un-

nutshell, I think that what COMSEC ig for is structured way. .

to help the governmment achieve surprise. Now, 5 :

I don't just mean the classical military tac- ::;et?‘:e:: :::;:at:;:e:}l'::o ":hﬁdo:: E?ﬁ&gte

2;3:1.;“211::7?:53: i:‘lu—.-p;i:e;:e:ll;ﬁ:gha:fm 4 | the resources, people, and machinery, as well

diplom;tic sliririss as weld s & as new developments, 'to optimize our position

P E . against the threst. ,And the bestter we could

= I be}ieva that the SIGINT element of the define it, the better we could get the right
national intelligence comugity remains the .

pre-eminent one. And the peason I do is that | Systems to the placeg where we were hl_lrt:lng
SIGINT provides to our decision makers the the most. Therefore, we built an entire
most timely, most authoritative, most accurate | 9ivision with a specific mission of determin-
(and often unique) infotmation those decision ing what we're up ageinst, helping us assess
makers get about what.the other guy is going | Whet that meant to ug, helping with our

to do before he does+it. And that's equally | Plans and our prioritizations. We could
important for a company commander, someone then begin to allocate such assets as we had
negotiatinﬂositim, a weapons system | O7 an educated basis..

planner, or—increasingly often these days—  [«=500) Here's a brief oyerview of what that

someone involved in worldwide economit war- group has developed icture the domi-
fare, Denying comparable foreknowledge is what| nant threat we face

COMSEC is for. There are a few examples where
we can demonstrate that 2 modest handful of
COMSEC devices saved tens of millions of dol-
lars in support of big operations, and some
dismal instances in which we can show that the
lack of COMSEC cost many lives. I suggest,
therefore, that it is an excellent investment.

™ Now, let's see what we're up ageinst in
trying to do that job. ‘

=% The Threat. Until the early 1970s this
Agency had no coherent, comprehensive picture
of what COMSEC was up against. We had frag-
mentary information. We got some of it from
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are in S.
saries, with R inventing what we are going to

S and Rl act as friendly adver-

use and our o

250 of those are in R. Rl is our heart and -
soul. for the invention and the initial de- o
sign of all the crypto equipment we build for e
the govérnment. The balance, 1550 or so psople, ==

ER
® At the core of all these people is a set
of highly professional disciplines, notably
cryptomathematics, engineering, and computer
science. The SIGINT-oriented reader will note
that, except for linguists, we are competing
for and using the same kinds of key personnel
resources.

W  Cryptomathematics is obviously the heart
of the whole assessment process for modern
cryptosystems; I'11 get back to them shortly.

Qur need for engineers, particularly
electronic engineers, is obviocus. They are
responsible for putting out cipher machines,
the best in the world, literally in tens of
thousands of copies.

%@  We need computer scientists for at least
three ressons. The first, and perhaps not so
obvious one, is that every modern key gener-
ator cipher machine that we've fielded since
the late 1950s can be viewed as not much more
than a special purpose, hard-wired computer
with some programability or variability to
permit setup and change of keys. An under-
standing of the computer process is essential
to the design and evaluation of the systems
themselves.

 Secondly, computers turn out to be second
only to brains in their importance to us as
tools in the analytic process, and we use
them extensively for that purpose.

%# And finally, in support of the crypto-
systems we have worldwide is an enormous
body of keying material, literally mountains
of it, which in fact, has at its base com-
puter generation. And we have a computer
¢ssentially dedicated to just doing that job.

@= Now what actually do all these brains
produce? Let's have a quick look at our pro-
duct line, the cipher machines we've alread

« == The Response.

*
»

What have we got ranged
* against these threats? Our COMSEC manpower
*is about eighteen hundred all told.

April 79 * CRYPTOLOG * Page 2
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Une system,
ars special mention for
First of all, it's the only one

#e have left that looks like a cipher machine;
Al mr e — —

I

the L-
two reasons.

jt's the only one that's sexy at all.

the others are just plain boring to look at.

More importantly, the design for this crys-

talized in 1948, It got fielded in 1954 in

Some 25,000 copies. This old bear is still in
se today, and we don't intend to phase it

put until 1983, We expect the last message

enciphered by that machine will remain secure
ugainst hostile cryptanalysis for five to

ten years after that.

# This is a prime example of the tre-
mendous longevity of some of our machines.

I point it out because 1 feel it justifies
‘the highly conservative standards that we
}mvo imposed for acceptance of any high

sgrade cipher machine. No changes have been
made in the logic of the KL-7 since its in-
'ception, and we still think it is invulnerable
to ¢ryptanalysis without knowledge of its
.keys. rotor wirings or stepping patterns.

S An examination of other, newer machines
.shows them to be progressively smaller,
«faster and more efficient. They include
sgpecialized highly reliable equipment for

'use in space. Some of these little boxes

imay cost as much as $40,000 a copy. That's
.kind of expensive. But then the first se-

s cure voice devices built cost a cool one
*million dollars each. S0 we're getting some-
. where in keeping costs down. Also coming down
bably cur ultimate so far

== Many of you have used the KY-3 Autosevo-
com system. Perhaps you don't know that when
you pic: up that phone to make a call, it
_ 211 these mch.ines, e Ve & sutomatically checks every critical alarm
. Iarge orm.’ton putting out keying materials circuit in the s)-rston. If thurats -any fatlure
*and many codes and manual ciphers as well., To :oh:: m m:z%:‘c:;“l it"{h:'“ :{s“‘;‘ szts
et an idea of t e " £ .
o s he magnitude of the operation, Jthat in the metter of & fow williseconds.
witia  Our ultimate in alarm philosophy is per-
haps the KW-37 used in the -U.S. Navy's FOXTROT
broadcast system. Here we use a transmitter
with three identical key generators. All are
- set up, keyed and started simultaneously, and
wms ['ve mentioned 1800 or so people, some all three gonerator outputs are matched against
great technical specialties, a bunch of cipher |each other. Unless at least two of these
streams match exactly, the system shuts down.

e |

machines, and countless manual systems. What
do they do for us? How do . The third one can then be pulled out, fixed,
agninst that rather awesome : gnd pllt back in without int’mtins COmmi-
capability described earligI? ‘ PE— -
== To appraise our posture, think of yourself *
for a moment as a member bf a foreign SIGINT .
organization. You've bgen assigned to the job .
of exploiting U.S. commnications. I'm going -
April 79 * CRY . " :
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‘ chines in the field from switc

ol stations

= Unlike the SIGINT world, we have a closed

«system. When we get done with stuff we destroy
‘it usua]ly‘m So we
“don't have M Wilh our duct that

- you have with yours, of sending out Jozens or
» hundreds of copies and having them merged,

massaged, redisseminated, and then fiked for
months or years afterwards, vulnerable’all that

time.

W  “part of the difficulty, of course, is that

We keep being

communications keep growing.
It is estimated that

behind® that power curve.
the amdynt of communications in this country

doubles every five years. Every time we start
pumping out more cipher machines, communica-
tors get More capacity, and we need still more
cryptography-

@ It's &’ very tough problem. The sheer mag-

nitude of the requirement adds to the diffi-
culty of finding cheap, effective, wide-spread

voice security}
@  yell, after a downer like that, let's

scares us even more. So much so, in fact, that
in the 1960s we began to say we've got to find
some technical solution to this problem of the

accessibility of our keys to better than 140,000

see if there's & bright side.

™ == First ofeall, for record communice-

tions, virtually gll are covered where classi-
fied traffic is inyolved. It's not a problem

people. We came up with the concept of remote
electronic keying where we could set up cipher
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for us, and hasn't been for about 10 or 12
Years.
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2
munity has made to the goversment as a whole

in the last decade was the S{GINT discovery;
of North Vietnamese foreknowledge of USAF 2
ARCLIGHT B-52 raids.” . .

=65 SIGINT illuminated a fi,poff net which
was passing warnings, well in advance, of wh.l!n
and where these strikes would be made, It |
was good, strong, hard evidence which was then

=% ==Physical security, apart from the re-
mote electronic keying coming down the pike in
our next generation of equipment, is advancing.
We are improving the packaging of many of our
keying materials to make them tamper-resistant,
or to give us the means to detect the fact that
someone in the pipeline has gotten at them. So
we're making some progress there.

used for briefings in the® Pentagon, to the JCS
and DIA, as a result of yhich the first ope;p
ations security (OPSEC) prganization in our.
government was established, -

=% The Pentagon actuafly, shook loose, 11kp-
pulling hen's teeth, same 22 billets for the’
CINCPAC staff, includimg some senior pecples .
from our own Agency to® goout there and carty

out this OPSEC methodglogy. It involved lobk~
ing at the security epvelppe around all our #
operations, seeing where the holes were, and °
plugging them. I suggest- that, in the course,
of that war, it was dne df the few bright °
spots in an otherw:.sa didmal security record.

mgm The methodology was-great. It enhanced

operations out thege; it’ saved equipment anti
ordnance; it saved,liveg. It iupressed the,

"= emlying behind this is a tremendous in-
«"fusion of money and effort—on the order of
*"$1.3 billion over the next few years, That's
= big money for us, just for sheer procurement
‘of hardware. That's about quadruple the ex-
penditures we've ever made in a comparable
time period before. As a result of this we
*bre going to more than double our inventory by
';he mid-80s, Our estimate is that there are
‘going to be over 500,000 cipher machines out
there by 1985, if things continue to go as
.t.hey re going now.

me OK, let's get to the specifics of how we
£0 about this job, how we evaluate these sys-
tems, get them out, and learn about our ene-
ties. One key to the effort is the kind of
interaction that has been going on in this
Agency between COMSEC and SIGINT. Our asso-
clation is a symbiotic one, with two separate
erganisms living in close harmony and inter-
d;pendence, with each producing something the
dther can use to the mutual benefit of both.

JCS so much that they established their own,
OPSEC organization; most of the other CINCs.
did likewise. Nol all the services are o
using this technique, ahd OPSEC is a comon
word. In fact, we have a modest OPSEC capa;
bility in NSA itself, which I'1] mention
shortly. % . -

wsk The SIGINT, side of the Agency also helps
us through shaming of jssets, particularly

compu’ . t afford the vast
aTTAY or COMSEC alone. Bus
we us ¥y, and without them X

don't believe.we could r

be v % %a %a %=
&

madash ] think that among the b1gge$t overall
sglurity contributions that the SIGINT com-

:'

} -

:' .' * For u' e see "Pursuit .
. S of th in CRYPTOLOG, .
. . March 1979, .
¥ " p . %
r o . . W
! ~ ** One, of the most dismaying aspects of

s situation was-that of the%‘
ﬁoperatmns examined throughout
theater, fully tuo—thuds—perhaps as
many as three-fourths—of all the fore-
knowledge indicaters that the enemy were

getting were fromsour own communications
insecurities. 2

L

EO 3.3b (3}
PL 86-36/50 USC 3605

April 79 * CRYPTOLOG * Page 5

EOQ 3.3b(3) %
PL B86~36/50 USC 3605 =

2
¢




= To be On the safe side, we try to anti- |,
cipate future crypto-mathematical break- .

throughs and accommodate possible jumps in .

computer power and still have a margin of
safety. NSA is an image of what we think an
enemy might look like if he's good enough. A
knowledge of NSA's capabilities and procedures
helps us in deciding how high to set our stan-
dards.

*

{Continued on page 18)
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A Logieal Sequel to "A Small Problem”
(CRYPTOLOG, November 1978)

A Somewhat
Larger Problem «

By Wayne E, Stoffel, P14
For the Crypto-Traffic Amalytic
Special Interest Group
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CABLES- il

Not as well-known, perhaps, as Murphy's Law,
but no less valid, is Hill's Axiom of Cable
Analysis: The exasperation of the cabls
drafter is direotly proportional to the

tmmber of n‘mnaa measages aited.

ol LE LY ETTY T '.:.. Ll T T e TTY T ) SIS ade eny L 1]
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; (Continued from page 6)

. S ——

. " Finally, I did mention that we have an
* OPSEC capability. We've been using that
capability in S on behalf of NSA fundament-

We think that we have

ties more secure |

== One final thought. I think that in the
last ten or fifteen years the most salutary
thing that I've seen happen in terms of orga-
nizational relationships has been the growing
trust between COMSEC and SIGINT. We used to
be at arm's length, and that's not happening
anymore. In fact, we have integrated into
the COMSEC process more SIGINT professionsals
in the last six or seven years than in the
entire history of this Agency. COMSEC be-
latedly came to realize that SIGINT peopt=

have sowe brains after all and could do |PL 86-36/50 USC

3605

__COMSEC jobs well—and that has proven ourt=,
S

[T can only
hope that the people of the SIGINT side share
my perception that the benefits are recip-
Tocal.

Following hig talk, Mr. Boak answered

questions from the floor. =—ffkie—Pepiten-
=Stptasetited=CANEtRENER —inmend ity

), Wwhat about TEMPEST?

A, TEMPEST—which is the Agency's term to
identify potentially compromising emanations
from our own electronic equipment—is a
matter that I feel is reasonably well in

SIGINT job harder, and take more people and
other assets to sustain our present level of
success. But the consensus I see is that the
problem is not an insuperable one.

The ascendency of the Department of Com-
merce in this field resulted from a presi-
dential directive which established two Exec-
utive Agents in the govermment for telecommu-
nications protection: one which has to do

hand as a COMSEC problem, as far as our

28, What are your views on the extension of
scryptography in the public sector and the
finitiatives of the Department of Commerce?

:A, Frankly, I'm not overly concerned. I
sthink some of us may have overreacted to the
fsurge of activity out there and some of the
blicity we got with re3pect to it. 1 think
st of my SIGINT friends now believe that it
A8 not going to be the end of the world.
KClearly, though, as mbre and more sophisti-
kated knowledge about cryptography is prolif-

:arated in public, it is going to make the
'

EOC 3.3b(3)
PL 86-36/50 USC 3605

with the protection of national security
related information—this is NSA, acting
for the Secretary of Defense, and one for
the protection of information not related to
national security—this is the Department of
Comserce.

The action element in Commerce is a new
organization, the National Telscommunications
and Information Administration, with whom we
are now in active negotiation on how to share
this load. We have some concerns, of course,
Are they, for exampile going te create an
independent cryptanalytic organization? Are
they going to do independent R § D in crypto-
graphy? And if so, under what kinds of secu-
rity controls?

Overall, howsever, we are becoming accli-
mated to one another and the Director is en-
suring that we remain highly cooperative and
supportive of them.

fl, Do you anticipate that the S organization
will establish a viable ELINT security (ELSEQ)
progran?

A, We have wrestled with that matter for as
long as I've been around. We have not solved
it. For a while, we thought of calling our-
selves "SIGSEC" instead of COMSEC, thus sol-
ving the issue with improved nomenclature.

April 79 * CRYPTOLOG * Page 18
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But it is.true that we have no coherent ELSEC We will offer them technidal advice and assist-
effort because we have been unable to define ance on how good such sys}ems are.

it very wdll Yet those definitions are im-

portant in establishing roles, missions and Ee wg:es:::htgE:;Bg%tze:d:E:::rg;:curizztu:::e
suthorities. The Army, fur.example. used to your thoughts on where We are going in that
call telemetry a non-communications signal, area?

and referred to its protection as ELSEC—a
part of eléctronic warfare—and not within
NSA's juriddiction. We've largely solved

that pnrtiqplar issue, but have not yet gotten

a handle o get involved in
things 1like What we have
tried to in 5 3 that, if a

cryptographic technique is 1nvolvad Tegard-
less of the plurpose of the signal, we should
be in the act. But I'm afraid that's not
really a very satisfactory answer.

@, Will NSA establish s national COMSEC
assessment program for equipment other than
that we build ourselves?

A, I hope mot. It's a very difficult thing.
If some of the equipment being produced com-
mercially is going to be adopted by elements
of the govermment, I believe we must have some
role in its certification or validation. But
I believe the way we go about that, if the
equipment is not to be used for national secu-
rity purposes, will have to be through the
Depsrtment of Commerce, as their new mission
gives them jurisdiction over such applications
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