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Notice 1o recipients of National Inielligence Estimate; The Like}ihbod of Nuclear
Acis by Terrarist Groups, NIE 6-86, Sceret Noforn Nocontrac, April 1986, (u)

— The clussification (s KF Kt) should be added to the paragraph that concludes at
the top of page 3. (U) .. :

~— Ling 2 of the foctnate ofi page 3 should read “low prabability™ instead of “low
mobility.” (u} . .
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THE LIKELIHOOD OF
NUCLEAR ACTS BY

" TERRORIST GROUPS - -

Informavion avatlable as of 17 Apr) 1956 was wed
in the preparation of thi Estimate, which was
approved by the Nattanal Forelgn tntelligenee
Baard on that dats.
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SCOPE NOTE

We know of no cuse where a terrorist group has attempted or even
serlously contemplated a terrorist act that had as its goal the release of
nuclenr radiation. Whilte nol terrorist in nature, threatening nuclear-
related actions and eredible hoaxes by disgruntled individuals acting

- alone and for personal motives are, however, on the record. These

examples are evidence that acts of nuclear terrorism are passible if the
right-motivation develops. Moreaver, recent worrisome developments—
such as increases in attacks by West European terrorists against NATQ

targets, in Middle Eostern terrorist operations in Western Europe, and

in the use of powerful vehicle bombs—have again raised the question of
shether nuclear terrorism is just around the corner. (v) .

This Estimate examnings the judginenls of previous interagency
pahers on the subject of nuclear terrorism to see if they still hold in light
of whatever changes may have occurred in nuclear and terrorist trends
in the last several years. Tt alio assesses the likelthood that terrorist
groups will undertake nuclear acts over the next seversl years. (v)

“The following possible acls, when done with political intent by
nonstate actors, are inelsded in the category of nuclear terraxism;: .

-—-Constmetmn and threatened .use of an fmprovised nuclear
device

w~ Saizure o{ P nuc!ear weapon,

~ Attacks on nuclear weapon stoxage facilties or weapons in
transit,

" Attacks on or sabotage of nuclear power plants, fisslle material

production facillties, nuclear wespon production facilitles, or

nuclear wasle storage sites,
~— Theft and use of radioactive materials as contsmlnants.
— Credible hoaxes involving any of the above. {w)

The following toples are not disoussed directly in this Estimate,
although whatever governments do to counter the pessibility of nuclear
terrorism will also have beneficial effects against these threats:

«= Actions by psyéhopalhs that have no rational political intent,

~- Actions by disgrontled Individuals (such as fornier employees)
that are taken to satisfy personal grievances.

3
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— Attacks on nuclear facilitios where it is generally known that
there s no chance of releasing radioactivity (for example,
nuclear power plants under construetion). ’

w= Acts by states using their own agents (rather than acting through
a separate subnational or interuational group).

— Acts by US terrorist groups. {v)
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KEY JUDGMENTS

We continue to rate as low to very low the prospects that terrorists’
will attempt high-level nuclear terrorism: that is, the most technlcally
difficult, malevolent, ancl harmful types of nuclear acts,' This kind of

. . nuclear terrorism would include construction and threatened detonation
: of an improvised nuclear device, theft and threatened detonation of a
nuclear weapon, and the dispersal of radfoactive materlals in such 2
way as to threaten mass casualties or cause mdespread contamination,

‘This assessment is based on four major consfderatiuns‘

~— High-leve] terrorism may be within the capabilities of a few
terrorist groups. “The constraints thet exist against it, therefore,
probably are primarily behavorial.

e g st e 10

~ Most important, the fact that most terrorists place a high
premtum on the political consequences of their actions probably
helps dissuade them from threatening ferrorlst-acts that could
lead to mass, indiscrimitiate casualties, because such & threat
would alierate even those that they conslder to be sympathizers
" among the affectéd public. We note, for example, thet the.
growth in terrorist-caused casualties that has occurred over the
last decade is largely attributable to a higher rate of incidents in
which fewer than 10 people were kl]]ed or wotinded. In the only
category that might approach “mass” casualties (over 200
casualties per incident), only three cesurred In 1981-85, the -
satne number as in 1976-80, It is possible, however, that some
Middle Eastern and South Aslan separatist and radical groups
raight feel less constrained than groups that act only. domestica)-
ly from attempting acts of nuclear terronsm agalnst foreign
poputaces.

~— Even though exténsive information has been avni]able in the
public domain since the early 1980s on what a terrorist would
need to know for even the most technically difficult nuclear
terrorist act, such actions as constructing an improvised nuclear
device still remain beyond the capability of all but the most
sophisticated and well funded of terrorist groups. There are no

o Y e e et e by AP TR PR ¢ ¢ e s

The reader should nole that making fudkments about the Hkelibood of siuclear terrotism Is diffeui
beeruse there ia Nltle an which tobase our conclusions other than our perceptions of Srrrorists” ovesall papa-
bilittes und what motivetes them in gencral fu)
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sigis that any of these roups has attempted 1o recruit the
feaple with the advancedt echuical skills that woult be needed
for this. kind of nuclear terrorism. Morcover, déspite the
growing use of vehicle borabs and commerciully manufachired
clectronic detonntors, thee is litlle evidence that tersorists are
Leroming appreciably more sophisticated in their ability lo
construct devices, nuclearor otherwise, -

— Gavernment capabilities b protect their most sensitive nuclear
targets gemernlly have improved faster than have terrorist
copabifities to penetrate those targets. While some vulnerabili-
ties remaln, physical securly has been considerably improved In

recent years at NATO nuckar weapons facilities, for weaponsin -

transit in Western Europs for nuelear weapons in the United
States and Great Britain, and probably- for those in France,
Meanwhile, terrorist capdilities have changed hardly at all
since the 1970s in terms of the sophistication of the weapons
they use or in their cholceof aperating tactics. In general, they
continue to prefer operaions that de not arcuse unusually
intense government countemeasures, are of short duration, and
that avoid well-defended urgets.{s-xsh

" Despite the improvements s the security afforded US nuclear

weapons, potential vulnerabilities iemain:

— Several Nike-queules nulear weapons storage sites in West
Germany will not receive full physical upgrades or new intru-
sion detection systems, lecause they sare-scheduled to be
removed within the next tiree years,

— Those US Navy surface ships and submarines that carry nuclear
weapons may be vulnerabl: to waterside attack, especially when
they are being on and oflwded, ) 4

— The helicopters that are wed to transport weapons in Western
Europe could easily be shol down by terrorists.

. —'There is virtually nothing that can be dorie to make storage sites

{or naval vessels in port) iivalnerable to standoff attack. {a=ri

In contrast to our judgment stout bigh-level nuclear terrorism, we

believe there is 2 somewha! greaterpossibility that terrorists will engage
i those lower level types of nuclea terrorism that are designed mainly
to garner publicity or to undermie a government’s nuclear or other
policies. We cannot, however, conidentially assign & speecific probabili-
ty to this prospect, although we joubt it reaches the “even chance”
predicted by eatlier assessments. for example, we note that; although
their existing capabilities are sufident for mounting direct attacks on

2
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nuclear facilitles, terrorists and viclent envirabmentalists who are
apposed to the nuclear industey seemt to have deliberately steuck only
peripheral faeilitfes, attacks against which in no way conld areuse the
nuclear anxieties of the public. This suggests that, even if they are
imperfeetly understood, fundamental bebavioral constroints continue to
exlst on terrorism involving rnuclear matlers. Moreover, there are no
signs they are weakening.

One possible stimulus for overcoming these inhibitions might be if
& patron state supplied backivg and encouragement for an act of
nuclear terrorism. A numbser of states—including the Soviet Union,
Libya, and Iran—could conesivahly have sufficient access to terrorist
groups and the motivation to provide such supporl. We believe,
however, that under present circumstances there Is virtually no chance
that the Soviet Union would encourage an act of nuclear terrorism.
Moreover, the chances are slight that any of the others would see much
profit at this time in nuclear terrorism or would be williog to risk the
consequences of exposure of having backed such an endeavor,’

. We also conclude that the prospects are Jow that foreign terrorists
will atternpt acts of nuclear terrorism of any kind in the Umted States.

- Qver the years, there has been very littte foreign terrosism in the United

States and virtually none by foreign terrorists against official US targets,
In our judement, any of the .iorexgn terrorist groups that might
conceivably attack a US nuclear target—and they are probably restricts

ed te major grougs from Western Europe or the Middle East—would be -

most lkely to do so in Western Europe, where they have a considerably
greater operating capability than they do in the United States, (sawara}

There are certaln areas we believe are worth carzful watching for
signs that the behavioral constraints that seem to be preventing nuclear
terrorsm may in the future come under strain, break down, or no
longer apply: -

— Intense internal debate on nuclear targeting (posnbh' leading to
splits or defectlons) within ferrorist grougs, stmilar to the kinds
of debate that have sometimes occurred when other iundamen-
tal targeting changes were under consideration.

Y

! E.0. 12958, a5 amended
- Section 1.4(c)

"E.O. 12958, as amended
Section 1.4(c)
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- A signilicant rise in attacks by patron state-backed Mididle ' g
Eastern terrarists onn West Eurapeun or US Government targels :
i Western Europe. ‘This might indicate change in the vriority
such states-as Libya, Syrla, Iraq, and Itan now apparently assign
to maintaining a relatively permissive operational envivenment
{n Western Europe for attavking other Middle East encmies.

— Any substantial change in the operating paramieters of terorist
groups, such as a greater willingness to attack well-defended

. targets, to attempt complicated operatlons of long duration, or

v . to use more exotic (for esxampls, chemical or biclogical) ‘
weaponry, . -

— Terrorism associated with cult groups that, if they have an
apacalyptic view of history and see themselves as the agent for
bringing about the end of civilization as we know it, might not
be bound by concern for public reaction. g :
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DISCUSSION

" introduction

1. New Concerns. Several developments in patiems
of terrorist selivities n the Tnst few yoars have generats
ed new concerns that the prospeets for nuclcar tefrore
isn) are Increasing:

—Since the end of 1984, in the wake of the ’

deployment of U$-Pershing and cruise missiles,
there has been & surue of terrorist attecks on
NATG:rclated targets In Western Bueope,

~—Simultaneously, some terrorist groups n Wast -

Germany, France, and Belgium bave incteased
thelr cooperation.

— Vehicle bombs have uhered in new levels of
terrorlst violente fn the Middle Hast and, to a
lesser extent; Western Europe. Moreover, the
Shia svlcids bomber s a new element on the
tertorist scene,

—Middle Eastern tertorist groups have become
incrensingly active in Western Europe, (u)

2, The Estimative Problem. 1t is very diffeult to
make confident or precise estimates about the fikeli-

hood that -terrorlsts will add nuclear acts to thelr .

ersenal of tactics. The estimative problem has at Jeast
three principul causes. First, the range -of posstble
nuclear terrorist gols is so great—from the delonation
of u stolen weapon or an improvised nuclear device
that Xills tens of thousands to & credible hoax that omly
‘it publie alarm—that the calculation of probability
is vary camplex and would differ significantly among
the varlous kinds of acts, Sccond, according to the

© records of all US agencles that collect thistnformatton,

only one terrurist fncident has occurred in the last 10
years in which nuclear radiation molght have been
released.* Consequently, there fs virtally no enipizical

On 18 December 1982, th African Natlom) Congress st off |

four chatges at 4 Just completed nuelear power plant in Kocberg,
South Afrlca. Fresh nucloor fuel was 1 the reavior site but had not
et been loaded into the cnre, While we leck ditect evtdence of the
intedtion of the ottockers, the attack-protably was delgned to

prevent the reactor hom becoming wpzrolional rathes than o
threaten the release of radiozctivdly. fewig

evidenee from which we can directly establish pat
tevns, trewds, wod fikelibouwds. Thied, we know alnzost

" uothing about whether tecrorists ever consider npuclear

acts and, 1 so, what factors influcnce how they thisk
about them. It the area of mativation, therefore. our
Judgments about whether Verrorists wauld want 1o
attenipt nuclear actions are bosed olmost complelely
on deductions of uncertaly accuracy from what we
pereeive to be the way they behave cancerning woniu-

clear matters, i

8. Canclustons of Previous Estimates. The previous
yelevant Estimates ure o besic 1978 SNIE and two
Memorandums to Holders in 19829 They *said, in
assence, llut.

—Puhlir apprehension, espeelalh in Westem Eu-
rope, over nuelear maiters was such that there
was an even chance that terrarists would seek to

conduet varlous kinds of low-Jevel nuclear tercor. -

fst aels that would not. risk serious release of
radiation,

~—The chances were moderately low to Jow that
texrorlsts would attempt to steal or ssize & nucles
ar weapon in Western Europs, to take over for
bargaining purposes & nuclear.weapons storage
" facility, or that a patren state such as Libys
would spensar iome kind of nuclear terrorist aet
against the United States,

~ The prespacts were low to very low that terrorisls

would attempt to fabricate and use their own

improvised nuelear device or that they would'ér
could explode a stolen US weapon. in a way that
created a nuclear yield,

~— If a nuclear terrorist inctdent éccurted. it proba-
by would take plrce overseas rather than in the

Untted States, dambaciicl

¢ The documents releired to wre SNIE 7-78, L'krlllmad of
Atrempled Acquisiion of Nuelear Weapons or Materials by For-
eign Terrorst Gromms for Ute Agotnst the United Statrs and
Memoramfuins to Holdets, with 1he same title, jsued in ¥ ebtuan
umd \lnuzh 105 e
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Now Incentivas and Consiraints

4. Whuther terrorists become more or Tess Yikely to
cngage in nuclear acts over the next sevesal yoars will

. be determined, as outlined below, by the net balanee

resulting from devclopments i Jour areas {1) the
degeee to which nuclear information and waterials
Yecome more or less avallable to tepzorists, {2) the
extent to which the levels of protection afforded by
gaveraments to powible targels improve ar decling, (2)
the amount and type of impravement or digradation
of terrorist operational cupabilitivs, and (4) whether
possible molivalions for engaging in nuclear terrorism
become stranger or weaker, (v)

A')ﬂ“ﬂbiﬁty of Nuclsar Information, Malerials,
and Tealnad Personnel

5. Nuclear Information, If lereasists destred to
engage {n nuclear acts, they would not be constrained
by lack of {nfurmation. Since the eacly 19805, more
than ndequate data has been avallable in the public
domain of the sort that a tervorist would need to know
for a wide range of terrorist acts, including: how to
construct relatively crude but effective nuclear explo-
sive devices, how US nuclear weopons sites in Western
Edrape are protected, how to hypass- safety and
security devices on the weapons, and the nioit sffec
five ways to sabotage nuclear veactoys. Iv ally &

" Department of Energy bibliography of publications

that mixht be of interest to a unclear-inclined texronist
bias registered about 2,500 entries since 1962, More
than  third of the publications appeared in the United
States and Great Britain, but several eniries are re-
corded each year in most of the countries that posess
nuclear faeilities in Western. Europe snd elsewhere,
including Pakistan, Indts, and South Afriea. fo}

8. Fiatle Material. The amount of ssile materfal
avallable has at Isast temporartly stabilfzed since ¢hé
early 1880s. No new uranlum enrichment factlities
have opentd in Western Burope sinee then, nor has
the amount of plutonium being separated from spent
resctor fuel fnereased significantly in the Wast, The
amount of plutontuta containing mixad oxide fuels
belng moved in international commeree, however, has
grown, Most important, while there Is an active gray
market in components for bullding nuclear facilites,
no gray yaarket in Bssile materfal hes been or seems
about to be developed. On the other hand, Pakistan is
completing & facllity that probably will be able to
produce substantial amounts of enriched wranjum,
Argentina has one under construction, and India is
beginning to accumylate significant amounts of un-
safeguarded plutonjum.

% Trained Perzonmel. There bus by g sty
seowtl worldswide in the number of pezsonned yruined
in such wottets ns nuclear reacter dusien and opera.
tiun, uranim enviclment and vepriessiug technel
agy, and nuvlear selences. Moreover, the numbtr of
indlividuals who are o lrve been guards at nuelear
focillifes—ineluding nuclear sveapons. sites—is geow-
ing. The expausion of these pools of trained ywuple
enlarges the group from which a fereorist organtzation
might be able o scoruit or cocree assistance from
sonteane who would be knowledgesble alwoul, for
cxample, power reactor or weapon facility sulurablls

ties. te¥ :

Changing Lovals of Proteciion

8. Security for Nuclear Weapona, Latgely in re.
spense to concern abouwl the postbility of terrorist
attacks on nuclear fucilitles wn Western Esrape, gov-
epnments have constderably fmproved seeusity In re.
cent years, both at NATO nuclear weanons facilities
and for weapans being moved in Western Europe.
Physleal socurity has also been stendily tightaned for
nuclear weapons in the United States and for British
weapons in the United Kingdom. British weapons are
stored under conditions very similat to, those in the
United States, and vegular exchanges of information
take place betwesn US and Brilish nuclear secority
experts, We know much less about how the French
protect Their weapons but, hecause of sing aetivity by
domestie French ferrorlit groups, lavels of security
probably have Inepeated thers alio, fererd

8, The effort to imprave security for US weapons

e Tt L PR,

L AR Y SV

.

stored in the continental Unlled States, in JiUS non- -

NATO sites”abroad, and {nJJff NATO factfities fn -

Waestarn Evrope i being sccomplished under a three-
pari Long-Range Security Program. The fisst part, a
civil construetton program to upgrade fences, Hghting,
guard fowers, commang: centers, and the like, is
complete in the Unlted States and at non-NATO sites

overseas, and'is almost finishad at the NATO facilities. -
" The second part has been the introduction of more

aggressive deplovment concapts (for examble, roving
patrols amund storage bunkers) and an intensified
trafning program for guard pesonnel. In additton,
improved intrusion detection systems have been in-

. stalled at almost olt nuclear wespons sites in the

United States, and instailation will be completed at the
I con-NATO overseas siles early in 1986, After
testing ot a slte in West Germany (s completed,
compurable systems will be installed over a 30-month
period ot ol the NATO sites. fo) .

EECHE

. Portions denied are S-FRI
and thus outside of
I ISCAP’s jurisdiction
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) 12. Despite these improvements in the security
affarded US nuelear weapons, potentia) vulnerabilities
remalns '

= Several-Nike-Hercules nuclear weapons storage-
sites in West Germany have not recelved the ful
vhysical sreurily upgrade and will not receive
the new intrusion detection systems, beeause all
these missiles are scheduled to be removed with-
in the next three years. The Nike-Hereules mis-
stle is one of the gldest in the NATO inventory,
and s safety and security systoms are nore
eastly bypassed than those In the newer weapons,

In addition, the Nike-Bereules—when nuclear

i armed—{s vulnerable to standofl attack and pos-
.- : slbk}:} d:ispersal of nuelear rontertal from Ihe
: : : warhead,
_? : . 1. The third past of the securlty Improvement —~Those US Navy surfuce ships and submarines
) i’ program i the Installation of access denfal devices that earry nuclear weapons may be vulnerable to +
i oaterside attack whin, they are in post, 3

These
systenms will make it murh more difficult for a térrorist
graup that bax successfully breached a bunker to gain
access to and carry off a weapon beforé an outvide
reaction foree can arrive,

—The hellcénteis that are used to iransport weap-
ons in Western Europe could easily’ be shot.dawn
by terrorists.

e ks oy r

. = Perhaps most smportant, there is virtually noth-
ing that ean be done to make storage sites (or
naval vessel in port) fnvulnerable ‘o standof
attack.

Portions denied are S-FRD
- and thus outside of
ISCAP’s jurisdiction
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1. Seenrtty for Nuclear Pawrer Munis, Operating
auclear power faclitfes eaist i 26 countries arougd

ther world, uf which 18 are developed ciuntries. sis e

Comnunist untions, aud severs fnchling Sonth Alri
va) are Thied Werld nations. o the pust fowr girs
only 58 (fower than bulf).of the new peower reaclors
that hud been scheduled to o o line e actually
bugun operating, and duly Bruzil, tungary, und South
Africa have joltiedl the list of conmtries Uit presduce
anelear puwer. Of these three wounteies, only South
Africa lias an active terrorist or fsurgent problem. )

34, As with nuclear weapous sites, auestions of how
well protected nuclear power faciltties are against
possible terrorist acts relate dircetly to what kind of
incident is under consideration. I brivf, most nuclear
vower plants prohably ere not secure from stuadoff

attacks, particularly f Ahe tecrorist intends simply 1o,

arouse, prblic ansiety rather than 1o cause ¢ nmjor

telease of radloaetivity, This is primasily because it is .

not ecoromically feasible to surround most nuclear
power planls with controlled buffer zones wide
enough to put the plant beyond the range of e
standoff weapons available to lerrorists, [

15. It &s difficull to genoralize abont levels of
protection agalnst other kinds of possible terrorist
actions—particulzrly those that weuld tnvolve internal
sabotage or penetration of the nuclear plant’s perime-
ter. All plants bave some degree of protection sgainst
unavtharized ttrusion-and agaiust “jisider” sabotage,
beeguse this s bullt into International Atorulc Energy
Agency {IAEA) guidelines that wpply to [facililles
where fisslle matesis] is present. Moreoves, the world-
wide-concern ereated by the Three Mile Iiland acci-

dent In 1879.stimulated greater shtentlen to safety .

consideritions fn the operation of many nuclear power
plants—and many ef the procedures adopted to en-
hante safets also improve security against sabot g

17. Withiu the Uniled States, i the last foir years

- only u few new powsr reactors have conte on line, and

the secuwsity shtuation hus wel changed much with
regard to valnecabilitles to external attack. As in
Western Eurepe, the reaclors are ot vasy torgets to
peuctrale, mueh Jess to damuge- severely, but they
probably are susveptible to attack, for example, by
trucks loaded with exnlusives, In a faw casos, It might
be possible to place a truck bonb close enough te a
facility so that, if it were detonaled, massive damuge
would be cansed that might eventually lead 1o the
release of n kerge amount of radinaetiviy. Moreover, if
the terrorlst was willing 1o sacrifice himself, many
nuclear power facilities probably could be attucked by
erashing an explosives-faden truck through the faciliy

. vale and meneuvering close to a vital area before

exploding it. ¢
18. Of pussibly even greater concern worldwide is

the patential for sabolage of a power reactor {indeed, °

any fear facility) by someone "with authorized

Nonetheless, the abllity of nuclear power faciliites to
withstand exteenal uttack from a delermined and swell
equipped terroriit group or to guard against salotage
of vital equipment within the facllily yaries widely
from country to country. fe}

16.

access to the Excllity~the problem of nuclear terpor- ‘

{sm by an “insider.™ We have only limited informatton

- an how aware varigus countrles are of this possibillly -

and what precautions they take to guard-against it.
These might include security checks on applicants tu
screenoul potentlal terrorists, and the installation- of
protective devices or access controls to prevent a
would-be saboteur frow, for exampls, lurning valves
that might disastrously shut down a reactor's cooling
system.

AL Linaa

E.O. 12958, as amended
Section 1.4(c) ‘




G05370410

I the E'nitect States, fudustry
standards exist on trustworthiness awd psyebologival
- stability. Local police eliecks prabiably are carried ant
£n moat places an now hires, bt these checks are likely
to show only if the jub applicant has o local crinvinal
record ar is a fugitive. Therefore, 1t s possible that a
forelgn terrorlst with uo local record could gain
employment at a US nuelear plamt, In fact, atl present”
theee Is no way lo ascertaln with certainty how many,
{€ any, forelgn nationals may be employed at commer-

“clal nuclesr veaclor facllities, much less wha'they are

and what kinds of contacts they huve. Legistation to
wermit the Federal Bureau of Inwestigalion to make
natlona} arrest data available on new hires with aceess
to vila} areas is pending in Congress, €5

20. Even it It were possible to tightly seceen all
employees a powsr reaclors, no one has yel come uy
\ulh an effective way te cope with another kind of

“insider” passibility. In this scennrio, a terrorist group
kidnaps and secretly holds hiostage the family of an

employes, who s forced to do their bidding at the-
threat of harm to his family, Thus a normally trust- .

svorthy fmslder’ might be forced to steal sensitive

mateizls, facilltate the sntry of “outsiders™ intothe R

- facility, or commit sabo!nze himself, feprred

21, Security.of Fiasile Material Production Fa»
cilitier. Because of the pressnce of fisile material,:
uranjum enrichment plants and reprocesstug facilities
that chemically separate plutonium fram spent fuel
are alsa logleal targets for tercorists. Of the 14 uranium
- enrichment plants now operating around the world,
only the one in Pakistun was essentially dompleted in
the Jast thees years. Such facilitles also exist in Great

Britaln, France, the Nethetlands, the USSR, Japan, -

South: Africa, Ching, and the United States. The
facilities in the Netherlands, fapan, and Great Britain
Bimit thelr output to low enrlched uranium (enriched
1o less than 20 peraént of U-235) for power reactor
fuet, which is unatteastive for use in & nuclear device.
Plutonipm Is separated from spent fuel in Great
Britaln, France, West Germany, Italy, India, Jopan,
Chins, the USSR, and on & noncommereial basis in the
United States. No new reprocessing facilities have
come online in the last four years, although this dption
is still considered attractive by nations with nuelear

power programs that are potentially ioterested $n -

gaining weapons-usable materlal, {s-smpapecsiep

. dispersal device lo e

22, Becanse tiany of Biese phaints vradeee weapogs.
wrade materish ey ae, o peneral ot Jeast as well
protected as any imelvar weagan slle. Any externsl
-attenpd 1o geneleate sweh Gactlities and mabic off with
the fssile saterial probaldy wenld require a larger
group of well anmed and teaiied enmmandos than
most lergorist groups can wster,

"93, Securlly of Other Radivaclive BJfalerials,

“Pwa other kinds of nuclear material potentially usable |
" by terrorists are spent fuel from & reactor and varlous

radioactive isolopes that are used for an atray of
medical, commercial, and industrial purpases. Such
materials at lrast theoretically could be used in'a
taminale = site of e or
symbolic fmportance. Of the two types of materfal,
spent fuel genenlly would be more hazardous for
terrorlsts to use snd more difficult to gain access to
sinee, for the most ‘part, it Is kept in storage ponds in
the same locatlon and under the same security as tha
reactor that proficed it. After it hias decayed toa favel
at which it is safe to transport, the spent fuel is placed

" in sealed casks on board vehicles protected by varying

degrees of security. Tests have demonstrated that the
casks ave very hatd to breach with.explosives and that,
even when breached, not much radioactivity is ves
Jeased. Nonetheless, terrorists might not know this. In
addition, if they were able to selze 2 cask, thelr
possession of it probably would cause widespread
public glarm and might zive them some bargeining
power whether or not they had the intention or
capability of npening ft. 4k
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24. Radioartive isologes sre a different watier. In
sencrl, they are inuch les protected Sromn thedt than
euriched wrunium, plutonium, ar even spemt fuel, and
thelr use ‘avound the world Is growing. Brazi), for
example, is rying to develop now food preseryation
techaiques by {oradiating foodaslfs with cobak-co
and cosium-187. It would be techaleally diffienlt to
we radioactive Isatopes cffcetively (o cause many
casualifes or latge arca contamination. §n addition,
many of the Bsolopes ave dangerous to handle and
would need shielding. But if the lexrorist intent wore
Airected more at covsing @ psychologica) Impact than
at cansing death or fnjury, solistlons of such medinal
{sotopes as todine- 131 eould be injected into foodstuffs;
ar salts of eobalt-B, steoitiunv90, cestum-137, or
radium-226cauld be introduced Into water supplies or
scattered in a building by wing them os an ingredient
In 3 typical terorist bomb, At & minimum, such usage

wonld eause detectable levels of radioactivity and, in
all likelthood, a strong public maction even it the
actual sisk to publie health was slight. 4}

Terrorht Cupﬁbiﬁﬂ.u und Mofivations .

23, Examining Terrorhal Copabilitfes. For the
modt port, terrorist capabilities to accomplish purtion-
Jar kluds of muclear terrarism can-be mest elfectivaly
estimated by Judging them against the lévals of protec-
tlon govemnments heve developed to guard against
varfous types of Nlegal nuclear acts, The capabilities of
two kinds of terrorist sroups ate of pactisulir concern:
graups that redde in countsies where nuelear weapons
ace buzed or teansit or that have nuclear facilitles

-wheze significant amounts of radioactive materials are

present, and groups that have demanstrated the ability
to canduct stgnificant extratenitorial apotations evan
if thers ate no.nuclear targets in their own country.

Thase two categaries include, in pariicoler, the major
tarrorist organtzations of Western Europe (such a3 the
‘Red Brigades of Italy, the RAF of West Germany, the.
ETA of Spain, and Aation Directe of Frence} and the-

_more prominent Middle Eastem organization that

operate-abrosd (such as the Abi Nidal group and
certain of the radical Shia groups) Our general conelu-

slons are that (1) government efforts to protect. their

most sensitive nuclear targets generally have improved
faster than have terrorist capabilities to engage In
high-level nuclear terrorion but that (2} velative terror-
ist capabilitles to engage in Jowsr leval nuelear tetror-
fsm may have Inereased somewht: for example, the
ability of governments to protect their installations
from standoff aitacks probebly bes not improved,

- while terrorlsts may now have access to weapons that

make stasgloff attacks sumewhat osler, These eosehs
sy are Vpsed on assossing the evtert o which
changes have oeeurred in the fallewing areas in the
Tast soveral years.4ef

26. Skilled Manpower, With rspect to probibly
the most worrisome praspecl—thal lezrorists will de.
velap the ability to fabricate their own nuclear devices
or to bypass the safely and securlty mechenisms on a
stafen nutelear weapon-~there hiave bean no signs in
recont yoars that terrarlst groups ate attempting 1o
recrult prople with technical knowledge ot skitls jan the
ficlds of nuclear engineering, metatlurgy, clectronics,
advanced osplosives, and the like-that would be
necessary for this kind of ntuclear terrosism, 40}

27, Sovhtsticatton of Weapons. In general, the
kinds of =rnn used by terrorisis have changed very
little since the 19705 The shoulderfircd SA-T heal-
seeking misslle and the RPG-7 antitark rocket retnain
the most polent weapons gencrally found in terrorist
inventories. Other, more eHective standolf weapons
do ot seem to be in thelr possession. Although they
probably are zvailable on the gray market, tevearists
have never used, o1 example, wirs-éontrolled antitank
weapons, which would considerably extend the range
at which ther could attack a nuclear facility. More-
over, other much less technically sophisticated-but
still highly eflective~devices, surh as explostvely
driven fyer plates, ure potentislly svatlable to terror-

. lIsts but have not been used. {6

28. Use of Explosives. The bamb has always been
the favorite wespon of letroriste. Year after year most
terrorist bunblngs, partielorly in ‘Wastern Europe,
hitve not been deiigned to cavse casualties or axtensive
damage. Within that genersl tendency, however, a
notable chafige has ocourred in recent Nmes: the

- expanded use of the vehicle bomb. While this tiend

has been most prominent In the Middle Esst, since
1982 vehicle bombs have alse besn exploding with
some regularity in Western Europe. There were, for
examiple, seven-such attacks In Western Europe in
1983, five in 1884, and fiva in 1985, in contrast with
hardly any before that. The mast disturbing aspect of
vehicle bombs with regard to the potential for nuclsar
teszoriem is that they improve the prospecls for stand-
off aitecks. The magnitude of the explosion from the
several tons of explosivas that can be packed in a
vehicle at least raises the. possibllity that ferrorists
oould -caute extensive damage to a nuclear wagpons

- site, a fisstle material production Facility, or a nuclear

10 .
~SECREF—

power reactor without risking their group by ettempt-
ing to penelrale the securlly of thess Installatlons. fo
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20, Another notable gecent development is thal
tersorists are more Ereaneally using somewhat more

. sephisticated means of detonating thefr bambs, Middle

Easterns terrorists, fn trartivular, often use radbs con-
trolled Bring devives ar electonte timers 1o set off
tholr bormbs. In \Western Europe, the PERA in North-
ern Ireland frequontly uses ratlo controllud firing
devives, although teveorist groups on the continen
swem lo employ them much less often. The use of
mare sophisticated detonators does 1ot nean, haweve
er, that terrorists are becoming substantially Bettey
able (o build, bombs~—nuelear or otherwisg~—or to
understond and maipulate the mechanical o dec-
tronic devices associated with nuclear weipons, This
in{ght be the casedf terrorists were building their own

radio controlled Bring devices or electronic tmers, So°

far, however, they have simply parchased and adapt-
ed commerelal items, Even then, an many eccasions
these devices have failed, rosulting In a premature
explosion or none at all--an indication thal tevrorist
technical abilittes may not be anpreciably Improving.

30" Operational Tacl(cs. The“design criteria™ for
sensitive nuclear facilities in the United States and in

ozl forelgn nations usually specify that the securlty -

arrangements provided for the facility should be able
%o withstand an.attack by ] well-trained and

" dedicated commandos. A posible Indicator, therefore,

that terrorist capabilities to mount axanhs agalist a

nuclear weapons storage site were improving would be
stgns that they have begun to aperate in groups large
enough to dafeat on-site vesstance at well-defended
-facliities~that Js, ) So far, at
Teast, thal does mot appear to be the -case. In all
instances that we are aware of, terrorists n Western
Europe and the Middlz East continue to operate in
groups that never exceed | q;"d vsually are
smaller. That has been true of .late, for. example, in
even the bloodiest and most.dramatic terrorist opera-
tions, such as the August 1983 detonation of a car
bomb at the US Bhein-Mzin Airbase v West Germa-
ny, the hilacking of TWA 847, the seizure of the

- Achille Lauroerulse ship, and the attacks in December

1985 on the airports in Rome and Viennz. {2

8. Tervorist groups operate iu such small teams,
particularly In Western Europe, in-order to mainlain
compattmentalion and because the number of hurd-
core activists from which members of an assault team
_psobably would be drawn ate very few. Recent esti-
males are, for example, that the activist hardevre of
the RAF in West Germany numbets about 90 to 25

persons, that the Action Directe in France probably

bas fewer than o dozen, amd that the Communtst
Combatant Cells JCOW i Bulglam at Uts mastomm
had only aliout 10, The E'TA in Spain and the Red
Brigasdes in Italy are larger. cach probably having at
least 5Q ta 100 activists, but they ala aperate in very

small groups for reasons of compartmentation. Al of

these groups Juve been huet by significant yolice
suecesses, whieh probably hos further reduced their
ability ta mount operations that would require an
unusually large number of pensonnel Neanctheles, alf
of these grouys have demonstrated the ability to
recover from such setbacks. In additlon, ore reconi
trend that might enable the smaller groups v over-
came personnel lhinitations has been & ntovement
toward eooperation among the RAF, AD, and CCC. So
far, however, the cooperation has been manifested ist
conpnion propaganda releases and some shured use of
resources (such as stolen dynamite) but npp:xrenlly not
in joint operations, {

82, Changes in Targeling and Arcas of Operation.
For the most part, tesrorist groups seldom deviate
much from their established medus operandi in terms
of the targels they attack and where they operate, Two
recent shifts, hoivever, in these fundomental aperating
parameters are relevant in comiderlnx prospecis for
nuclear terrorism:

~ Since late 15384, there has been a sibstantial

increate in “\West European terrorist abtacks -

against NATO {nstallations, US military facilities,
and various defensa-related Industrfes, principals

Iy in West Germany and Belgium, Although all

of these aitacks were agalnst essentially unpro-
teoted targets {for example, the NATO il pipe-

. Mne), the atacks, partlcularly in West Gormany, |

were part of 2 concerted effort simulsted by the
RAF to stke symbols of US “impetialism” and
to stic up opposition to NATO &t @ time of
considerable public opposition to the "deployment
of US Pershing I and crulse misstles, -~

e Several Middle Eastern terrorlst groups have
demanstrated a growing ability to opesate in
Western Europe, Almost 60 terrotist ineldents of
Middls Eastern orlgin occurred there in 1984
and over 70 such incidents in 1085, Many of the

. attacks were by state agents of Libya, Syria, Iraq,
and lran sgainst their respective Middle Enstern

encmies. Some, however, were by terrorist ofga- -

nizations like the Abu Nidal Group; which is
assoclated currently with Syria and Libya, and
Hizballah, the vadical Shis sroup lecated In
Lebanon and generally inllusnced by Iran. (s N¥)
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33, Changes in Terrarizl Motivatione and Inten-
tions, As indicated carlier. we huve little evidence of
hew terrorfats think about the possibility of engaging
iny nuclear terrasism. No eaplured or refxezitent terrors
ist, ta our knowledge, hins ever boen questioned on this
subject, there are no human swurce reparts on the
nuestion, and terzorist-oviginaled docunents do nol
refer Yo the topie. In secking to understand, thesefore.
why terrorist up to.viow have not attacked nuclear
targets and under what conditions these eanstrainls
might give way, we are linited to deductlons drawen
fram informatfon on how terrerists gencrally behave
and to n small amount of material on how antinuclear
environmentsl aclivists in West Germwany  have

_thought about sebatage of nuclear targets. te

4. Norma of Terrorist Behavlor, In general, terror-
Ists up 10 now seamm to havo geled In accordance with
the following precepts, ench of which could disuade
them from engaging {n at least some kinds of nuclear
terrorism:

«Be attentive to the polittcal consequences of @

terroriat act. Tersorists may believe that any act |

that appears to thredten release of radioactivity
would slienate even their sympathizers amons
the publie and therefore shauld be avolded. This
is suggested by the fact that terrarists in Westetn
Europe regularly atizck construction, cemputer,
and other -business frms asociated with the
nuclear power i{ndustry, but, except for one
isolated Incident more than 10 years age, they
have never even threatened to attack an operate
ing nuclear reactor or a facility where Hssile
waaterdal 1s storedt®

~Be prudent about taking risks. In deciding what
acts to undertake terroxist groups generally seem
to be éonservative in terms of the degree of visk
created for the group. This implies that the level
of protection aHorded nuclear facilities can
make a difference in whether terrorists decide to
attzck them, They may also be deterred by the
prospect of the massive government counterter-
rorist response that probably would be provoked
by an act of nuelear terrorism.

— Be frugal in expending resources, Terrorist opet-
atlons, especially in Western Evrope, ace usually
of very short duration {for example, an essassind-
tion attempt or placement of a bomb), use a vary
small number of personnel, and are intended to

> On 15 August 1975, two plastinue charges were detonaied at the

Monts d"Arce zeactor in Franee that desttoved a water towersnda

radlo telephone room. The Breton Liberation Front claime d respon-
aibili. (c)

12

bave: am imnediote apact. These factors de-
" trease the Jikelfhood that the terrorist orgasizae
tlons we know teday wounld be willing te make
the extended conmmitient of time amd resourees
necussary to mount these kinds of anclear \erros-
i operations—such us Dullding and thremtening
ta use an improvised device or hiolding a govern-

went hostage with & stofen nucluar weapan——that -

do not lend themselves ta quick resalution. They
do not, however, affect the attractiveness of those
operations—such as standofl atacks—thet arc
designed for immediote effecl. <6y

83, West German Anthuwclear Activisls, In addi-
tion to the possibility of attacks by terrorist arganiza-
tions, the ntelligence Community has beew concernad
at lrast stnce the Jate 1970s that antinucleae environ-
mentalists or peace movement supporters might turn
1o violence against nuclear facililies In an effort 1o

force governments té change nuclear power or nuclear.

weapans policies. The fact that the leaders of the
peace movement in Wastarn Eurape have worked
hasd fo prevent terrorists from Infiltrating and ma-
nipulating their demonstrations against deploynicnt of
Pershing 1l and cruise missiles sugaests, however, that
they would regard acts of nuclear terreristn as fHlegiti-
mate. This alsa seems Lo be the case with the environ-
mentalists who oppose nuclesr power. All their vio-
lence has 2o far been ditected at perigheral facilities
and not at the power planis themselves. In addition, a

1879 West German underground handbook, “which
provides “Information on Practical Opposition %o
Atomic Blants” (primarily how to sabotage high valt-
age lines), contalns the following language: “\Ye state
expressly that we do not consider 1t appropriate to
szbotage the aperation of the plant at the plant itself.
Wae fes! that no nuclear opponent should risk radioae-
tive contamination of the population thereby. ... We
do not have anything against dlscupting the opemtion
so that a radivactive danger to people does not occur.”

86. Areas of Concern, Same recent developments
have raised the question whether possible Inhibitons
against nuclear terrorism may be weskening. Of par
ticular concern are:

~~ Whether Middle Eastern terrorists operating n
Western Europe are less concerned abour the
public reaction to thetr attacks than local terror-
tsts would be. Attacks by such organizatians as
the Abu Nida] Group or Hizballah on British,
French, or even US vuclear weapon sites are
more canceivable than by local terrorisis because
Middle - Eastern terrorists would be less cone
cerned about the consequences of such attacks on
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their awn sympathizors, Noncthvles, Middle
Lasteru 1¢rturiss do care about wadd opinion,
fcluding that of West Evropeans, as demanstrats
od by Hizbaltah's faicly skillod attengts to ma.
nipulate Western media in the aflennath of the
- TWA 847 hijacking. Morcover, the ability of
Middle Eastern tersorisis to operate against thelr
principal targels—ather Mididle Easterncyseetn
Western Europe benefits from the relatively
permissive attitude laken toward them by some
European governments in exchange for their nol
operaling against domestic targets,

~To what extent. terrorist tubilittons against
causing “mass" casualttes may be changlug. The
apparent Increose fn terrorist-caused casnalties
over the lust decade and the memory of a few
spectacular, bloody fncidents have Jod some ob-
sarvers to fear that the reluctance terrarists have
- generally shown about killing indiseriminately
and in large numbers was disappearing, This
vrobably Is nat the case, Virtually all the record:
ed growth i atirfbutable to a higher zate of
incidents in which fewer than 100 casualiies
accurred {primarily where fewer.than 10 were
killed or wounded), In the only category that
might approach “mass" casualties (over 206 per
. incident), only three eccurred In 198185, the
same number as in 1976-80, Mareover, the pay:
chological state of mind necassary delibarately to
kil the tens of thousand that might result from
even a small nuclear explosion, may be quite
different from the state of mind necessary to kil
* the Jargest number (in ‘the low hundreds) that
Aerrorlsls have Fled far up to now.

=~ Haw much an apparent increase in fanatictsm
anong some terrorists and: the eppesrance of
the “suictde” bomber has boosted the possibility
dhat terrorists will take on the high tsks they
probably assaciate with nuclear ferronsrm. The
- relevance of the spate of suleide bombing attacks
that -have occurred In the Middle East (and
nowhere else} to prospects for nudear tertarism
prébably s not great. Almast all of those who
have sacrificed themselves have been—as for as
we can tell—poor, tineducated Shia youths who
are intensely indoctrinated by clarics and then

infected into en operation as scon as pousible, *
before thelr willingness to die hes n chance to.

“{ade. This kind of fanatic is not the type who
would be involved in risking slow death from
exposure {o insuffictently brotected radivlesical

materfa) while building 2 nuclear devlce or -

bypassing safety and security mechanisms Ina
weapon. It s coteeivable that he could be used
16 deive a vehicle boml into a nuvlear facilityo
bt there is also god reason Lo beliove that it
" would be very difficult te transior Shia sulelde
teesorism effectively’ outstde its normal cultural
seiting luto an industrialized, Westorn country,

87, Slate Supparet for Nuclear Terratlsm, One
chouge that might make o difference i a terrorist
sraup’s capability for or interest i committing an act
of wuelear terrorism woukd be a decision by a patron
state- to provide backing and encauragesnant for such

an act. A number of states~sthe Soviet Unlon, lran, .

and eadical Arab states such as Libya, Syrin, and
Iraq—might have sufficient access to terrorist groups
and the motivation that could conceivably lead them
to make this decision. The parographs that follow
examnine what considerations maey have eonstrained
them from so far from backing nuclear terrarism and
what, if anything, might dilute these constraints.da)

8. The Sovlet Union, It ix hard to imagine uny
circumstances in which the Soviets wauld encourage a
terrorist group to develop an independent nuclear
capability, no mater how crude, by butlding a device
or stealing a weapon. Lower levels of nuclear terrosism
are snother matter, however, Pacticulnrly at the Hme
when Wast Europeen countries were making the

decison to pasticlpate In INF modernizetion snd.

during the period of inithl deployment of Pershing 11
and erutse misstles, any terzorist act that rased West
Euzopean publle concern about the sefely of nuclsar
missiles might have stopped the prograw in its tracks.
Clearly; the Soviets would have coitnted this a mafor
success and: would have been willing to take soms lsvel

of tisk-to achieve 1L There is no way of knowing for -

sure why they apparently made no move In this

dirzetion, but the following possible constralnts malée‘_

sense:
~—Terrorism dogs not fit in with thelr overall
strategic approach toward weakening NATO,
which emphasizes portraying the USSR a5 a

reasopable, peace-loving suparpower, with which’

Westerre Eurape can negotinte,

~as part of thix efort, Moscow provides support
and encouragement to the legal left in Western
"Europe. The legal.luft is the most likely to sufer
from publie backiash against terrarism by the
radical left, =

~ The Saviels may not want to risk breaking the
barsier sgainst nuclear tervorism. because Com-
munist nuclear power facilities, particularly in
Eastern Europe, niight be vulnerable, (s x»)

&
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89, X these constraints wee, in fact, the envs Uit
apply, thew it-ds dikely Wt Sovier amitede twind
nuclear teszurlsm will pet change except as part of o
much larger revision of thelr stestegy In Westorn

43 dran Thie Sranian Government sdw cloardy sup-
pants the use of Joprorign a ant seeeptable means of

-strikite b @8 enemics, Mast of the terrorisl acts In

Eutape. Nonetheless, the votential benefits for the -

Saviots {rom cven whiively minor “dncidents tha
would rase coneerns about safery of nuclear missilos

are ureal cunugh that a change In Soviel anituds -

taward nuclear tesrordsm Is far from Inconcelvalile,
especlally if they peteoive their prasent NATO policy
ds clearly kiling. feaso}

40, The Radical Araly Stutes. Syrla's and irag's
forelen palley goals, sehich have almast exclusively o

. reglonal foous, would not bo advanced by nuclear

texsorism except in the extremely unfikely pase that
they found a way to attack Tsrael's nuctear facilitics,
Libya, however, s of greater concern beenuse of
Qadhafl’s hatred of the United States and his tendency
to threalen West Ruropean governments {most recent-
Jy the United Kingdom and Raly) with retaliation if
they take anthLibyan scts. Mot Libyen terrorist
attacks ore carried out by state agents, hut the proba-

ble Libyan backing the Abu Nidal Group received for

Its December 1985 attacks at the Vienna und Rome

, girports indicates that contscts with that group are

strengthening. Until recently, Qadhiaf had not, for the -

most part, directed terrorist ussets against US intercsts,
veshaps because of fear of retalintion should bis
sponsorship become revealed. In the past fow months,
however, thers is evidence that ‘Libyan awets huve
intensified their efforts to collect information on
NATO bases, including military installations where US
ltooys are stztioned. feaveveewsey

4L Qadliwh clearly believes in the lceitimacy of

terrorist violence and undoubtedly would fove to sistke
a grievous blow against the United States. The chances
that ke would back an aet of nuclear wsrorism are

seduced, howevar, by the likelthood that &t would be .

very difficult to hide the Libyan hand cven if o
surrogats carried owt the action, Morcover, the et of

the world probably weuld react by, at ¢ minimum,

fsolating his regime totally, Even the Sovists, if they
hoped Yo retain any influence in Western Europe,

of nuclear terrorism there,

B.O.12958, as amended

Section 1.4(d)

5
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Western Hurope with whivh Iran is ossoeintind were
carried vut by Ds own sinte axents and dirceted agidnst
Middie Enstern torgets, Nonetheloss, its links to f1jz-
balfal give Iran at Jeast the potential to altoek wuclead
targels in Westers Europe without dircetly exposing
its owynn hand. The risk to Tan of belng implieated in
such. an act, however, would be extromely high. As
sith-! tya, the [rapian regime cannot afford to be cut

off ecanomleally fram the et of the workd, stor wonld

there be much sense in tnking the risk of provoking the
Western industelalized coutrics-into supporting fraq

wate openly I jls war with Jian. Both consequences
could cesull if- Hizballoh attacked a aneloar target in
Weitern Europe, because most of the world would -

simply assume thet Iran was behind such an atlack,
given the strength of Its tivs to that arganlzation.
Consequently, while the possiblity can never be com-
pletely excluded that Khomeini or some successor
radical religious leador might frrationally Tash aut at
the United States by sponsoring an act of nuclear
terzorism, the probability of this happening &5 fairly
remate. el i

Conclusions and Implications

43. In general, we conclude that noue -of the obe
served changes that may hiave ceourred in \he opera-
lionsl capablfities, targeling practices, levels of cooper-
alion, patran stale supvort, of terropist motivations has
slgnificantly saised the likelihood that terrorists will
attempt the moxt technieally dificult, molevolent, and
harmlul of potential nuclear acts, Thus we judge the
prabability of thete kinds of acls occurring reruatus

“low o very low, festmerei~ .

44, Wealw conclude that the prostrects that forelgn
lerrorists will attempt acts of nuclear terrorisnt of any
kind ist the Unlted States reméin low. Over the years,
there has been very little foreizn tenorlsm in the
United States and virtually none by foreign terrorisis
against offielal US targets, In owr judgment, any of the
terrorist groups—such os those from Western Europe
and the Middle Eost—that might concelvably aitack a
nuclear targel would be imost likely 1o do 0 In

"Western Europe, where they have 2 considerably

greater operating capabilly than they do in the
United States, faiicvel

15. In contoast to our judpment about highelevel
nuglear terjorism, we belleve that there is a somewhat
greater possibility that terrorists, pasticularly in West»
crn Europe, will engage i these lower level types of
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oueleat terrorism tht ure dosigmed minly 1o gener © — Any substantid chitige in the ope suting pusume ’ f .
mablichy and undveisine o goveemuents wclar uy ters of terparists would be worth sticg, This
nther policies. We eamn, heiveser, confidently assiar conld telnde attaeking walldefended targets,

a specific prolmbility to s proset, althoh we
daubt that it reaches the "even cance™ vruicied by
the eaclier Esthivates. Capabilitios fur {ow-Jovel kinds
of nucloar werrorism may be incrensing, but the behgv

apeating in spds of mose than 10 uttackers,
awovime loward compheated operations that pote .
. sist for sopne perlnd, or using more eatie {for

foral conalraluits an terrorisir Involving mielear matters example, '-'"""_'“‘“' or biological) weapnnry. (ewee

i * -show no stgns of wenkentng, foielif . N} L .
16. There nre certain areas we bekieve are worth . 47 Al ol the above indicators pertain to esling
i i cau:ful watching for signs that these beliovioral con- tesrarist graups. Thete is tie possibility, hawever, that
. strainls may fn the fiture come under straln, break {#f nuclear tersorisnt cloos eceur—paptientasly the most

‘dosn, or no langer apply: malevolent agd harmful kinds——that it would ke per-

—If West Buropean ttrorisls seriously begin to  peirated by a kind of terrorist niot subject to current’
conslder broadening thelr anti-NATO attacks to inhibitions, who may nut vet exist, We have no way of
include nuclear targels, ntense internal debate predieting whether thls will oecur, but such a terrarist
may eceur thet could lead to splits, defections, or,
at & minimum, internally circulated documents

that attemnt to justify such @ radical change. 0 3 t ;
Similay debates—as when the Red Brigades first  SPawded a terrorist group would be particularly worrt.

decided to altack non-lalian targets—heve laken  some, with respect to nuclea¢ terraidsm, If {1 (1) had an

-place when other fundamental shifts in trgeling apacalyptie view of history that weleomed the end of

oceursed, T. . the world or of civilization as we know i (2) saw fiself

— One sign that patron state-backed Middle East- a5 the agent for bringing sbuut this end, and 6]
ern terrorist groups operating in Western Europe featured nuclear energy somewhere fn s doctrine,

!

1

¢ wight, for example, ovolve out of existing quasi-
1
S were broadening their targel selection to the  Such a group probably swould be uticoncerned as to
H
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religious or rightwing, “survivalist” culls. A cult that

point that they might consider attacking nuclear  how much of the public it alienated by its actions and .

fgi"me’ “’.’:{;‘ldtb?""‘“‘" ““m.gg' gﬂt‘?ﬁgﬁi’; might not care if it -stimulated severe government
m on West' European or U T cneasires, ) ol

targets in Western Europe generally, This might cmu;ltcbrr:cts}um Mfm:‘er' a Q; Is sox;ctimcs;’lo;ﬂit

indleate they were lowering the priority they  ™Bbt be uble to enlist in 1is rinks muc more highly

now appazently assign to malntaining a relatively  educated and technically lra{ned meAmbers than sp-

permissive environment there for altacking other  Pear to be atiracted 10 teday's terrorist groups, Qi

Middle Ensters enemtes. we}
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