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ORTRIN NODS=00 ¢ STATE DEPT. DECLASSIFICATION REVIEW
; ~ O Retain Class'n [ Changeto

INFG 0CT=0i /021 R : O Declassify in part and excise as shown

EGHT2058 25X R (W) (S0)
NREFTED BY ;um;auv HLEARRY/MBARRISON:MB [EDeclassify O After
ABRIAUED BY MibE, EACLEBURRBER 00 With concprrence (not)(obtained)
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FH SECSTATE WASHDC
TO AMEM@ASSY MOSCOW NIACT IMMEDIATE

S—E-L-RFET-3TATE 929354
NODTS

CHERDKEE FOR TKE AMBASSADOR FROM EAGLEBURGER
E.0a 116528 XGDS=3),4

TAGS: ASEC, US, UR

SUBJECT: MOSCOW SIGNAL

REFS: [A) MOSCOM 17587 (B) MOSCOW 1696

. VYOU SHOULD IMMEDIATELY PROCEED TO BRIEF EMPLOYEES
O CLASSIFIED BASIS IN SMALL GROUPS AS PROPGSED IN

REF A, YOU SHOULD STRESS IMPORTANCE OF AVOIDING PRESS
Srﬁnltw AT THIS CRITICAL JUNCTURE AND ADVISE EMPLOYEES
THAT THEY SHAIULD "TELL DEFENUENTS ONUEY “THET "THERE WAS

A PROSLEM WHICH IS ON WAY TO SOLUTICN BUT ThHAT SPECULA=
TION ASQUT IT IN THE PRESS MIGHT UNDO THE SOLUTION,

2, PREZNANT WOMEN A¥D OTHERS WITH POTENTIAL MEQRICAL
PROELEMS SHOULDUBE BRYEFED SEPARATELY, "WITHRPARTTIOIP A=
TiGH BY DRSS, FOLLACK AND JOMNSON. ARRANGEMENTS MAY BE
MADE IMMEQIATELY TO MEDEVAC PREGNANT WOMEN FOR TESTS .
RECOMMENDED ?ARF\ 3[ wf:-"a o ANY HE ICAL ACMINISTRATIVE /GQRD<
SECRET— | )
- DECLASSIFIED 2 o
£.0. 12958, SEC. 3.5 A : 5/ - = <
STATE DEPT, GUIDELINES 56k vi&it 2/3/50 O .
By bl , NARA, DATE 7/2/0. ; o
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CAN BE RAISED IN M/MED CHANNEL MITHOUT REFERENCE
iAlL PROBLEM,

FIED FACT SHEET SHOULD BE REVISED To INCLURE
HPORMATION ON SIGNAL LEVELS,

4. ALL PRESS GQUERIES SHOULD BE ANSHERED WITH STRICT
"NQ CUMMENT, " AND EVERY EFFGRT SHOULD BE MADE TO
DISGUADE CORRESPONDENTS FRrON FILING SFECULATIVE STORIES,

8, FOLLOWING ARE REVISED TALKING POINTS FOR BRIEFING,

=m I RNOW THAT THERE HAS BEEN A GREAT DEAL OF SPECULATION
OF LATE ABOUT WHAT IS GUING DN HERE, SPECULATION WHICH
“AS FUELED BY THE CANCELLATION OF THE GENERAL BRIEFING -
SUHEDULED FOR YHURSDAY, Y APPRECIATE MHAT A GIFFICULT
SITUATION THIS CREATES, AND AM GRATEFUL Tg YOU ALL FOR
YOUR FUREBEARANCE,

== WHAT I AM GOING TO TEL| YOU TODAY AND WHAT I HAD
PLAMNED TO TELL YGU AT THE FREVIODUS BRIEFING IS A
MATTER OF GREAT SENSITIVITY. SINGE IT INVOLVES ALL GF
TOU PERSDNALLY YOU HAVE A RIGHT TO KNOW THE FACTS, BUT
I AM ASKING YOU TO KEEP IT IN STRICTEST COMFIDENCE
MITHIN THE EMBASSY STAFF, You SHOULD NOT prscUss IT
WITH UNOFFICIAL AMERICANS AND ESPECIALLY NOT HITH
JOURNALTSTS, AND YOU SHOULD NGT DISCUSS IT WITH OFFICIAL
AMERICANS OTHER THAN THOSE STATIONED HERE IN MOSCOW,
THIS IS5 BECAUSE WE ARE NOW MAKING PROGRESS IN RESOLVING
THE PROBLEM, PROBRESS MHICH MAY NOT BE POSSIBLE SHOULD
THERE BE A GLARE OF PUBLICITY, :

- == "THE BROBEEMEWE HAVE TD CDNfEND 4ITH IS ONE OF LOW

INTENGITY RADIO WAVES WHICH HAVE BEEN REAMED AT THE
EMEASSY BY SOVIET INSTALLATIONS FGR A NUMBER OF YEARS,
FOR A& TIME, DURING THE LATTER HALF OF LAST YEAR, THE
INCREASED PUWER AND EXTENDEL DURATION OF THESE SIGNALS
BECAME A MATTER OF CONCERN BECAUSE OF RGSSIBLE IMELI=
LATIONS FOR THE HEALTH OF THOSE WhO LIVE AND wORK

HERE, AT PRESENT, THE LEVEL OF INTENSITY RAS BEE N «,/’Foﬂa?)\
GREATLY REDUCED ONCE MORE, WHICR SOMEWHAT REDUCES OUR Tl 22
: _ SECRET. : [ >
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CONCERM AND ENCOURAGES US TG TRY TO ACHIEVE-nUR MAIN
AIM: TGO GET THE S5IGNALS TURNED OFF ENTIRELY, FAILING
TO AGHIEVE A COMPLETE TURN=0FF, WE WILL TAKE OTHER

REFROACH AND THEIR RESEARCHERS HAVE SET A SAFETY
LEVEL OF 12 MICROWATTS PER SRUARE CENTIMETER FOR 8
HGURS, A5 YOu CTAM SEE, THE U,S5, SAFETY LEVEL IS
Lp@yl TINES "HIGHER THa THE “SCVIET "BAFETY LEVEL,

b MEASURES MHICH WILL LOMER THE LEVEL.OF RAGIATION IN

H THE EMBASSY TGO ZERO FOR ALL PRACTICAL PURPOSES.,

s == LET WE 2AY FIRST OF ALL THAT WE KNOW OF MO REASON

g FOR ALAKM, EVEN AT THE HIGHER LEVELS WHICH CAUSED OUR
i1 CUHCFDv THE AMOUNT OF RADIATION TO WHICH EMBASSY

4 EMPLOYRES YERE EXPOSED WERE FAR %:Lun THE MEW STANDARD
& WHICH Li,S, RESEARCHERS HAVE ESTABLISHED AS THE SAFETY
I TH «LDH”LD. IN THE UaSsy THIS SAFETY LEVEL HAS BEEN

-% SET AT 12,008 NICROWATTS PER SQUARE CENTIMETER FOR 8

[

E HOURS 4 DAY, THE SOVIETS HAVE TAKEMN A MORE CONSERVATIVE

F LN

== Y0OU SHOULD NOT CONFUSE THIS NON=JONIZING RADIATIOQN
WITH THAT FROM THE RADIOACTIVE SUBSTANCES SUCH AS
RADIUM AND URANIUM, YOU MAY HAVE EXPERIENCED NON=
IQNIZING RADIATION IN DIATHERMY TREATMENT FOR SORE
MUSCLES, AND IT IS USED IN MICROWAVE OVENS IN MANY
KITCHENS., IT IS GENERATED BY RADAR, RADIO AND
TELEVISION,.

EPTRY i

== |LET ME REVIEW THE HISTORY. IN THE !5218 RADIO
OPERATORS ‘IN OUR EMBASSY FIRST DETECTED AN UNIDENTIFIED

TRk

RADIO SIGNAL,. BY THE EARLY '6@!S OUR TECHMICIANS
WERE ABLE TO PIN DOWN THE EXISTENCE BF THIS CONTINUOUS
MICROWAVE SIGNAL DIRECTED AT THE EMBASSY FROM A

ey 1

NEARBY APARTMENT., I'LL CALL THIS SIGNAL NO. {4 IT
OPERATED DAILY UNTIL MAY 1975, AT A RELATIVELY LOW
LEVEL WHICH I WILL LATER COMPARE WITH OTHER SIGNALS,

== IN THE SPRING OF 1972 A" NEKW SIGNAL, NO, 2, WAS
DETECTED., IT APPEARED ONLY SPORKADICALLY, THEN SOON
CEASED,

' ~SECRET
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== YET AMUTHER SIGMAL, NO, 3=A APPEARED ON THE SCENE
ERIEFLY IN 1973 AND AGAIN IN 1874, FOR ONLY A FEW
DAYS 82TH TIMES, IT RAS STRONGER, BUT OF LITTLE
COMCERNM AT THAT TIHE BECAUSE IT GUICKLY STOPRPEn, 1IN
WAY, 1975, HOWEVER, IT REAPPEARED AND HAS BET! IN
REGULAR DPERATION SINCE THAT TIME. AT ABQUT THE
SAME TIirE, SIGNAL NG, 1 DISAPPEARED.

== [N QCTOBER, 19785, A SIGNAL SIMILAR TO NO, 3=A

BEGAN OPERATING FROHM A SECOND LOCATION, &0 AT THIS
TIME THE TWO SIGNALS, 3=A AND 3-8, ARE OPERATING,
LISUALLY JUST OME AT A TIME, RECEMTLY, AS I SAID, THE
POWER LEVELS OF THE SIGNALS HMAVE BEEN GREATLY REDUCED,

USE OF THE DIRECTIONAL NATURE OF THE SIGNAL,
YEL OF RAUIATION VARIES GREATLY FRCHM FLACE TO
THE EMBASSY., GENERALLY SPEARING THE HIGHEST

R

== STGMALS 3=A AND 3=8B HAVE BEEN MEASURED WITH
SOPHISTICATED EQUIPMENT, WHMICH SHOWED THAT RADIATION
LEVELLS SLIGHTLY EXCEEDED THE SOVIET SAFETY STANDARD
IN A FEW LOCATIONS ON THE TGP 4 FLNDORS, THE HIGHEST
READINGS==UP TO 12,9 MICROWATTS== WERE ON BALCONIES
Ok IN FRONT OF OPEN WINDOWS ON THOSE FLOORS,

== AT PRESENT WE ARE BACK TO THE PRE=MAY SITUATION

RKITH POWER LEVELS WELL BELOW "ANY ACCEFPTABLE SAFETY
STANDARD, IT REMAINS OUR GOAL TO GET ALL THIS RADIATION
TURNED OFF PROMPTLY. HWE ARE TAKING STEPS WHICH 4E

HOPE wILL. LEAD TO THIS GOAL,

we QUR BEST JUNDGHENT IS THAT FAMILIES AND EMPLOYEES
IN THE £4pASSY NEED NOT HAVE ANY CONCERN FOR THEIR
He 8L TH ANk wELL BEING, RVEN AT THE HIGHER LEVELS
WAICH APPLIED UNTIL RECENTLY, FURTHERMORE,; QUR
PRESENT KNOAXLEDGE IMDICATES THAT EVEN IF RIOMEDICAL
CAANGES HAD BEEN CAUSED BY RADIATIUN LEVELS TO wHICH
A-FEW OF YOU MIGHY HMAVE BEEN EXPOSED, SUCH CHANGES
SEERET
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_ARE-REVERSIBLE BY SIMPLY ENDING THE EXPOSURE,

== EVEN AT THESE REDUCED LEVELS, WE MAY DECIDE TO
INSTALL PROTECTIVE SCREEMNING WHICH WE NOW HAVE QON
HAND, IN AlLL EXPOSED wWInDD4YS WITHIN A SHORT TIME IF
ME HWAVE MOT MADE PEOGRESS In OQUR EFFOETS TO0 GET THE
SIGNAL TURNED OFF, BECAUSE OF THt DELICATE NATURE OF
THESE EFFORTS I AM NOT AT LIBERTY TO DISCUSS "HEM
WITH YOuU BUT SUFFICE IT TO SAY THAT THERE IS SOME
PROSPECT FOR SUCCESS,

== IN THE HMEANTIME, IF ANY OF YOU FEEL MORE SECURE IF
YOUR WINDOWS BE SCREENED, WE WILL OF CGURSE PROCEED
TO INSTALL THEM. I WgULD ONLY ASK THAY YoU NOT
REVEAL THE REASON FOR THESE STEPS TO PEQPLE OQUTSIDE
THE OFFICIAL CORMUNITY IM ORDER THAT WE ™“AY AVOID
PUBLICITY THAT WOULD INTERFERE WITH THE EFFORTS I
HAVE REFERED TQ,. ' :

== I AM GOING TO ASK YOU MOT TO BRIEF YOUR DEFPENDENTS
AT THIS TIME BEYONR SAYING THAT THERE WAS Al ENVIRON
MENTAL PROBLEM WITH POTENTIAL HEALTH IMPLICATIONS
WHICH IS NOW UNDER CONTRO| AND THAT CONFIDENTIALITY IS
ESSENTIAL AT THIS POINT IN ORDER TQ PREVENT PRESS
SPECULATION AND TO GIVE US THE BEST CHANCE OF GETTING
THE SIGNAL COMPLETELY TURNED OFF., THOSE WITH SPECIAL
MEDICAL PROBLEMS, INCLUOING PREGNANT WOMEN, WILL BE
CONTACTED INRIVIDUALLY BY DR. JOHNSON AND DR, FOLLACK,

== MEANWHILE IF QUESTIONS ARISE ABQUT POSSIBLE EFFECTS
OF THE STIGNALS ON YOUR HEALTH, YOU SHOULD IMMEDIATELY
DISCUSE THEM WITH DR. JOHNSON, IF YOU HAVE ANY

- BUESTIONS ABOUT THE POINTS I HAVE MADE I WILL BE GLAD

TO TRY TO ANSWER THEM WITH THE HELP OF DR, HEKBERT
POLLOCK, A RECOGNIZED AUTHORITY IN THE FIELD,

6, SECRETARY SPECIFICALLY HAS INSTRUCTED ME TO EXPHASIZE
Ta YOU THAT THIS HAS NOW DEVELOPED INTO A MAJOR FOREIGN
POLICY PROBLEM AND THAT YOU MUST DO ALL YOU 0AN TO ASSURE
NO REPEAT NO LEAKS, WHICH THE SOVIETS WOULD ALMOST
CERTAINLY VIEW AS A MEANS OF EMBARRASSING THEM, THERERY
= SECRET- - .x’eoﬂ0<
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FERMAPS DESTROYING wﬁpTEVER HOPES THERE MAY MOW BE FOR 7
RESOLVING THIS DIFFICULT PROBLEM OMCE AND FOR ALL, KISSINGER

NOT TO BE REPRODUCED WITHOUT THE AUTHORIZATION OF THE EXECUTIVE SECRETARY



