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Alert (AA22-054A) 

New Sandworm Malware Cyclops Bllnl< Reptaees vPNFltter 

• 
• 
• 
• 
• 

me Sanlf worm atrvt; wnfen ffle t.1n1felf Ktngfiom anlf ffle t.1n1telf Stares na~e 
prevfousfy afft115ti~lf w ffle Russtafi GRt:J, nas repfacelf ffle expvself VPNfl1~r 

matware w1ffl a new more alfvancect ftamewvri<. 
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Active since 2019 

Cyclops Blink 

Note: 

Ma/ware overview 
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Post exploitation 

WatchGua rd C2 Layer 

WatchGuard client clusters 
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• 

• 

THe actors most llKely lleploy molllflell 
device firmware 
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• t:Jo not expose management Interfaces of networ~ aevkes to tfle Internet: 

• Protect your aevlees ancl networl<s Hy l<eeplng tflem up to elate 

• t:Jse multi-factor autflentleatlon to rec!uee tfle Impact of passwora compromises. 

• Treat people as your first line of aefense. 

• Set up a security monitoring eapa15Ulty 

• Prevent ana cletect lateral movement In your organization's networlcs. 
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