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Alert (AA22-074A) 

Russian State-Sponsored Cyber Actors Gain Network Access by 
Exploiting Default Multifactor Authentication Protocols and 
"PrintNightmare" Vulnerability 
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Threat Actor Activity 

Note: 
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Indicators of Compromise 
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Note: 

Security Best Practices 

• 

• 
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Network Best Practices 
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Remote Work Environment Best Practices 

• 

• 

• 
• 

User Awareness Best Practices 
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Tactic Technique 
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