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V 

Alert (AA22-076A) 

Strengthening Cybersecurity of SATCOM Network Providers and 
Customers 

Actions to Take Today: 
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Mitigations for SATCOM Network Providers 

• 

• 

0 

0 

0 

0 

0 

0 

aaa1t1onal monitoring at Ingress ana egress points 

Mitigations for SATCOM NetwurK Pruvlaers ana eusromers 

• tfse seettre metRoas fur atttRentleatlon, 

0 

o Do not ttse clefattlt ereclentlals or wealc passworcls. 
0 

• Enforce principle of least privilege tHrottgH atttHorlzatlon potleles. 

• ReVlew trttst relatlonsRlps. 

0 
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• 

• 

• 

• 

• Implement lnHepenaent eneryptlon 

• 
0 

0 

operating systems, software, anti firmware . 
vulnera6111fy management anti patt:Hlng 

wnflguratlon management programs. 

• Monitor networ~ logs for st1splelot1s activity 

• 

0 

0 

0 

0 

0 

0 

0 

cyber lneltlent response plan, reslllenee plan 
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