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1 Executive Summary

In July and August 2022, Twitter and Meta removed two overlapping sets of
accounts for violating their platforms’ terms of service. Twitter said the accounts
fell foul of its policies on “platform manipulation and spam,” while Meta said the
assets on its platforms engaged in “coordinated inauthentic behavior.” After
taking down the assets, both platforms provided portions of the activity to
Graphika and the Stanford Internet Observatory (SIO) for further analysis.

Our joint investigation found an interconnected web of accounts on Twitter,
Facebook, Instagram, and five other social media platforms that used deceptive
tactics to promote pro-Western narratives in the Middle East and Central Asia.
The platforms’ datasets appear to cover a series of covert campaigns over a
period of almost five years rather than one homogeneous operation.

These campaigns consistently advanced narratives promoting the interests of
the United States and its allies while opposing countries including Russia, China,
and Iran. The accounts heavily criticized Russia in particular for the deaths of
innocent civilians and other atrocities its soldiers committed in pursuit of the
Kremlin’s “imperial ambitions” following its invasion of Ukraine in February this
year. To promote this and other narratives, the accounts sometimes shared news
articles from U.S. government-funded media outlets, such as Voice of America
and Radio Free Europe, and links to websites sponsored by the U.S. military. A
portion of the activity also promoted anti-extremism messaging.

As with previous disclosures, Twitter and Meta did not share the technical details
of their investigations. Additionally, neither company has publicly attributed the
activity to any entity or organization: Twitter listed the activity’s “presumptive
countries of origin” as the U.S. and Great Britain, while Meta said the “country of
origin” was the U.S. The findings in this report are based on our own open-source

investigation and analysis of the two datasets shared by the platforms.

The Twitter dataset provided to Graphika and SIO covered 299,566 tweets
by 146 accounts between March 2012 and February 2022.% These accounts
divide into two behaviorally distinct activity sets. The first was linked to an overt
U.S. government messaging campaign called the Trans-Regional Web Initiative,
which has been extensively documented in academic studies, media reports, and
federal contracting records. The second comprises a series of covert campaigns of
unclear origin. These covert campaigns were also represented in the Meta dataset
of 39 Facebook profiles, 16 pages, two groups, and 26 Instagram accounts active
from 2017 to July 2022.

For this report, we focused our analysis on the exclusively covert activity to better
understand how different actors use inauthentic practices to conduct online
influence operations (I0). We did note, however, some low-level open-source
connections between the overt and covert activity in the combined Twitter and

10n Aug. 23, shortly before the publication of this report, Twitter increased the size of its dataset
to include an additional 24 accounts and 103,385 tweets. The updated disclosure statement
said the activity took place between March 2012 and August 2022.
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Meta data. These consisted of limited cases of content sharing and one Twitter
account that posed as an individual in Irag but has previously claimed to operate
on behalf of the U.S. military. Without supporting technical indicators, we are
unable to assess further the nature of the relationship between the two activity
sets.

We believe this activity represents the most extensive case of covert pro-Western
I0 on social media to be reviewed and analyzed by open-source researchers to
date. With few exceptions, the study of modern IO has overwhelmingly focused
on activity linked to authoritarian regimes in countries such as Russia, China, and
Iran, with recent growth in research on the integral role played by private entities.
This report illustrates the wider range of actors engaged in active operations to
influence online audiences.

At the same time, Twitter and Meta’s data reveals the limited range of tactics I0
actors employ; the covert campaigns detailed in this report are notable for how
similar they are to previous operations we have studied. The assets identified
by Twitter and Meta created fake personas with GAN-generated faces, posed as
independent media outlets, leveraged memes and short-form videos, attempted
to start hashtag campaigns, and launched online petitions: all tactics observed
in past operations by other actors.

Importantly, the data also shows the limitations of using inauthentic tactics to
generate engagement and build influence online. The vast majority of posts and
tweets we reviewed received no more than a handful of likes or retweets, and
only 19% of the covert assets we identified had more than 1,000 followers. The
average tweet received 0.49 likes and 0.02 retweets. Tellingly, the two most-
followed assets in the data provided by Twitter were overt accounts that publicly
declared a connection to the U.S. military.

This report is non-exhaustive and benefited from previous studies by the
academic and open-source research communities. We hope our findings can
contribute to a better-informed understanding of online influence operations, the
types of actors that conduct them, and the limitations of relying on inauthentic
tactics.

2 Methodology & Overview

The decision to focus on the exclusively covert activity represented in two
datasets drawn from separate takedowns by Twitter and Meta posed certain
methodological challenges. Accordingly, we employed the following practices to
build a subset of assets for further analysis.

« Firstly, we conducted a qualitative review of content samples, metadata,
and the profile information associated with each account to determine if
an asset should be classified as overt or covert. We conducted additional
open-source investigation to determine asset classifications when required.

» We then built a social media network map of the covert Twitter accounts’


https://public-assets.graphika.com/reports/graphika_stanford_report_more_troll_kombat.pdf
https://cyber.fsi.stanford.edu/io/publication/house-vs-outsourced-trolls-how-digital-mercenaries-shape-state-influence-strategies
https://graphics.reuters.com/CYBER-DEEPFAKE/ACTIVIST/nmovajgnxpa/
https://purl.stanford.edu/qg973fs1649
https://www.reuters.com/article/us-cyber-iran-specialreport-idUSKCN1NZ1FT
https://graphika.com/reports/operationffs-fake-face-swarm
https://graphika.com/reports/copypasta
https://cyber.fsi.stanford.edu/io/publication/one-topic-two-networks
https://about.fb.com/news/2021/08/july-2021-coordinated-inauthentic-behavior-report/

2.1 Audience

followers. This helped us understand the collective audience these assets
built and each asset’s relative influence and community. The resulting
network map revealed three major groups reflecting specific regions and
nations, including Iran, Arabic-speaking Middle East, and Afghanistan.

« We used these network groupings as a foundation to review further the
covert Twitter and Meta assets and assign labels corresponding to their
audience. This included a qualitative review of asset behavior, such as the
fake personas they employed online, and a quantitative content analysis of
the assets’ most-used hashtags, key terms, and web domains.

» This second review resulted in four labeled asset groups, each of which
appeared to encompass a contained campaign targeting audiences in one
country or geographic region. The activity sets related to Central Asia, Iran,
and Afghanistan were each distinct enough to merit their own labels. We
combined four less distinct Arabic-language clusters related to Iraq, Syria,
Lebanon, and Yemen as one group labeled “Middle East.”

 Finally, we analyzed the assets in each group individually and collectively
to identify the tactics, techniques, and procedures (TTPs) they employed
to conduct their campaigns and the narratives they promoted.

2.1 Audience

The below network map (Figure 1 on the following page) shows the communities
in which these covert Twitter assets achieved a degree of influence, thus providing
a picture of the international audiences that engaged with the campaigns. The
major groupings in the map reflect three nations and regions: Iran, Afghanistan,
and an Arabic-speaking Middle East group comprising Iraqgi and Saudi subgroups,
some of which contain a few accounts associated with Syria, Kuwait, and Yemen.

In addition to these major groupings, there were smaller community clusters in
the network containing mixed international accounts focused loosely on a variety
of international figures and organizations. We also encountered an unclustered
set of accounts with insufficient data for categorization.

Although we identified a Central Asia-focused campaign based on a review of
the assets’ activity, the map lacks a Central Asia community. The community’s
absence is likely due to the reportedly limited use of Twitter in Central Asian
countries, including Kazakhstan, Uzbekistan, Kyrgyzstan, and Tajikistan, where
Facebook, Instagram, WhatsApp, and Telegram are considerably more popular.
Accordingly, Twitter assets in the Central Asia group generated significantly less
engagement than their counterparts on Facebook and Instagram.

For each of the covert Twitter accounts we identified, we calculated its “follower
footprint” in each community cluster, defined as the proportion of accounts in the
community cluster that followed it. There was a typical long-tail distribution in
the follower footprints, with a few influential accounts followed by a descending
list of accounts with progressively fewer followers. The distribution also featured
a large set of assets (about 20% of all the suspended covert Twitter assets) with


https://school.cabar.asia/wp-content/uploads/2020/01/web_research_eng.pdf

2.2 Major Groupings

no followers evident among the map’s communities. Accounts with a significant
follower footprint showed a clear association with a specific national or regional
group in the map.

2.2 Major Groupings

YN 4 3
IRN PRO-REGIME

Figure 1: Community network map of covert Twitter asset followers. Color
represents major community groupings. Distance reflects network proximity,
with accounts appearing close to those they follow and that follow them.

The method used to construct the network map is designed to reveal the
communities in which the covert assets were embedded. We found 60,798
active Twitter accounts that followed at least one of the covert takedown assets
on Twitter, and collected follower and following data for each of these. We used
an iterative method to find the accounts among these best connected to each
other in strong communities, yielding a map of 13,946 densely interconnected
accounts. These were clustered based on network relationships into 49 individual
community clusters, then further categorized into seven map groupings based
on the strength of their relationships with each other and an analyst review of
language, interests, and behavioral characteristics. Five of these map groupings
combine further into two analytic parts: Iran (with three groupings) and Middle
East Arabic (with two groupings).

The major parts of the network include:



2.2 Major Groupings

Table 1: Breakdown of the Twitter-based Network Map by Group

Group Name Count Proportion
Iran 6335 45.4%
IRN PRO-REGIME 2429 17.4%
IRN ANTI-REGIME 2415 17.3%
IRN OTHER 1491 10.7%
M-EAST | Arabic 2867 20.6%
IRQ 2155 15.5%
SAU 712 5.1%
Afghanistan 1482 10.6%
INT 401 2.9%
Unclustered 2861 20.5%
Total 13946

- Iran: Three of the groupings, together comprising nearly half of the map
(45.4%), are centered on Iran. The largest of these groups contains twelve
clusters of politically focused accounts strongly supportive of the Iranian
government. Another group of roughly equal size contains nine clusters of
politically focused accounts strongly opposed to the government. A third
group contains seven clusters comprising mostly personal accounts with
nondescript characteristics but also accounts focused on writing and other
cultural topics. This third group is generally critical of the Iranian regime to
the extent that the accounts discuss politics.

« Arabic-speaking Middle East: Two of the groupings, comprising 20.6%
of the map, each contain Arabic-language communities associated with a
specific country: Iraq and Saudi Arabia. The Iraq group (15.5% of the map)
contains ten clusters of accounts variously focused on personal life, social
activism, government, and opposition politics. The Saudi group (5.1% of
the map) contains four clusters of accounts. These clusters focused mainly
on personal life and entertainment media, but one also followed political
and government leaders.

- Afghanistan: This grouping (10.6% of the map) contains six clusters, five
of which centered on Afghanistan and focused on personal life, government,
and researchers/scholars. One of the clusters centered on Pakistan and
focused on Pashtun politics.

« International: This grouping (2.9% of the map) contains two clusters. The
first is made up of loosely connected, mainly personal accounts from across
the MENA region. Accounts in this cluster follow a number of accounts
that are now suspended or no longer exist. The second cluster comprises
better-connected accounts that follow a range of international media and
social influencers and are associated with a range of international locations.

» Unclustered: A set of accounts (20.5% of the map) that could not be



2.3 Posting Patterns

clustered because of insufficient data.

2.3 Posting Patterns

After assigning each of the covert assets a label, we were able to visualize activity
and posting patterns for each group. This provided an overview of each campaign
and the set as a whole.

Figure 2 is based on data provided by Twitter and Meta and shows posting volumes
for each group over time. Tweets are represented in light blue, Facebook page
posts in dark blue, and Instagram posts in purple. The scale of the y-axis varies
by group. There are three key takeaways visible in the data:

» The small Afghanistan group was the longest-running campaign repre-
sented in the data. While most accounts in this group became active in
2019, one account began tweeting in October 2017. The most recent
Facebook and Instagram activity ran until July this year.

» Activity in the Afghanistan group peaked during periods of strategic
importance for the U.S., including the months prior to and following the
signing of the Agreement for Bringing Peace to Afghanistan (U.S.—Taliban
Deal) in February 2020 and the months leading up to the completed U.S.
departure from Afghanistan in August 2021.

« The Central Asia group was the most active campaign, with posting/tweeting
volumes peaking at almost 200 a day in the months leading up to and
immediately after Russia’s invasion of Ukraine in February this year.
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Figure 2: Posting volume by group. Tweets are represented in light blue,
Facebook page posts in dark blue, and Instagram posts in purple.
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2.3 Posting Patterns

The following graphics show daily posting times for each group, based on the data
provided by Twitter and Meta. Interestingly, the assets in each group typically
peaked in activity during the same period in any given 24 hours, usually between
1200 and 1800 GMT.
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Figure 3: Posting times for assets in Afghanistan group (top left), Central Asia
group (top right), Iran group (bottom left), and Middle East group (bottom right).
All times are shown in GMT.



2.3 Posting Patterns

Three of the groups also showed clear signs of automated or highly coordinated
posting activity. According to data provided by Twitter and Meta, assets in the
Afghanistan and Central Asia groups typically posted at roughly 15-minute or
30-minute intervals in any given hour. Furthermore, accounts in the Afghanistan,

Central Asia, and Middle East groups almost exclusively posted in the first second
of any given minute.
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Figure 4: Radar charts showing posts by minute in any given hour for assets in
the Afghanistan group (left) and Central Asia group (right).
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Figure 5: Radar charts showing posts by second in any given minute for assets
in the Central Asia group (left) and Middle East group (right).
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3 Central Asia

3.1 Overview

The Central Asia group consisted of 12 Twitter accounts, 10 Facebook pages,
15 Facebook profiles, and 10 Instagram accounts. We also found connected
activity on Telegram, YouTube, and Russian social media platforms VKontakte
(VK) and Odnoklassniki. All the accounts were created between June 2020
and March 2022. As with other groups we analyzed, the assets have been
suspended on Facebook, Twitter, and Instagram and largely suspended on
YouTube. However, accounts in the Central Asia group remain active on Telegram,
VK, and Odnoklassniki. Ten assets in the group posed as media outlets focused
on Central Asia. The operation’s segment on Odnoklassniki involved using almost
certainly inauthentic personas to spread content to Central Asian Odnoklassniki
groups.

= ®akTorpad

News Feed Topics Photos Videos Participants

About group ;A :anorpad;
akrorpa

CoBbITvs U HOBOCTY CTpaH LieHTpanbHoi Asumn n
BrivkHero BocTtoka. AHanua u obcyxaeHm1e Mocon CLIA B TamkukuctaHe [bkoH Mapk Mommeptuaiim ¢ 16 no 17 aBrycra Haxoauncs
NOCHEHNX HOBOCTEN U3 J0CTOBEPHBIX B lopHo-bagaxwaHckoit aBToHoMHo o6nacTu (FTBAO). Mo npurnawexuio

VCTOUHUKOB. npaeuTenscTBa Pecny6nuku TamkukucTaH oH NpUHAN yyactue B Mamupckom
https://www.instagram.com/faktograf2020 MHBECTULIMOHHOM ¢hopyme B Xopore 1 BCTpeTuncs ¢ npeaceaatenem NBAO Anviwepom
t.me/faktograf2020 Mup3oHaGoTom Ans o6ey/aeHus cdep ABYCTOPOHHErO COTPYAHNYECTBA.

https://www.facebook.com/faktograf2020 J “ B ST T ,..\
b ¢ 0N

Figure 6: The Faktograf [®akTorpad] page on Odnoklassniki

The operation targeted Russian-speaking Central Asian audiences and focused
on praising American aid to Central Asia and criticizing Russia, particularly its
foreign policy. Two assets concentrated on China and the treatment of Chinese
Muslim minorities, particularly the Uighurs in Xinjiang province. The assets also
frequently shared content about growing cooperation between Central Asian
countries. Content was almost exclusively in Russian, except for a small number
of tweets written in Central Asian languages, such as Kazakh and Kyrgyz.

The Central Asia group gained little traction on social media. Facebook posts
often had fewer than 10 likes, and only 10 posts gained more than 1,000 reactions.
However, two of the sham media outlets in the group produced two viral videos
that received hundreds of thousands of views on Facebook (Figure 7 on the
following page). The first video was about Kyrgyzstan’s reported ban on Russian
war symbols, and the second was a non-political TV news excerpt about an Uzbek
farmer growing fruits in the desert.
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3.2 TTPs

J‘L Mynbc BocTtoka posted a video.

[Y/1be
3 months ago

¥ ®akTtorpad posted a video.
1 year ago

B KblprbiacTaHe 0puuMasnbHO 3anpeTunn CUMBONUKY, CBA3aHHYIO C KPOBaBO
«creuyasnbHoll BoeHHo onepauyeli» Poccun B cyBepeHHol YkpauHe. MpaxnaHe
KbiprbiacTaHa - NpoTMB nponaraqabl BOiHbI 1 arpeccun P®. Ha kappax Buaeo
BOAMTENS! aBTO C CUMBO/INKOI Z OCTaHOBUAN 1, HA OCHOBaHMI HOBOTO 3aKOHa O
3anperTe, 3aCTaBUAN CHATb CUMBONWKY. * #YKpanHa #BoiHa #P® #Poccus
#LAzaYkpanHy

DpPYKTOBbIN Caj, MOCPeA NYCTbiHKU Pa3bun yabekckuii epmep. Arpapuii Bbicagun
Ha 250 rektapax nycTbiH1 abpukochbl, apbysbl 1 abiHK. U BCE 310 Bnaropaps
YHUKaNbHOI TEXHONOMMK, KOTOPYIO y3BekncTaHew, NpuayMan cam.

XKaKkbiHbiNa XaHaiwbip 6on! |

Mepxi - BypbinGaiiTan Tac XOnbIHAAFbI KOSFANBIC Xbifl COHbIHA
peiii auwbinany - KP MMAM

250.9K Post Views

600.2K Post Views o 614.7K Total Views

OOV 9162 455 @ 4,077

ORD10178 Q4087 @ 928

Figure 7: The Central Asia group posted to Facebook two videos that went viral.
One discussed a man forced to take down from his car in Kyrgyzstan a sign in
support of the Russian armed forces (left) and the other was about an Uzbek
farmer growing apricots and watermelons in the desert (right).

3.2 TTPs
3.2.1 Fake News, Fake Faces, Fake Followers

The Central Asia-focused campaign first created assets on Instagram, Telegram,
Twitter, and Odnoklassnikiin 2020, before later setting up accounts on Facebook
and VK in 2021. According to domain registration records, a website for the sham
media outlet Intergazeta was created in March 2021.

Assets still active on Odnoklassniki and VK provide insights into how this cross-
platform campaign operated. Fake personas created by the actors were typically
linked to one of 10 sham media outlets, which posed as independent news entities
covering events in Central Asia. These fake personas posed as individuals living
in Europe and Central Asia, were listed as administrators for the sham media
outlets, and posted content from the campaign to different social media groups.
On Odnoklassniki, for example, the personas regularly posted to groups including
Fighters of Kyrgyzstan [EOMLLbl KbIPTbI3CTAHA] and Central Asia News [HoBocTu
Central Asia].

On Facebook, a page for the sham media outlet Vostochnaya Pravda claimed
to focus on debunking myths and sharing “absolute facts” about Central Asia
(Figure 8 on the next page). Vostochnaya Pravda and other assets in the campaign
typically posted long text blocks about local news events and geopolitics
alongside an illustrative picture. Like all posts by the covert Central Asia assets,
this content received close to zero engagement. Facebook transparency data
also showed the location for the administrators of four of the pages to be France,
despite Meta saying the network originated in the U.S.

Some of the “news” pages, such as Stengazeta, used engagement-building
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3.2 TTPs

BocTouHas MpaBaa

News Feed Topics Photos Videos Participants

About the business ° Bocrounas Mpasaa

[ Web media CLLUA v locyaapcTBeHHbIN TaMOXeHHbIN komuTeT (TTK) Pecny6nuku YabekuctaH

NPOBENY BAPTYAIIbHYIO LIEPEMOHMIO Nep HOBOTO )
ans noaaepxku MK B 6opbbe ¢ koHTpabaHaoi AAepHbIX MaTepuasnos 1 NOAroTOBKU

il MTech K HaMM Becegam

Ha UHTepecCHble Ansi Hac TeMbl, Kacawwmecs
cTpaH LleHTpanbHoi Aaun u BnwxHero BocToka.

F: : facebook.com/vostoct
Twitter: @Vostok_Pravda m Q

Instagram: @vostOchnaya_prav m

@ Hawa Muccus - pasobnavyntb NOXHYI0 MHGOPMaLUIO
W NpPeaocTaBUTbh BaM abcontoTHble pakTbl,
Kacawwmecs cTpaHbl LleHTpanbHOMW A3uu wu...

Figure 8: Vostochnaya Pravda’s profile on Odnoklassniki shows that the page
registered itself as an “internet media” outlet on the platform (top). On
Facebook, Vostochnaya Pravda claimed to be a page debunking misinformation
and sharing “absolute” facts about Central and West Asia (bottom).

techniques, including openly calling for interactions from their readers on what
they had just read. We witnessed similar behavior from the only active Facebook
profile posting original content. Attempts to grow a follower base were evident on
Twitter, where the assets repeatedly tweeted at real users, including pro-Ukraine
and pro-Russia accounts, such as the self-proclaimed Ministry of Foreign Affairs
of the Donetsk People’s Republic (@MID_DNR).

We believe the Facebook pages in the group likely acquired followers
inauthentically in an attempt to look like real and organic entities, possibly by
purchasing fake followers. According to CrowdTangle data, the pages quickly
gained up to several thousand followers in their first few weeks. Subsequently,
the pages experienced net losses in followers between June and August 2021,
possibly as Facebook deleted the accounts of their fake followers (Figure 9 on
the following page). The pages’ likes experienced the same phenomenon.

At least one of the group’s personas featured a doctored profile picture using a
photo of Puerto Rican actor Valeria Menendez (Figure 10 on the next page). We
suspect that at least two other fake users in the group used similar techniques, but
we could not identify the original photos. Additionally, at least one cross-platform
persona used a picture stolen from a dating website, and others often displayed
pictures of Paris and its monuments, echoing the pages’ listed administrator
locations. At least one asset on Odnoklassniki also had its location set to Paris.

12



3.2 TTPs

FOLLOWER TYPE Followers SHOW BY Total

@ OakT Tobe @ Tynbc Boctoka @ daktorpad @ WHoockon @ WHTepraserta
® BoctouHas Mpaepa @ Optocaiibnor @ CreHraseta @ LlecTurpaHHuk

Meguna®dunbtp

. )I—’_

4.00k

2.00k

—

Week of 01/01/2Week of 04/01/2Week of 07/01/21Week of 10/01/21Week of 01/01/22Week of 04/01/22Week of 07/01/22

Figure 9: Total number of followers over time for the Central Asia group’s
Facebook pages from 2021-2022. Data from CrowdTangle, a public insights
tool owned and operated by Meta.

Figure 10: One persona in the Central Asia campaign used a doctored picture
(left) of actor Valeria Menendez (right) as its profile picture. The asset that used
this image was listed as the contact for Intergazeta’s VK page.
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3.2 TTPs

3.2.2 Lostin Translation

The sham media outlet Intergazeta repeatedly copied news material with and
without credit from reputable Western and pro-Western sources in Russian, such
as Meduza.io and the BBC Russian Service. The sham outlet often made minor
changes to the copied texts in a likely effort to pass them off as original content.
Intergazeta also produced articles in Russian compiled from sections of different
English-language sources. Typically, these sections were literal “word-to-word”
translations into Russian, as opposed to more-advanced semantic translations,
resulting in non-native sounding language. In one case, the outlet posted a
Russian-language article about Russian disinformation in China that was almost
certainly translated from the English-language version of a Ukrainian article
published nine days earlier.

Intergazeta was not the only asset to translate content from English sources.
Facebook pages in the group sometimes posted Russian translations of press
releases from the websites of the U.S. embassies in Central Asia. These posts
focused on U.S. financial and material support to Central Asian countries. The
posts also copied or translated content from U.S.-funded entities, such as
Radio Free Europe/Radio Liberty, and the independent Kazakh news outlet
informburo.kz.

i nPonaraHaA  x  +

[0 & intergazeta.com,

Doublethink Lab (DTL), TaliBabCckas opr eo BAVAHIA

JMOHHBIX i KuTas, oTcnexuBaeT KUTaickme rocyAapcTBeHHbIe U counanbHole
ceTvt ¢ pespansi 2022 roaa. AHaNUTUKY DTL OBHAPYXWM, UTO KUTAMCKIE MCTOUHIKIA OBTOPSIOT 1A
PacnpOCTPAHAIOT POCCUIACKYIO AE3MHGOPMALMIO O HEOHALICTaX B YKPaUHE 1 O NPOBEAEHUN

" CnewmansHoii onepaui no sikobb! AeHaLMdUKaLK.

Kpowme Toro, kutarickue CMU v 6510repbi HSOT a

POCCHIACKWI ANICKYPC 06 «yKPAUHCKOM HaL3Me» C MpoTecTamin B FOHKOHe. TakitM 06pasoM oHM

KUTaMACKVMI YMTATENAMM, CO3AaBAsA HEraTMBHbIA 06pa3 YKpauHbl,

Mo ux cnosam, poccuidc P Kas BOWHa 1 C YKpauHb! XuTb B KOM
06LLECTBE 6bII BbI3BaHbI NPSIMBIM BMELLATENLCTBOM UHOCTPAHHBIX CN BO BHYTPEHHME Aena
APYroro rocyAapcTsa v puHaHCMpyeMbiMu1 13-3a py6exa HaumuctTamu.

B «HOCTpaHHas Wst» — CTaHAAPTHBIN apryMeHT, UCMONb3yeMblii KUTaACKUMM
NOANTUKAMK B OTBET Ha NI0BYI0 KPUTVIKY, NPUBNEKAIOLLYIO BHUMaHUE K CUTyauum ¢ npasamu
uenoseka 8 KHP, reHoLaY yiirypos B CUHBL3AHE WA K HACUAIO B TEETE U FOHKOHTe. Kpome Toro,
Takue (eiikoBble HOBOCTY PACNPOCTPAHSIOT Wio o P

anbAHCax, B KOTOPbIX Poccua n Kutail BUAAT rN06anbHyio yrposy, N pasxuraloT aHTu3anaaHble u
aHTaMepUKaHCKIe HACTPOEHIA CPeAV KUTAIILIEB.

PACMPOCTPAHEHME POCCUIACKOW AE3NHOOPMALNA
Sprea Russian disinformation narratives about Ukraine

acmsgg)hqmese information space B KUTAE

ut Chi

Poccuniicko-ykpanHckan BoiiHa noctasuna Kutain nepea TpyAHbIM BbIGOPOM MeXAay NOAAEPXKOA
CBOETO FNaBHOrO COK3HMKA, POCCUM, U YKNIOHEHIEM OT PECTPUKLIIA, KOTOpbIE MOTYT BBECTY Apyrie
CTPaHbl, €C/IM OH OKaXeT BOEHHYIO NOMOLLL MOCKBE 1AW NOMbITaeTcs NomMoub PO o6oiTn
OrpaHnieHus.

1 anpensi Esponeiickuii Coto3 1 KiTait NpoBent coBMecTHbIl cammut 8 popmate
BUIEOKOHbEPEHLIAN, Ha KOTOPOM eBponelickuie VAepbI HANOMHIAV MekUHY, YTO BOCCTaHOBNEHME
MUPa 1 CTa6UALHOCTH B YKpauHe ABASETC 0BLueii 0TBETCTBEHHOCTBIO.

. o B CBOUX OGUUMANbHBIX KiTait 3aHsin Heit yio No3uLuio B BOViHbI B
potentially play the role of a mediator. However, in real life, China's stance is YKpauHe 1 Npu3biBaeT 06e CTOPOHBI K y4acTuIo B MIPHBIX NePeroBopax, B KOTOPLIX OH
completely different. NOTEHUMaNLHO Mor 6bl CbirpaTh POk NocpeaHnKa. OAHAKO B peanbHOMN XM3HM No3numa Kutas
) COBEPLUEHHO UHast. BCEro 3a HECKONIbKO HeAeNb A0 Hauana NoHOMACWITABHOrO BTOPXeHUs POCCUN B
o en YkpauHy Cun LisuHbnuH 1 MyTi noanvcan Tak Onumnmiickyio B Heii

He/ABYCMbICIEHHO NOATBEPXAANOCH, YTO ABA FOCYAAPCTBA HAMEPEBAIOTCS CTOATH BMECTE U

NOAAEPXUBATL APYT APYTa BO BCeX Chepax. CTONKHYBLINCE CO CIOXHOI M MEHSIOLLeViCs

Figure 11: Left: an (archived) English translation of a Ukrainian-language article
from Texty.org.ua. Highlighted in yellow: segments rephrased by Intergazeta.
In red: segments removed by Intergazeta. Right: the translation into Russian
by Intergazeta. Highlighted in green: additions from Intergazeta.
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https://web.archive.org/web/20220805154554/https://euromaidanpress.com/2022/08/05/how-russian-disinformation-narratives-on-war-in-ukraine-impact-chinese-information/
https://webcache.googleusercontent.com/search?q=cache:-BfLd7kp6QsJ:https://texty.org.ua/articles/107364/kytajski-derzhavni-media-aktyvno-poshyryuyut-rosijsku-dezinformaciyu-pro-vijnu-ukrayini/
https://web.archive.org/web/20220805154554/https://euromaidanpress.com/2022/08/05/how-russian-disinformation-narratives-on-war-in-ukraine-impact-chinese-information/
https://web.archive.org/web/20220819173711/https://webcache.googleusercontent.com/search?q=cache:-BfLd7kp6QsJ:https://texty.org.ua/articles/107364/kytajski-derzhavni-media-aktyvno-poshyryuyut-rosijsku-dezinformaciyu-pro-vijnu-ukrayini/
https://web.archive.org/web/20220814184530/https://www.intergazeta.com/%D1%86%D0%B5%D0%BD%D1%82%D1%80%D0%B0%D0%BB%D1%8C%D0%BD%D0%B0%D1%8F-%D0%B0%D0%B7%D0%B8%D1%8F/%D0%BF%D1%80%D0%BE%D0%BF%D0%B0%D0%B3%D0%B0%D0%BD%D0%B4%D0%B0-%D0%BF%D1%80%D0%BE%D1%86%D0%B2%D0%B5%D1%82%D0%B0%D0%B5%D1%82-%D0%B2-%D0%BA%D0%B8%D1%82%D0%B0%D0%B5/
https://informburo.kz
https://Meduza.io

3.2 TTPs

3.2.3 Coordination and Copycat Content

Assets in the Central Asia group showed clear and repeated signs of coordinated
behavior: they posted simultaneously, used the same images, and recycled
content over time across accounts.

At times, accounts in the group appear to have made an effort to mask this
coordination. For example, when sharing identical content, assets would leave
periods of hours or days between posts. The same images were also shared with
slightly modified captions or headlines (Figure 12). At least half of the assets
interspersed their posts with content promoting the cultures and natural beauty
of Central Asia, possibly in an attempt to appear authentic and obscure their
politically motivated activity.

@ Oprocaii6nor
& Dec 21, 2021 at 6:45 PM

- ®dakrtorpadp Vol ek . CreHraseta
Dec 22, 2021 at 3:31 PM Dec 23, 2021 at 2:39 PM

B KOHLe rofia MHOrne MeXayHapoaHble
opraH1saLum 1 ryMaHuTapHble Muccun
ny6NKYIOT OTYETbI O CUTyaLWK B 30HaX
60€eBbIX eCTBMI, a TakXe 0 NoTepsx cpeaun
MWPHOro HaceneHwus. Cupwiickas...

See more

3a nepuop c sHBaps no Hoabpb 2021r.
Bolicka Acapa u BKC P® coepumnu @
1284 HanapeHns Ha MUPHbIX XUTenei.

Y6urpi 224 MUPHBIX WuTENS
Y6uri 65 ereit
V6urol 38 weHuun
Tameno panensl 612 venosex

Tseno panensi 150 pereii

Mpepnaraem Balemy BHUMaHUIO LUdpPbI,
KOTOpble FOBOPAT Camu 3a cebs, U KoTopble
He ynomuHaloTcs npokpemnescknmm CMU n
POCCUICKUMU NIUAEPaMK, KOTAA OHU TPy6ST
0 pocTuxeHusx Poccun B Cupun. OpHako,...
See more

3a nepuop c aHBaps no Hos6pe 2021r.
Boiicka Acapia u BKC PO cosepuunu
1284 HanapeHns Ha MUPHbIX KUTenei.

Y6utol 224 mupHbIX WuTens
Youroi 65 pereit
V6utni 38 wenuun
Taweno panenbl 612 yenosex
Tseno panenbl 150 pereit

L=

Wi=CornacHo cTaTucTuke, ony6aMKoBaHHOM
rpaxaaHcKUMm akTuBucTamu B Cupum, ¢
Havana 2021 roga BKC ==P® 1 cunbl Acapa
nposenu 1284 aBuaygapa u aptobcTpena Ha
TeppuTOpUM CTpaHbl. B peaynbtate norunén...
See more

3a nepuop c sHBaps no Hos6pb 2021r.
Boiicka Acapa u BKC PO coepumnu
1284 HanafieHUsi Ha MUPHBIX XXUTeNeH.

Y6utol 224 MUpHBIX HTENS
Y6urol 65 gerei
Y6utol 38 senumun
Tawmeno panenbl 612 yenosex
Tsweno panensi 150 pereii

Paspywenbl 113 ocHoBHbIX popor Paspywenbl 113 ocHoBHbIX gopor Paspywenbi 113 ocHoBHbIX Aopor
MoBpempenbl & nareps Gexenuyes

Pa3pyweHbl 8 wkon  noAMKNHHKK

MoBpexpenbl & nareps Gemenues

Mopempenbl 4 nareps Gexenues

Paspywenbl 8 wkon n nonHKNHHKK PaapyweHbl 8 wKon W NORHKNHHHK

Paapywenb! 5 meuereil u dhabpux Paapywenbi 5 wevereii u dhabpuk

Paspywenbi 5 mevereil n dhabpux

0o 0o @4 05 00 @1 ©Do 00 @1

Figure 12: Three assets in the group coordinated posting over three days in
December 2021.

However, the coordination was especially clear when assets in the group posted
about U.S.-related news or used translated content from official American
sources, such as U.S. embassies in Central Asia. In one example, the Vostochnaya
Pravda Facebook page posted a word-for-word Russian translation of an English-
language news bulletin from the U.S. embassy in Tajikistan (Figure 13 on the next
page). The post included a link to a Radio Liberty article on the topic, an excerpt
of which was then shared by multiple other assets in the group.

The assets also sourced content from media outlets linked to the U.S. military,
particularly Caravanserai (central.asia-news[.]Jcom). This outlet is one of three
that previously operated as Central News Online (centralasiaonline[.Jcom), which
named the U.S. Central Command as its sponsor and, before 2016, was part of
the U.S. government’s Trans-Regional Web Initiative mentioned at the beginning
of this report.

Multiple Facebook pages in the campaign shared screenshots from central.asia-
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https://web.archive.org/web/20220105210614/https://tj.usembassy.gov/us-embassy-provides-20-jeeps-to-tajikistan-ministry-of-defense-to-help-secure-tajikistan-borders-100521/
https://web.archive.org/web/0/https://rus.ozodi.org/a/31493958.html

3.2 TTPs

news[.Jcom, and the Linktree of sham media outlet Stengazeta directed visitors
exclusively to the website, except for one link to an Avaaz petition demanding the
Kazakh government ban Russian TV channels (Figure 14 on the following page).

| MynscBocroxa v Wecrurpansun v acrorpac v
Visas  US.CizenServices  OurRelationship  Business  Education&Cuftwe  Embassy Y @ oar 2o21at © octe, 2021849 P 0 octs, 202100821

Dushanbe, Tajikistan, October 05, 2021 - On October 5, 2021, the U.S. Embassy in Dushanbe, provided 20 BywanGe, y e

jeeps to Tajkistan's Ministry of Defense to help Tajikistan secure its borders. The vehicles, which are " o i Lo

valued at $1.4 million, will enable the special forces under Tajikistan's Ministry of Defense to conduct Seemore. ' Seemore. pofieKa cnewnan

operations in the uneven terrain of the border regions.

us. John Mark and Major Bobozoda Hisrav, Deputy Minister for
Logistics of Tajikistan's Ministry of Defense, participated in a handover ceremony for the light-utility
vehicles. Speaking at the ceremony, Ambassador Pommersheim noted that, “This donation is just one
example of the assistance we provide to Tajikistan to secure its borders. We are grateful for Tajikistan's
close cooperation in the field of border security and are proud of our joint achievements. We remain
partners in the fight against terrorism, drug trafficking, and nuclear proliferation. We are stronger when we

work together.” CLUA NEPEAANTH MHHOBGOPOHDI CIUA NEPEAANN CLUA NEPEAANH TAZHHKHCTAHY 20
TAAKHKHCTAHA TAIDKMKUCTAHY 20 'BHEAOPOIRHMKOB ANA YCHNERHA
20 BHEAOPOMHHKOB BOEHHbIX [)kKunos (OXPAHbI FPAHMI
ons 0103 ono 0o 0o on7 00 ©o

BocrouHas MNpasga
10 months ago 4EIVLETPIFIRFEETIVE

5 okTa6ps noconbeTso CLUA B lywan6e npenoctasnno MUHMCTEPCTBY 060POHbI Q ?f?:cf,m;m 18 om N = ?;'S.'f’?; at6:30PM N
TapkukucTaHa 20 AXUNOB, 4TO6bI NOMOYb CTPaHe b b & "

CBOMX rpaHuL,. 814 nossonaT A

cneuHasy T b Ha nep i1 MecTHoCTU

lepenannsie XL N03BONAT BOCKaM.
Soemore.

NPUrpaHnyHbiX peroHos. Mocon CLUA OxoH Mapk MommepcxaitM 1 reHepan-
maiiop Bo6o3oga Xvcpas, NPUHSIM y4acTve B LLePeMOHUM Nepeaayu MalmH.
BbicTynas Ha LepeMoHWUu, nocon NMoMMepcxaitM OTMETUN: «3TO NOXEePTBOBaHUE -
NWb OAMIH 13 MPYMEPOB MOMOLLM, KOTOPYIO Mbl OKa3biBaem Pecny6nke B
oBecneyeHnm 6e3onacHocTy rpaHmu. Mbi 6narogapHbl TamkukUCTaHy 3a TecHoe
COTPYAHNYECTBO B 06/1aCTH GE30MACHOCTY 1 FOPAMMCS HALWMMMU COBMECTHBIMI
AOCTMXEHUsIMU. Mbl ocTaeMcs napTHepamm B 6opbbe ¢ Teppopru3Mom,

CUIA NEPEAANM TATKHKHCTAHY 20
He3aKOHHbIM 060POTOM HapKOTUKOB 1 PACrPOCTPaHEHUEM SIEPHOrO OpyXus. Mbl CNELABTOMOGHAEH ANA OXPAHDI FPRHH
cunbHee, koraa pabotaem BMecTe». - 3asBun nocon. https://bit.ly/3BnQgX2
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Figure 13: Left: Vostochnaya Pravda posted a Russian translation of an English-
language press release from the U.S. embassy in Tajikistan to its Facebook
page, alongside a link to a Radio Liberty article. Right: Other assets in the group
subsequently shared the same excerpt of the article to Facebook and other
platforms.
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https://webcache.googleusercontent.com/search?q=cache:E7b6RR6-HwsJ:https://linktr.ee/stengazeta_2020
https://web.archive.org/web/2/https://secure.avaaz.org/community_petitions/ru/tokaev_kasym_zhomart_kemelevich_petitsiia_za_zapret_transliatsii_rossiiskikh_telekanalov_v_kazakhstane/
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©@stengazeta_2020

KasaxcTaHckuin akcnopt: CLUA nokasanu ce6s anbtepHatuon Kutato

Hy>xeH N1 KasaxcTaHy o6a3aTenbHbll NePEBOS, BbIBECOK Ha PYCCKUIN A3bIK?

Kutaii nuwaet CuHbL3SH PEIMTMO3HON U KYbTYPHON CaMOBBbITHOCTH

Kutan nomoraeT MpaHy oTMbIBaTb AeHbrn U UHAHCUPOBaTb TEPPOPU3M

MeTuumns 3a 3anpeT TpaHcnauun pOCCVIVICKVIX TenekaHanos B KasaxcTtaHe

Figure 14: The Linktree of Stengazeta led exclusively to central.asia-
news[.Jcom URLs, except for one petition that demanded Kazakhstan ban
Russian TV channels.
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https://webcache.googleusercontent.com/search?q=cache:E7b6RR6-HwsJ:https://linktr.ee/stengazeta_2020

3.2 TTPs

3.2.4 #Batches_of_Hashtags

Around half of the assets posing as media entities, such as Stengazeta and Fakt
Tobe, used batches of hashtags under their posts, likely in an attempt to reach
broader audiences. The hashtags often corresponded to the names of Central
Asian countries in Russian and other languages, such as #kasaxcTaH [Kazakhstan
in Russian], #ka3akcTtaH [Kazakhstan in Kazakh], and #gazaqstan [romanized
version of kasakcTaH]. Assets repeatedly used hashtags related to the topics
of their social media posts but also generic Russian-language hashtags such as
#uHTepecHo [interesting]. Occasionally, the promoted hashtags were unrelated
to the topic of the post. This was especially true for cultural content, which
sometimes featured unrelated hashtags about the war in Ukraine.

Table 2: The below table lists the top hashtags from the Central Asia group’s
Twitter accounts. While many referred to regional geopolitics, some, like “Old
pictures,” promoted Central Asian culture.

Hashtag Translation  Count

ueHTpanbHasasma Central Asia 118

centralasia 101
y3bekuncTaH Uzbekistan 91
Kblprbi3ctaH Kyrgyzstan 61
HEeTBOWHe No to war 60
KbIPrbi3CTaH Kyrgyzstan 59
KasaxcTaH Kazakhstan 52
nyTewecTeus Travel 46
cnpus Syria 45
CTpaHbl Countries 44
ukrainawar 43
cTapbledoTo Old Pictures 42
poccus Russia 39
Y3bekucrtaH Uzbekistan 37
KnTam China 37

At least four of the sham media outlets also made apparent attempts to
launch hashtag campaigns related to the war in Ukraine. For example,
posts about the Russian invasion of Ukraine from Puls Vostoka featured
the hashtag #LlA3aYkpaunHy [Central Asia for Ukraine], Stengazeta promoted
#CerogHaYkpanHa3asTpallA [Today Ukraine tomorrow Central Asia], and
Shestigrannik promoted #ykpaunHallAcTtobon [Ukraine, Central Asia is with you]
(Figure 15 on the next page). Audience analysis suggests none of these hashtag
campaigns gained significant traction with authentic users.

3.2.5 Petitions

The assets pushed at least four petitions on Facebook, Twitter, and Instagram.
One called for Kazakhstan to leave the Collective Security Treaty Organization

18


https://web.archive.org/web/2/https://alash.online/1275-odkb-eaes.html
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e Mynbe Boctoka i Crenrasera
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Figure 15: Posts from Facebook pages Puls Vostoka (left) and Stengazeta
(right) used the hashtags #LlAsaYkpaunHy [Central Asia for Ukraine] and
#CerogHaYkpanHa3asTpallA [Today Ukraine Tomorrow Central Asial.

|
2

#UA3aYkpauHy

(CSTO) and the Eurasian Economic Union (EEU). A second demanded that
Kyrgyzstan curb Chinese influence in the country. The last two called on the
Kazakh government to ban Russian TV channels. Three of these petitions were
launched on the U.S. non-profit petition platform Avaaz, and one was posted on
the Kazakh website Alash. Four separate articles from Radio Liberty’s Kazakh
website, Azzatyq, shared one of the petitions. While we could not determine
whether the operation created the petitions, CrowdTangle data shows that assets
were often the first to share the links on Facebook (Figure 16).

wiE1™ B KazaxcTaHe 6bina co3fgaHa neTuuus, npusbisaioLias

@ CTeHrasera NpaBUTENbCTBO CTPaHbI K 3anpeTy Belanus TenekaHanos PO 8 MAR 6, 2022 10
CBA3N C PACNPOCTPaHAEMON MMM ie3NHGOPMaLIK OTHOCHTENbHO

Ha ¢ore 6ecn; THOrO Ba 7

@ LlecTUrpaHHUK nponaraHaibl, KOTOPOIl CONPOBOXAAITCS BOEHHbIE AeicTaus PO B MAR 6, 2022 2
YkpauHe, rpaxaaHe KasaxcTaHa 3anycTunm netmumio ¢

B KasaxcTaHe 3anycTuim neTMumio ¢ NpusbiIBOM OCTaHOBUTHL

E\' Oprocaiibnor BelLaHNe POCCUICKMX MPOMaraHAMCTCKUX TeNekaHanos, KoTopble MAR 6, 2022 5
. ONpaBabIBAIOT BOEHHYIO arpeccuio Poccun B YkpauHe:

_ B 1

KpeMmneBckas MonnTika yMonyanus, AesuHpopmaLmm 1
et Mynbc BocToka nponarak/pl CTana 0co6eHHO XxapakTepHO NPy OCBeLeHN MAR 4, 2022 77
BOEHHbIX [1e/iCTBUIA Ha YKpauHe AN ayAnTopnun BHYTpU Poccum n

Figure 16: CrowdTangle shows the assets were the first to share petitions
calling for the Kazakh government to ban Russian TV channels.
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https://web.archive.org/web/20220819151619/https://secure.avaaz.org/community_petitions/ru/narod_kyrgyzstana_stop_kitaiskoi_ekspansii_v_kyrgyzstane_zashchitite_rabochie_mesta_nashego_naroda/
https://web.archive.org/web/20220807020626/https://secure.avaaz.org/community_petitions/ru/tokaev_kasym_zhomart_kemelevich_petitsiia_za_zapret_transliatsii_rossiiskikh_telekanalov_v_kazakhstane/
https://web.archive.org/web/20220819152132/https://secure.avaaz.org/community_petitions/ru/ministerstvo_informatsii_i_obshchestvennogo_razvit_ostanovite_veshchanie_rossiiskikh_telekanalov_na_territorii_respubliki_kazakhstan/
https://web.archive.org/web/2/https://alash.online/1275-odkb-eaes.html
https://web.archive.org/web/2/https://rus.azattyq.org/a/31791209.html
https://web.archive.org/web/20220330015723/https://www.azattyq.org/a/how-to-protect-central-asia-from-kremlin-propaganda/31773628.html
https://web.archive.org/web/20220705062943/https://rus.azattyq.org/a/31773680.html/
https://web.archive.org/web/20220705073637/https://rus.azattyq.org/a/kazakhstan-russian-propaganda/31804403.html/

3.3 Narratives

3.3 Narratives

The Central Asia group focused on a range of topics: U.S. diplomatic and
humanitarian efforts in the region, Russia’s alleged malign influence, Russian
military interventions in the Middle East and Africa, and Chinese “imperialism”
and treatment of Muslim minorities. Starting in February this year, assets that
previously posted about Russian military activities in the Middle East and Africa
pivoted towards the war in Ukraine, presenting the conflict as a threat to people
in Central Asia.

3.3.1 America, Our Best Ally

Assets in the group heavily promoted narratives supportive of the U.S. on
Facebook, Instagram, Twitter, YouTube, and Telegram. These posts primarily
focused on U.S. support for Central Asian countries and their people, presenting
Washington as a reliable economic partner that would curb the region’s
dependence on Russia. Other posts argued that the U.S. was the main guarantor
of Central Asia’s sovereignty against Russia, frequently citing the war in Ukraine
as evidence of the Kremlin’s “imperial” ambitions. Interestingly, the assets also
promoted U.S. humanitarian efforts, mentioning the United States Agency for
International Development 94 times on Twitter and 384 times on Facebook in
the respective datasets.

) VHdockon el Mynbe BocToka
&4 3 months ago - 2,309 Likes socToRn 1 month ago - 6,717 Likes
Mocon CLUA B TagxukncTaHe Ha npecc-kKoHdepeHuun B [lywarbe 10 mas sassun, Mocon CLUA B Y36ekuctaHe [aHnen Po3eH6/10M 3TUM NIETOM 3aBepLUaeT CBOKo
uT0 CLUA HaMepeHbl NOCTPOUTb MOrPaHMOCT Ha TaAXKMKCKO-adraHCKoii rpaHuLe 1 TpexneTHIo MUccuio B TalkeHTe. B npeaasepvn [Hs HesaBncumoctu CLUA 1 no
ropoaok norpaHotpaaa Ans 900 BOEHHOCAYXALLUMX W 4N1eHOB uX... See More cnyyato 30-N1€TUs YCTaHOBNEHNS AUMIOMAaTUYECKNX OTHOLWEHWIt AByX... See More

]

CLUA NOTPATAT MMANHOHDI PO3EHGMIOM: LENb CILIA B
[ONNAPOB HA VKPENMEHHE WEHTPANLHOM A3HH -
(T L LB CTABMNBLHOCTL M CYBEPEHMTET
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Figure 17: Posts about the U.S. helping Tajikistan secure its border with
Afghanistan (left) and presenting the U.S. as the main guarantor of Central
Asia’s stability and sovereignty (right).
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3.3 Narratives

3.3.2 RussiaLooms Large

Assets in the group consistently portrayed Russia as a threat to Central Asian
countries. A recurring narrative claimed that Russia is abusing Russian-Central
Asian partnerships, namely the CSTO and, to a lesser extent, the Commonwealth
of Independent States (CIS), to extract one-sided benefits (Figure 18). Posts
frequently described the CSTO as a hazardous tool that Russia could use to
circumvent Western sanctions and drag Central Asian countries into its war
against Ukraine. The assets also said Central Asian countries must leave these
organizations if they wish to retake their full sovereignty from Russia.

As an alternative, the assets advocated for creating exclusively Central Asian
partnerships. Accounts in the group celebrated steps taken by Central Asian
governments to move away from Russia, such as Kazakh President Kassym-
Jomart Tokayev’s decision to withdraw from the CIS agreement on the Interstate
Monetary Committee or efforts to reinforce local languages and cultural identities.
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Figure 18: Left: A post about Russia’s imperialism in Central Asia. Right: A
post about Russia possibly calling CSTO troops to Russian-occupied regions in
Ukraine under the premise of peacekeeping.

Other posts criticized Russia’s use of propaganda to spread anti-West and pro-
Russia narratives in Central Asia, depicting Russia as a nefarious actor working
to undermine independent democracies. In January 2022, for example, the
accounts covered mass protests that followed a sudden increase in fuel prices
in Kazakhstan, but mainly through the lens of debunking Russian allegations
of “foreign interference.” Some of the group’s media outlets also claimed that
Russia sent Wagner Group mercenaries to seize Almaty airport and that Russia
was using claims of foreign interference as a pretext to send Russian troops as
CSTO peacekeepers to occupy Kazakhstan.
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3.3 Narratives

The assets also highlighted the repression and abuse of Central Asian migrants
in Russia. Several posts covered the pressured, sometimes forced enrollment of
Central Asian migrants into the Russian army in exchange for promises of Russian
citizenship. This narrative overlapped with posts about the high casualty rate for
ethnic minorities fighting for Russia in Ukraine.

WHdockon o
@ 3 months ago - 2,309 Likes f25)) OprocaitGnor
G 4 months ago - 1,465 Likes

Paguo A3aTTbik ony6a1KOBano MaTepuarn, corfacHo KoTopomy, 80% norublumx B
YKpauHe BOGHHOC/YXaLLNX U3 ACTPaxaHCKo! 061acTh - Kasaxn
https://tinyurl.com/28by8rd8. Mpu 3ToM L0Ns Ka3aXxCKOro HaceneHms o6nacTv He
npesbiwaer... See More

"PYZZKUA an

B PoCCUM y4aCTUAMCh Cy4au OTNPaBkM B YKPanHy BOEHHOCAYXAILMX U3 Yncna
MUrpaHToB LleHTpanbHoi A3un. HegasHo B 60X B YKpanHe norué ypoxeHew,
KbiprbisctaHa (rpaxgaHuH P®). M3 ero cMepTu poccuiickue BacTw... S_g_e More

| =

£ KA

HALMOHANbHAA UAEA POCCHH 3A UTO MHTPAHTDI U3 CTPAH
3R CYET {KUSHEH UERTPANIbHOH A3HH BOIOIOT

ITHHYECKUX MEHBILIMHCTB B VKPAMHED

oPs Q1 ©4 01 02 @5

Figure 19: Posts about Russia using ethnic minorities to fight in Ukraine (left)
and the conscription of Central Asian migrants into the Russian military (right).

3.3.3 Imperial Russia — Wars & Alliances

Anti-Russia narratives advanced by the campaign frequently cited Russia’s
“imperialist wars” in Ukraine, the Middle East, and Africa. The most recent focus
of the group was on Ukraine, but assets previously posted about the activities of
military contractors working for Russia’s Wagner Group in Africa and Moscow’s
military intervention in Syria.

Ukraine War

The assets posted about Russia’s invasion of Ukraine through the lens of what
it would mean for people in Central Asia. These posts often warned of Russia’s
imperialist ambitions toward the former Soviet states and said the invasion
of Ukraine showed what the Kremlin was capable of doing to its neighboring
countries. Other posts outlined the direct impact of the war on Central Asian
countries, such as food shortages, and said all Central Asian nations should
reconsider their relations with Russia in light of its illegal invasion (Figure 20 on
the following page).

More broadly, assets in the group uniformly supported Ukraine, which they said
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3.3 Narratives

was a country trying to free itself from Russia’s influence. Shortly after the
invasion began in February, accounts promoted pro-Ukrainian protests in Central
Asian countries. Later posts reported on evidence of atrocities committed by
Russian troops and Russia’s block on Ukrainian grain exports.
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Figure 20: Posts warned that Russia’s invasion of Ukraine had triggered a food
crisis in Central Asia (left) and presented its war in Ukraine as an unwillingness
to give up its Soviet-era dominion over its neighbors (right)

Russia in Africa and the Middle East

Before Russia invaded Ukraine, assets in the group frequently discussed Russian
actions in Africa and the Middle East. The pages criticized Russian businessman
Yevgeny Prigozhin, in particular, for his role in orchestrating state-backed covert
influence operations and deploying Russian military contractors to countries
including Syria, Mali, and the Central African Republic (Figure 21 on the next
page). Notably, the Central Asia group mentioned “BarHep” [Wagner] 193 times
on Twitter and 312 times on Facebook.

The Central Asia group also criticized Russia’s relationship with the Taliban
after the Taliban regained power in Afghanistan in 2021. For example, the
Shestigrannik Facebook page repeatedly accused Russia and China of ignoring
the Taliban’s ethnic cleansing of Afghan minorities and mistreatment of women
(Figure 22 on the following page). Many of the group’s sham media outlets
attacked Russia for disregarding the threat that the Taliban and Islamist terrorism
represent to Central Asia, especially Tajikistan. According to several assets,
Russia did not criticize the Taliban in the hope of gaining access to Afghanistan’s
natural resources and has encouraged violence in the region by increasing the
sale of weapons to Central Asia.
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Figure 21: The group posted content about murders linked to the Wagner
Group in the Central African Republic (left) and Wagner Group losses in Ukraine

(right).
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Figure 22: Posts about the threat the Taliban poses to Tajikistan (left) and the

Taliban’s treatment of women (right).
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3.3 Narratives

Syria and the Syrian war

Before the war in Ukraine, many pages focused on Russia’s military actions in
Syria. Assets denounced the Russian government’s support of Syrian President
Bashar al-Assad and Russian airstrikes that have killed and injured thousands of
civilians in Syria since 2015 (Figure 23). Facebook and Instagram accounts also
noted that Russia impeded humanitarian aid deliveries to Syrians by blocking
decisions at the U.N., and promoted the work of U.S. humanitarian aid and support
programs for Syrian refugees. The topic was one of the most covered across the
group, as assets mentioned “Cupua” (Syria) over 600 times on Twitter and over
1,500 times on Facebook.

Lastly, the assets posted about Russian propaganda related to the war in Syriaand
analyzed the techniques used by Russian media to “twist narratives” around the
war. At the same time, the group shared content celebrating U.S. successes in its
fight against the Islamic State group and al-Qaeda in the Middle East, especially
in Syria.
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Figure 23: Posts praising the international coalition in Syria in its fight against
the Islamic State (left) and covering Russia’s bombing of civilians in Syria (right).

3.3.4 Caution: China!

A small cluster of assets within the Central Asia group focused almost exclusively
on China. These accounts—a fake persona and sham media outlet—mainly
focused on the genocide of Uighurs and Muslim minorities in “re-education”
camps in Xinjiang. Posts described alleged organ trafficking, forced labor, sexual
crimes against Muslim women, and suspicious disappearances of ethnic Muslims
in Xinjiang. The assets also posted about the Chinese Communist Party’s (CCP)

25


https://airwars.org/conflict/russian-military-in-syria/
https://www.bbc.com/news/world-asia-china-22278037

poor treatment of women in the country and often framed these stories around
news about domestic violence.

Other assets in the group also posted about China but asserted that Chinese
authoritarianism and financial imperialism threatened Central Asia and other
regions of the world. The assets frequently referred to China’s cooperation with
Russia, especially on military issues, and said Beijing should be held responsible
for Russia’s invasion of Ukraine because the CCP had secretly supplied the Kremlin
with weapons. The group rebuked China for buying stolen Ukrainian grain from
Russia and predicted that Moscow’s invasion of Ukraine would precipitate a
Chinese invasion of Taiwan.
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Figure 24: Posts about alleged organ harvesting of Muslims in Xinjiang (left)
and blaming China for being the main sponsor of Russia’s war against Ukraine
(right)

4 Iran

4.1 Overview

This section discusses the 21 Twitter accounts, two Facebook pages, five
Facebook profiles, and six Instagram accounts that formed the covert campaign
focused on Iranian audiences. These assets had names in Persian, and those
that posted content mainly did so in Persian and about Iran. The Twitter accounts
posted primarily from November 2020 through March 2022, and the Facebook
pages and Instagram accounts posted primarily from May 2021 through June
2022. There were no visible posts for the Facebook profiles.

Several of the Twitter accounts were tied to the Facebook and Instagram accounts.
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4.2 TTPs

For example, they shared similar usernames. However, the Twitter accounts
exhibited a wider range of activity and narratives that did not appear in the
data shared by Meta, including content promoting hardliner narratives that
advocated for anti-reformist and hawkish policies in Iran. We additionally found
linked activity on YouTube, Balatarin, and Telegram. The accounts in this cluster
frequently claimed to be Iranians and often Iranian women. Accounts listed
professions such as “teacher” and “political analyst.” There were also two front
media outlets that claimed to provide independent news.

4.2 TTPs

Accounts in the Iran group employed many of the same IO tactics we saw from
the other groups, though with a few innovations. These assets included accounts
claiming to be independent media outlets, shared U.S.-funded Persian-language
media, had a low-engagement cross-platform presence, and showed low-effort
spammy follow-back activity.

4.2.1 Mock Media, Multiple Platforms

Several suspended accounts were linked to two sham media outlets operating in
Persian: Fahim News (tagline: “Accurate news and information”) and the more
developed Dariche News, which claimed to be an independent media outlet.
The about page of Dariche News’ website says it is “an independent website
and unaffiliated with any group or organization.” It goes on to claim to have a
commitment to providing “uncensored and unbiased news.”

While some Dariche News content appeared to be original to the outlet, many
of their articles were explicit reposts from U.S.-funded Persian-language media,
including Radio Free Europe/Radio Liberty’s Radio Farda and VOA Farsi (Figure 25
on the following page). The Fahim News accounts similarly shared content from
these outlets, along with content from Iran International, a media outlet based
in the U.K. that allegedly has financial links to Saudi Arabia. Many of the fake
personas in the network also shared Iran International content.

The suspended media outlet accounts showed links to other social media
accounts on Telegram, YouTube, and Balatarin. The Telegram and YouTube
channels had few followers. Like other parts of this group, the sham media
outlets’ YouTube channels created many short-form videos. Profiles on Balatarin,
a Persian link-sharing platform, frequently linked to stories from Persian-language
U.S.-funded media. While these sham media outlets had few followers, we found
an interesting instance of Russian state media outlet Sputnik embedding an
Instagram post from Dariche News into one of their articles.

Dariche News and Fahim News were not unique in having Telegram channels
with very few subscribers. We identified four additional Telegram channels linked
to the Iran cluster that had 1, 4, 48, and 57 subscribers.
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Figure 25: Top: An article on Dariche News suggested that Iran was behind an
August 2022 drone attack near a U.S.-led coalition base in Syria. The article
was reposted from Radio Farda. Bottom: The end of the article says “main
article” and links to the original Radio Farda article.
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Figure 26: The now-suspended YouTube channels for Dariche News and Fahim
News (top left and top right), and the Telegram channels for Dariche News and
Fahim News (bottom left and bottom right).

1Syl 5 ol Sl atation Siyyalid JUS 53 pulstune (5313 g€
S -

Sl Wi Cudguze 0)b 50 ol pl Olelie sk
Slex] a4 3555

Gelaizl lo diloy 500 Gagas 31 aiil e AT Gl @ Ol pase uaytass oy e gl 53 Gelatal sla <
Sald g sguile shy 993 G Galed Aty 9y Gal 3 Bl o sty Al 5 b 105BLgx Ll pads
Sy el 4 oyl

Figure 27: An Aug. 18, 2022 Fahim News post on Balatarin said that social
media is the only way Iranians can access the free world and is the main enemy
of the Iranian regime’s propaganda: “Therefore, the regime uses all of its efforts
to censor and filter the internet.” Assets in the Central Asia group similarly
criticized Russian information control.
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Figure 28: Screenshot of the Dariche News website.
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4.2.2 Camouflage and Spam

While the accounts in this group primarily posted political content, they exhibited
some spammy characteristics likely geared towards building a large online
audience. Several accounts had follow-back language in their profiles, such as
the phrase “follow = follow back.” Many accounts also posted non-political filler
content, including Iranian poetry and photos of Persian food, in a likely attempt
to build an audience and present themselves as authentic users (Figure 29). The
Iran group tried to engage with real Iranians on Twitter, often by joking with users
about non-political internet memes. Accounts often replied to tweets with the
face with tears of joy emoji.

Figure 29: Left: Animage shared by a Twitter asset, saying merry Sizdah Be-dar.
Sizdah Be-dar is an Iranian festival celebrated with a picnic. Right: An asset
retweeted this photo of cats.

4.2.3 Voice of America?

We observed multiple instances of accounts in the Iran group sharing content
from sources linked to the U.S. military. For example, in 2020 and 2021, a Twitter
account that presented itself as an Iranian individual living in “Cambridge” posted
links to almashareq[.Jcom and diyaruna[.Jcom 25 and 26 times, respectively. Both
websites say they are sponsored by the U.S. Central Command (CENTCOM) and
post pro-Western articles in Persian and Arabic. This Twitter account was created
on June 16, 2019, and its Twitter bio linked to a Telegram account with the same
name and just three subscribers. The Twitter account was critical of the Iranian
government and often used a sarcastic tone to mock Iranian state media and
other parts of the state apparatus. It also tweeted about how Iranian meddling
abroad only hurt Iranians at home.

Based on an analysis of shared technical infrastructure, domain registration
records, and social media activity, we assess with high confidence that al-
mashareq[.Jcom is the latest rebranding of al-shorfa[.]Jcom, while diyaruna[.]Jcom
is the latest rebranding of mawtani[.Jcom and mawtani.al-shorfa[.]Jcom. Prior to
2016, al-shorfa[.Jcom and mawtani[.]Jcom were part of the U.S. government’s
Trans-Regional Web Initiative mentioned at the beginning of this report.
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Figure 30: Two images tweeted by the account that shared U.S. military-linked
domains. Left: This image was tweeted on Aug. 11, 2021, and the tweet text
said that Qais al-Khazali—who heads an Iranian-backed paramilitary group in
Irag—dances like a puppet of the Iranian regime. Right: Thisimage was tweeted
on Feb. 24, 2022, and says, “freedom of speech in Iran.” Text accompanying
the tweet used two Persian hashtags, one protesting an internet control bill
and the other saying “no to the Islamic Republic.”

Additionally, Dariche News frequently quoted CENTCOM officials and discussed
U.S. military activities in the region. We counted at least 50 Dariche News articles
that mentioned CENTCOM. For example, a September 2021 article discussed
how Bahraini leaders pledged to work with U.S. Naval Forces Central Command
to adopt new technologies. A December 2021 article quoted a former CENTCOM
commander saying that the Iranian government was starving people to build
missiles.

The network amplified programs to people wanted by the U.S. government to
justice. For example, on Aug. 10, 2022, a Telegram channel linked to a suspended
Twitter account shared an FBI wanted pamphlet for Shahram Poursafi, an Islamic
Revolutionary Guard Corps (IRGC) member accused of plotting to assassinate
former U.S. National Security Advisor John Bolton. Dariche News, like some other
covert accounts we reviewed, shared content from the U.S. State Department’s
Rewards for Justice Program seeking information about Iranians who may have
interfered in U.S. elections (Figure 31 on the following page).

4.3 Narratives

The Twitter accounts in this group can be divided into those that criticized the
Iranian government and a smaller number of accounts that shared hardliner
views. The suspended Facebook and Instagram accounts either criticized the
Iranian government or did not contain any publicly visible posts.
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Figure 31: A Dariche News article highlighting the U.S. Department of State’s
Rewards for Justice program. The article says there is a reward of up to
$10 million for information about Iranians who attempted to interfere in U.S.
elections.

4.3.1 Needling Iran

Anti-government accounts criticized Iran’s domestic and international policies
and highlighted how the government’s costly international interventions
undermined its ability to care for its citizens. Posts claimed the government
took food from Iranians to give to Hezbollah. One Instagram post said that by
supporting Hamas and Hezbollah, the late Qasem Soleimani had brought poverty
and misery to Iran. Soleimani was the former head of the Quds Force, a branch
of Iran’s IRGC. Some tweets highlighted embarrassing events for Iran, such as a
reported power outage that caused the Iranian chess teamto lose aninternational
online tournament.

Human and civil rights were another common theme from the group. Some
tweets with higher engagement levels criticized the government, particularly
Supreme Leader Ayatollah Ali Khamenei, for killing protesters in 2021. Tweets
also highlighted a teacher protest in January 2022.

Across platforms, the group promoted Amnesty International content. One
tweet from May 2021 highlighted an Amnesty International report about how the
government executed four imprisoned Ahwazi activists in 2021 (see Figure 32).
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The Ahwazi are an Arab ethnic minority group in Iran. An April 2022 Instagram
post shared an Amnesty International image drawing attention to the unjust
imprisonment of human rights activist Behnam Mousivand. A July 2021
Instagram post highlighted, in poetic terms, the unjust imprisonment of an Iranian
poet who has since died in prison.
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Figure 32: A May 19, 2021 tweet on the extrajudicial killing of four Ahwazi
activists. The image text says, “Amnesty International: Iranian authorities
have hidden the bodies of four executed Ahwazi Arab activists.”

The group also focused on women’s rights, though most prominently on Facebook
and Instagram. Dozens of posts compared Iranian women’s opportunities abroad
with those in Iran. Posts also noted that little has changed for women in Iran over
time. Many posts highlighted domestic protests against hijab dress requirements.

Many tweets linked government corruption to domestic hardships. For example,
one post said that “corruption and mafia relations in the IRGC, [...] judges and the
families of the heads of Islamic Republic... [are the] main reason for Iran’s poverty
and misery.” Tweets likewise blamed the government for the country’s rising
cost of living, claiming that prices for food and medicine increased at the same
time that hardliner Ebrahim Raisi became the country’s president in 2021. These
tweets also noted that the IRGC controls the country’s domestic production of
these goods.

Criticism of the IRGC was a particularly prominent theme in the group. Dariche
News explicitly said its main focus was “to inform about the destructive role of
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Figure 33: A post on the Facebook page Iran Land [ 01,)] on June 10, 2022,
The post compares the experience of Iranian women abroad, such as working
as astronauts (left), with an Iranian woman in Iran seemingly being beaten

(right).
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Figure 34: A post from Feb. 7, 2022, on the Iran Land Facebook page. Top left:
Before the Taliban. Top right: Before the Islamic Revolution. Bottom left: After
the Taliban. Bottom right: After the Islamic Revolution. This post received
1,336 likes, despite the page having just 642 followers.
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the Islamic Revolutionary Guard Corps in all the affairs and issues of Iran and
the region.”

Multiple assets also claimed to be “Justice for the victims of #Flight752”
accounts, referring to the Ukraine International Airlines flight that the IRGC
shot down in January 2020. In addition to blaming the IRGC for this incident,
tweets also placed responsibility directly on Khamenei. At the time of the incident,
accounts discussed how it was playing out internationally. For example, accounts
shared news articles about a Canadian court ruling the incident an act of terrorism.
The Twitter accounts in this group used hashtags related to this flight (e.g.,
#PS752 and #ps752justice) hundreds of times.

Like other groups in the broader covert set, the Iranian group criticized Russia’s
invasion of Ukraine, often using it to frame local narratives. The group’s posts used
Persian versions of the Russian opposition hashtags #no_to_Putin and #no_to_-
war. Accounts noted that Khamenei verbally supported Putin and accused Iran of
supplying drones to Russia, which Russia then used to kill civilians. In addition to
claiming that Iran’s support for Russia was morally wrong, the group also pushed
the narrative that Iran’s support would incur negative economic repercussions
and made unflattering comparisons between Khamenei and Ukraine’s President
Volodymyr Zelensky. One “has sold Iranto Russia|[...] and ordered [their peoples’]
murder,” an account tweeted. “The other is wearing a combat uniform alongside
his people and has stopped the colonization of Ukraine by Russia with all his
might.”
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Figure 35: An Aug. 7, 2022 post from a Telegram channel linked to a suspended
Twitter account. The post says that Russia has started using Iranian drones in
Ukraine and that Iran’s military support for Russia “is not in Iran’s favor and
will cause many diplomatic and political problems for Iran in the future.”

Accounts also criticized the Quds Force’s activities abroad and particularly its
former leader Soleimani, calling him a murderer and saying that his values were
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inconsistent with Islam. The tweet in Figure 36 is from just after the Taliban
seized control of Afghanistan in 2021. It says that Quds Force personnel were
pretending to be journalists and going to Afghanistan to squash the country’s
opposition.
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Figure 36: A Sept.19, 2021 tweet saying that Quds Force personnel were in
Afghanistan to squash the country’s anti-Taliban opposition.

Figure 37: A cartoon from an article on darichenews.com. The cartoon is
branded with the Dariche News name in the top left corner. The text says:
“IRGC: Greatest threat to the Middle East.” The image shows Khamenei as an
octopus spreading his tentacles around the Middle East with missiles, police
batons, and nooses. Notably, the article accompanying this cartoon includes a
quote from a former CENTCOM commander.
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4.3.2 A Handful of Hardliners

Four Twitter accounts in the group promoted hardliner narratives that advocated
for anti-reformist and hawkish policies in Iran. Some of these narratives took
aim at Iranian state officials for being too moderate, but any negative content
about the Iranian government was infrequent. The hardliner accounts tweeted
during the same period as the anti-regime assets and used similar tactics, but
their purpose is unclear. These assets did not share anti-U.S. content, as one
would expect from nationalistic voices in Iran.

Most of the hardliner tweets came from just one account, a self-declared “political
science expert” whose account had 3,769 followers and was created on Nov. 25,
2020. This account mostly posted on Twitter and a related Telegram channel
about the progress of Shi’a Islam over time. For example, in one tweet, the
account asserted that Shiites were now able to exert influence in the Middle
East after previously playing a more submissive role. This tweet received 84
likes. A Facebook and Instagram account linked to this Twitter account are also
suspended, though they were not included in the dataset shared by Meta.

Other hardliner accounts praised Soleimani, tweeting that he should rest in peace,
calling him a martyr, and saying that he is more dangerous to Iran’s enemies
dead than alive. One account suggested that former President Akbar Hashemi
Rafsanjani, the office of the presidency, and Iran’s Expediency Council were too
moderate. This same account also tweeted that former President Hassan Rohani
and former Foreign Minister Javad Zarif were traitors. Other posts promoted the
use of the hijab and shared provocative images like those shown in Figure 38.

Figure 38: An image shared by a hardliner account. The image at left says
“without veil,” and the image at right says “veil.”

5 Afghanistan

5.1 Overview

A small group of assets in the Twitter and Meta takedown sets posted primarily
about issues in Afghanistan but emphasized narratives critical of Iran, the Islamic
State group, and the Taliban. This group comprised six Twitter accounts, one
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Facebook profile, and one Instagram account. The accounts posted mainly in
Pashto but also occasionally in Persian, Urdu, and Arabic. The assets were
primarily active from September 2019 to July 2022, but one account began
posting in 2017. We also identified one affiliated YouTube account that was
created in October 2020.

5.2 TTPs

Despite this group’s small number of assets, its campaign leveraged clear TTPs
that we also observed in the broader set of covert accounts. All these accounts
used fake personas, including one account claiming to be an Afghan man. Some
of the personas attempted to present as real people by using profile pictures that
were likely created using artificial intelligence techniques, such as generative
adversarial networks (GAN). Like assets in the Central Asia group, the Afghanistan
accounts typically included hashtag blocks at the end of their posts, often
including #IRGCEXPOSED.

They also shared content from sources linked to the U.S. military, particularly
afghanistan.asia-news[.Jcom, which names the U.S. Central Command as its
sponsor. Based on an analysis of shared technical infrastructure, domain
registration records, and social media activity, we assess with high confidence
that afghanistan.asia-news[.Jcom (Salaam Times) is one-third of the latest
rebranding of centralasiaonline[.]Jcom, the other two being pakistan.asia-
news|[.Jcom (Pakistan Forward) and central.asia-news[.Jcom (Caravanserai).
Before 2016, centralasiaonline[.]Jcom was part of the U.S. government’s Trans-
Regional Web Initiative mentioned at the beginning of this report.

Figure 39: Left: A fake persona in the Afghanistan group likely used artificial
intelligence techniques, such as GAN, to create its profile photo. Right: We
have superimposed the same profile picture over two sample GAN-generated
images from outside the network. The alignment of the eyes in multiple
differentimages strongly suggests the profile picture was created using artificial
intelligence techniques.
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Figure 40: Screenshot of an archived Instagram post by the same fake persona
who used a likely GAN-generated profile image. The post includes a video from
the U.S. military-linked website afghanistan.asia-news[.Jcom and claims that
imports of low-quality Iranian honey are damaging Afghanistan’s beekeeping
industry.

5.3 Narratives
5.3.1 Iran, Again

Accounts in the Afghanistan group consistently advanced narratives critical of
Iran and its actions, often within a framework of issues and events relevant to
Afghan audiences. Sometimes, these narratives included inflammatory claims
accompanied by articles from the U.S. military-linked website afghanistan.asia-
news[.]Jcom. One example was a tweet from March 11, 2022, which claimed that
relatives of deceased Afghan refugees had reported bodies being returned from
Iran with missing organs. The post linked to an afghanistan.asia-news|.]Jcom
video, which was posted to YouTube and also shared in a Feb. 14, 2022 article by
pakistan.asia-news[.Jcom. The article includes interviews with an Afghan official
and Afghan nurse making the same unverified claims.

Another anti-Iranian narrative claimed in late 2021 and early 2022 that the IRGC
was forcing Afghan refugees to join militias fighting in Syria and Yemen and that
those who refused were being deported. Like accounts in the Middle East group,
many posts focused on the actions of Iranian-backed militias in Syria, accusing
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Figure 41: An article on a U.S. military-linked domain alleged that Afghan
refugees were having their organs harvested in Iran.

fighters of committing human rights abuses and Tehran of sponsoring terrorism.
Since February this year, the Afghanistan accounts began to weave in narratives
related to Russia’s invasion of Ukraine, comparing the actions of Russian soldiers
to those of IRGC-backed militias in Syria.
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Figure 42: An April 2022 tweet compared Russia’s “illegal” invasion of Ukraine
to the IRGC sending militia forces to Syria.
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Accounts in the group also posted general criticism of Iranian policies that did not
directly relate to Afghanistan. For example, the YouTube account we identified
posted multiple Shorts showing Iranians protesting and looting supermarkets due
to food shortages. The Shorts were captioned in Pashto, English, and Urdu and
commented that “There is no difference between IRGC and ISIS” and “People
looting shops in Iran, but the Iranian government is still interfering in other
countries.”

i S2y "Hifour dear fith i
ay "Hi, our dear father." |
= »

Dislike

There is no difference between IRGC and ISIS

Figure 43: A YouTube Short shared by an account linked to the suspended
Twitter and Meta assets compared the IRGC to the Islamic State group. The
account profile photo is likely GAN-generated.

5.3.2 No Taliban, No ISIS

Multiple accounts in this group shared posts and tweets that resembled Afghan
military press releases. From 2019 to 2021, these posts highlighted successful
Afghan military operations against the Taliban, Islamic State group, and other
extremist organizations, such as a March 2020 post applauding police in
Afghanistan’s Nimroz Province for seizing opium used to finance al-Qaeda. Posts
also typically praised former President Ashraf Ghani.

After Afghanistan fell to the Taliban in August 2021, accounts in the group
began sharing advice for people trying to flee the country. Initially, this included
warnings not to gather around Kabul airport without the necessary foreign travel
documents as the scene devolved into chaotic evacuations by retreating U.S.
forces. In the following weeks, posts highlighted women’s protests against
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Taliban authorities and criticized Afghanistan’s new government for its treatment
of women and journalists.

Lastly, many posts attempted to undermine support for the Islamic State group’s
affiliate in Afghanistan, claiming to reveal “the true fact” that the group is
anti-Islam. A May 2022 tweet said in Pashto that the Islamic State group’s
actions contradicted Islamic teachings and that the group “exists as the most
dangerous terrorist group in the region and threatens all nations with weapons
of ignorance.” Though often used without context, #NotMyIslam (in English)
appeared frequently.
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Figure 44: An image shared by an asset on Aug. 19, 2021. The accompanying
tweet said, in Persian, that the U.S. Department of Defense was working to
increase airport security and the number of flights evacuating people from
Kabul.

Figure 45: An image shared with a tweet on Aug. 25, 2021. The accompanying
text said in Persian that more than 20,000 Afghans had been evacuated in the
past 24 hours as the U.S. and allies worked to complete evacuations by Aug.
31.
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6 Middle East

6.1 Overview

The Middle East group of covert assets discussed in this section focused broadly
on issues related to Iraq, Syria, Lebanon, and Yemen. While not as distinct as
other groups in the takedown sets, we identified multiple technical, behavioral,
and content links between these accounts, which exclusively posted in Arabic
about the same topics and themes.

The group comprised 30 Twitter accounts, six Instagram accounts, six Facebook
pages, eight Facebook profiles, and one Facebook group. The earliest activity in
the data provided by Twitter and Meta dates from early 2018. Activity levels were
generally low across the group. For example, sixteen of the Twitter accounts
posted fewer than 100 tweets, and six of the Facebook profiles had no publicly
visible activity.

Our investigation identified clear signs of coordination and inauthentic behavior.
TTPs employed by the accounts included sharing identical content across
platforms, coordinated posting times, using GAN-generated faces, and creating
fake profile pictures. One Facebook page in the group also posed as a person living
in Iraq. This page shared the same name and picture as a Twitter account that
previously claimed to operate on behalf of the United States Central Command
(CENTCOM).

The group chiefly promoted narratives seeking to undermine Iran’s influence in
the region but also took aim at Russia and Yemen’s Houthi rebels. For example,
accounts on Twitter posed as Iraqi activists in order to accuse Iran of threatening
Iraq’s water security and flooding the country with crystal meth. Other assets
highlighted Houthi-planted landmines killing civilians and promoted allegations
that Russia’s invasion of Ukraine would lead to a global food crisis.

6.2 TTPs
6.2.1 Fake Faces Lead to Florida

One of the Facebook pages in the group showed links to a Twitter account that
has previously claimed to operate on behalf of CENTCOM. Created on Nov. 1,
2021, the page used the Arabic word for “discoverer” [ _»2i£s] as its name and
presented itself as an Iragi man posting predominantly about the misdeeds of the
Iranian government and its influence in Irag. Notably, Discoverer used a profile
picture likely generated using artificial intelligence techniques, such as GANSs.
An Instagram account and a Facebook profile in the Middle East group used the
same image as well.

An account in the Twitter dataset also used the Arabic word for “discoverer” as
its name and the same fake face as the three Meta assets. The Discoverer Twitter
account was created in November 2016 and claimed in its bio to be “always in
the service of Iragis and Arabs.”
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Figure 46: The profile picture used by the Facebook page Discoverer and two
other assets in the Middle East group. Issues with the left ear and the central
alignment of the eyes suggest it was generated using artificial intelligence
techniques.

However, archived versions of the Discoverer Twitter account show that prior to
May 2021, it used a different picture, listed its location as “Florida, USA,” and
publicly identified as an “account belonging to the U.S. Central Command” that
“aims to uncover issues related to regional security and stability.” At that time,
the account promoted similar anti-Iran narratives related to Iraq and Syria but
also posted statements presented as coming from the U.S. embassy in Baghdad.
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Figure 47: Left: Archived version of the Discoverer Twitter account with an
Arabic-language bio claiming an affiliation with CENTCOM. Right: The same
account shortly before it was suspended by Twitter.
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Figure 48: An archived tweet by the Discoverer Twitter account from
September 2018 criticized the actions of Iranian proxies in Iraq and promoted
humanitarian efforts by the U.S. government.

6.2.2 Cut Out and Collage

Accounts in the Middle East group frequently used fake profile pictures to
construct online personas. This is a common tactic in online I0, and we
increasingly see actors leverage GAN-generated faces such as those shown in
Figure 49. While at first presenting as photorealistic human faces, GAN-generated
images are typically easy to identify due to their consistent central eye alignment,
blurred backgrounds, and telltale glitches around the teeth, eyes, and ears.
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Figure 49: GAN-generated profile pictures used by accounts from the Middle
East group on Twitter.

But we also identified assets in this group using fake profile pictures that appeared
to be collages of different images available online. This is a relatively novel
technique, and though it is easy to spot images that have been edited in this
manner, it could complicate strategies to detect inauthentic personas.

46



6.3 Narratives

For example, an Instagram and Twitter account in the Middle East group used the
same picture of a man in a suit holding a water bottle. Reverse image searches
revealed that the man’s torso was identical to a photo from a 2012 fashion blog,
which had then been edited to add a new face and background. We also saw
accounts in the Central Asia group employ this TTP.

Figure 50: Left: Original photo from a 2012 fashion blog. Right: Collaged photo
used by assets in the group.

6.2.3 Coordinated Posting and Content Sharing

We identified multiple instances of assets in the Middle East group sharing content
and exhibiting coordinated posting patterns on Facebook, Instagram, and Twitter.
Typically, this activity involved supposedly independent accounts posting the
same images or identical text content within hours, or even minutes, of each
other.

For example, on Sept. 23, 2021, a Facebook profile using a likely fake persona
and the Facebook page Here Is Yemen [ La] posted the same video with
identical captions about alleged mass executions planned by Houthi rebel leaders
in Yemen. The two Facebook assets made these posts just two minutes apart.

6.3 Narratives
6.3.1 The “Disease” of Iranian Influence in Iraq

Accounts in the Middle East group consistently shared content that supported
the U.S.-recognised Iraqi Security Forces (ISF) while criticizing the actions of
Iran and Iraqgi militias backed by Tehran. These accounts repeatedly asserted
that Iraqgi militias supported by Iran’s Islamic Revolutionary Guard Corps (IRGC)
were loyal to Tehran over the Iraqi government and were fighting to implement
Iran’s imperialist project in the Middle East. Some accounts also accused Iranian-
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Figure 51: A Facebook profile and Facebook page made identical posts about
Houthi rebel leaders planning mass executions just two minutes apart.
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Figure 52: The Facebook pages Class Watcher [_e.dl _3! -] and Watching Eyes
[s4s!, 5] posted the same picture with a partially matching caption just six
days apart in late 2021.

backed militias of causing civilian casualties through rocket strikes on Baghdad’s
Green Zone.

In particular, accounts in the group promoted content critical of Qais al-Khazali,
the leader of the influential Shiite paramilitary organization Asa’ib Ahlal-Hag. The
U.S. designated Asa’ib Ahl al-Haq as a foreign terrorist organization in January
2020 afterits members were accused of killing demonstrators at anti-government
protests in Iraqin 2019.

Other posts from the Middle East group accused Tehran of engineering a drought
in the country by jeopardizing the water supply of cross-border rivers, smuggling
weapons and fuel through Iraq to Iranian fighters in Syria, and fuelling Iraq’s
crystal meth epidemic.
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Figure 53: Assets in the group shared a tweet (left) and Instagram post (right)
with the same cartoon accusing Iraqi militias of taking orders from Iran
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Figure 54: An asset shared on Facebook an image showing Qais al-Khazali in
an IRGC uniform with Islamic State group militants on either shoulder.
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Figure 55: An asset in the group shared on Twitter a cartoon depicting Iranian
influence as a disease destroying Iraq.
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6.3.2 A Russian Plot to Engineer Global Famine

Although the Middle East group predominantly focused on Iran, a small cluster
of accounts on Facebook, Instagram, and Twitter promoted content critical of
Russia, particularly its interventions in Libya and Syria. Beginning in February this
year, these accounts tailored content to Russia’s invasion of Ukraine and designed
anti-Russian messaging to appeal to Arabic-speaking audiences in the Middle
East. In addition to reports of Russian soldiers killing civilians, the accounts
amplified the narrative that Russian President Vladimir Putin planned to induce
a global food crisis that would hit less economically developed countries the
hardest. The accounts reported on Russian bombings of Ukrainian grain silos and
Turkey’s detention of a Russian-flagged ship carrying “stolen” Ukrainian grain
to bolster this narrative. These anti-Russian narratives overlapped thematically
with content from some accounts in the Central Asia group.

At the same time, the accounts applauded ongoing efforts by the United States
Agency for International Development (USAID) in Irag and posted about positive
interactions between American troops and children in Syria (Figure 57 on the
following page).
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Figure 56: An account in the group made a post on Instagram accusing Russia
of deliberately causing global food shortages by invading Ukraine.
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https://www.bbc.co.uk/news/world-europe-62010113
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Figure 57: A Facebook post from an asset in the group showed U.S. soldiers
meeting children in Syria.
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6.3.3 Yemen, Houthis, and Landmines

A second cluster of accounts in the Middle East group focused on issues in Yemen.
These accounts, also present on Facebook, Instagram, and Twitter, primarily
shared content critical of Iranian and Houthi rebel activity in Yemen. Posts
accused Houthi rebel leaders of blocking humanitarian aid deliveries, acting as
proxies for Iran and Hezbollah, and closing bookstores, radio stations, and other
cultural institutions in the Yemeni capital, Sana’a.

Recently, the cluster amplified a narrative highlighting Houthi forces’ widespread
use of landmines, which human rights groups say have caused thousands of
civilian casualties since the beginning of the conflict. These posts typically
included the number of civilian casualties and highlighted the alleged Iranian
origins of the landmines.
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Figure 58: A Tweet from one asset claimed Houthi forces take orders from
powers in Iran.
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https://www.hrw.org/world-report/2022/country-chapters/yemen
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Figure 59: A post by the Facebook page Here Is Yemen claimed that Houthi-
planted landmines have killed 2,812 civilians and injured 3,655 more between
April 2014 and March 2022.
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Graphika is an intelligence company that maps the world’s online communities
and conversations. Graphika helps partners worldwide, including Fortune 500
companies, Silicon Valley, human rights organizations, and universities, discover
how communities form online and understand the flow of information and influence
within large-scale social networks. Customers rely on Graphika for a unique,
network-first approach to the global online landscape.

The Stanford Internet Observatory s a cross-disciplinary program of research,
teaching and policy engagement for the study of abuse in current information
technologies, with a focus on social media. The Stanford Internet Observatory was
founded in 2019 to research the misuse of the internet to cause harm, formulate
technical and policy responses, and teach the next generation how to avoid the
mistakes of the past.
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